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An Appraisal of Information Technology (IT) Curriculum in Nigeria Tertiary
Institutions

Sadiq, F.l., Adetunmbi, A. O; Oludapo, A.,

ABSTRACT

Knowing the importance and the relevance of Information Technology, (IT) in our
Society with its current level of development in the nation at large, there is the need
for continuous awareness and adequate training of IT in all levels of education right
from Secondary School Stages. This is to ensure high level of practical performance
in the IT industry in order to enhance manpower development in the country, which
can be achieved by proper designing of IT curriculum. This paper enumerates the
various ways by which IT curriculum can be improved on from Secondary School to
Tertiary Institutions and also highlights the benefits that can be derived from such

restructing.

1. INTRODUCTION

According to Oxford English dictionary a curriculum, is
defined as a course of study (Oxford, 1999). This implies
that curriculum is the first stages or things to be
considered before any school or tertiary institutions
became operational for whatever programme they
intend to run, for the purpose of training people for
manpower development. Curriculum as stated above
is also very important, in that it serves as a guide for
teachers, tutors, technologist and even lecturers in
whatever course they are teaching or lecturing in their
respective schools and institutions which varies from
one department to another, for instance the curriculum
of Mathematics, Zoology, Biochemistry are completely
different from that of Computer Science degrees
programme. In other words, in this paper our concern
is basically on the curriculum of Information Technology
(IT), if any and how the existing ones can be
restructured to meet up with the current challenges
(FNSAAU, 2004).

On the other hand, IT is the technology involved in
Acquiring, Storing, Processing, and Distribution of
Information by electronic means (including radio,
television, telephone, computer etc). It is therefore the
product of the marriage between Computer Technology
(essentially for information acquisition, storage and
processing) and Telecommunication Technology, which
is for information distribution. Hence Computer
+Telecommunications = IT is generally known as
Information Communication Technologies (ICTs) (Falaki,
2002).

In recent years, a mixture of communication
technologies has been occurring, serving to continually
extend the capabilities of communication networks. The
scale of this movement suggests that many of the
central issues for education in the coming years will be
driven by technological change. Indeed, the influence
of these new technologies is such that they may well
form an underlying mechanism for the future of
education. From the perspective of curriculum
development there is need to have a unified structure
curriculum for IT courses in Nigeria Institution right
from Secondary School with a foundational course
introduce from Primary Schools so as to create new
challenges (Hardin, 1998).

2. TECHNOLOGICAL CHANGE AND
CURRICULUM

Technological change is redefining not only how we
communicate, but in turn, is redefining how we need
to educate. The ready availability of information has
lessened the necessity of learning, but raises new issues
in terms of effective searching and the development of
an ability to evaluate information. The development of
systematic skills and higher order thinking is increasingly
an important focus. The stakeholders and interest
groups in this process are many and varied, with
pressure for change and reform brought from teachers,
schools and school councils, government authorities,
industry and students themselves. All have differing
perspectives on the best curriculum planning approach
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to deal with this change.

The root of change is increasing in technological and
networking capacity, but what are the ramifications for
curriculum development, and interpretations necessary
for the classroom? Many educators hold the view that
computers and Internet connectivity are “tools” for
learning and thus, believe that an increased grade point
average is often the only measure of value for
technological resources. However, an important
perspective for all educators, government
administrators and school boards to consider is, that
networking represents not just a new set of tools, but
a new environment for learning and teaching. New
communications technologies encourage new
possibilities and develop new requirements. An outcome
based education policy must accept that the new
communications technologies must impact upon core
curriculum requirements and will influence diversity,
context, assessment issues and practice.

3. TECHNOLOGY RESOURCES

Kennedy states that, “...curriculum developers must
reflect on actual practice to understand
...(appropriate)...curriculum development practice”
There is a debate about the cost / value relationship of
technology implementation in secondary education.
While much technology may provide long-term
advantages in educational budgeting, provided
resources are allocated towards efficient collaboration.
This is, however, dependent on a curriculum focus which
identifies the need for collaboration and supports its’
implementation (Brandy and Kennedy, 1999).

However, as a symbol for recent development and
dynamism some Secondary Schools already claimed
that they have Curriculum for IT, which means they
have started teaching basic few foundational courses
for Information Technology. The Schools under this
category are Owajoba Secondary School, Akure, Ondo
State. Ofua Memorial Secondary School, Uromi, Edo
State. Salawu Abiola Comphrensive High School,

computer

-

Abeokuta, Ogun State etc. Though, from our findings
it was observed that what they have in their curriculum
are basic computer science courses and not IT parse.
But in any case they are better than secondary school
that don’t teach computer science at all.

However, we all know that IT evolved as components
of Computing Technology, which also comprises of
Computer Science, Electronic Technology, Information
system etc. Although, what we are aware of by now is
that there exist a standard curriculum for all tertiary
institutions in Nigeria for Computer Sciences and even
of recent, there was a workshop by NUC held at the
Department of Computer Science, University of Ibadan.
Where all Computer Science departments from the
whole Nigeria Institutions were invited. In the workshop
the existing curriculum for Computer Science
undergraduate programme for both Conventional
Universities and University of Technologies were
deliberated upon and later reviewed in that same
gathering. Below are few out of the approved courses
in the current curriculum:

From our survey we studied the curriculum of the
following institutions namely; Ambrose Alli University,
Ekpoma. Edo State, Federal University of Technology,
Akure. Ondo State, University of Benin, Edo State etc.
Although many people claimed that one of the private
institution by name Covenant University, Otta, Ogun
State already have IT curriculum in place, if this
argument is true then all private institutions may be
using the same curriculum for all there programmes.
But, from our findings the said IT curriculum for the
university is not far from the existing ones for computer
sciences in other tertiary institutions, this can be seen
clearly from the table 3 presented above. Hence their
courses are devoid of core IT curriculum as seen in
universities outside this countries: such as Canada, USA,
Carolina, etc. Hence, the objectives of the said
institution is tailored towards IT manpower
development and are listed as follows:

To develop manpower with skills and knowledge needed
to meet the requirements of a rapidly advancing and
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100 Level

Courses Title Units
CSC 101 Introduction to Computer Science 3
CSC102 Introduction to Computing 3
CSC 132 Introduction to Compiler Construction 3
MTH 101 General Maths I 3
LIB 101 Library Skills 1
200 Level

CSC 211 Logic Design 3
CSC 212 Computer Hardware 3
CSC 231 Structured Programming 3
CSC 233 Object Oriented Programming 3
300 Level

CSC 302 System Analysis and Design 3
CSC 304 Computer Networks 3
EPS 201 Entrepreneurship Study [ 2
CSC 399 Industrial Training II 3

Table 3.: Above from 100 to 400 Levels present the curriculum for undergraduate B.Sc. Computer

science (4yrs) and B.Sc. Management Information System (4yrs).

400 Level

Courses Title Units
CSC 412 Computer Architecture 3
CSC 421 Computer Operating System II 3
CSC 423 Web Design and Data Security 3
CSC 431 Data Communications 3
CSC 433 Software Engineering 11 3
CSC 492 Selected topics in Computer Science 6
CSC 495 Projects 6

Table 2: Continuation of the Current Curriculum for Computer Science Courses.

(Source: NUC workshop 2004, University of Ibadan).
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100 Level
Course .
Course . Credit | L -T -P. | Semeste
Code COLES T A Unit | inHrs r
Requisite
PHY112 | Physics 1| - 2 22-8-0 o
PHY113 | Physics II - 2 22-8-0 o
MAT 112 | Mathematics [ - 2 22-8-0 o
MATI113 | Mathematics Il - 2 22-8-0 o
PHY119 | Physics Laboratory 1 - 1 0-0-45 o
CIS111 | Introduction to - 2 30-0-0 a
Computer Science
CHM111 | Chemistry I - 3 35-10-0 o
CHM119 | Chemistry Laboratory - 1 0-0-45 o
|
PHY122 | Physics III - 2 22-8-0 ?
PHY 123 | Physics IV - 2 22-8-0 ?
MATI123 | Mathematics III - 2 22-8-0 ?
MATI124 | Mathematics IV - 2 22-8-0 ?
PHY129 | Physics Laboratory II - 1 0-0-45 ?
CIS 121 | Computer - 2 15-0-15 ?
Programming [
CHM121 | Chemistry Il - 3 35-10-0 ?
CHM129 | Chemistry Laboratory - 1 0-0-45 ?
I
CSTI111 | Computer Application I - 1 10-0- 15 o
EDS111 | Entrepreneurial o
Development Studies 1 - 1 15-0-0
TMCI111 | Total Man Concept 1 - | 15-0-0 o
TMC112 | Physical Health - 0 0-0-45 o
Education |
CSTI121 | Computer Application - 2 15-0-15 ?
11
EDS121 | Entrepreneurial ?
Development Studies 11 - 1 15-0-0
TMCI121 | Total Man Concept 11 - 1 15-0-0 ?
TMCI122 | Physical Health 0 0-0-45 ?
Education II
GST111 | Use of English 1 - 2 30-0-0 o
GST121 | Use of English 1I - 2 30-0-0 ?
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200 Level

CSC211 | Computer CIS111, 35-10-0 o
Programming II 121

CSM211 | Mathematical Methods | CST114 35-10-0 o
I

CSC212 | Computing Laboratory - 0-0-45 o
I

CSM212 | Statistical Methods - 22-8-0 o

ECOL111 | Principles of - 35-10-0 o
Economics

ACCI111 | Introduction to - 35-10-0 o
Accounting

CSC221 | Object Oriented Design | CIS 111, 35-10-0 ?
& Programming in C 121
++

CSC222 | Computing Laboratory - 0-0-45 ?
11

CSC223 | Numerical - 22-8-0 ?
Computation

MIS221 | Introduction to
Management - 22-8-0 ?
Information System

MIS222 | Principles of - 35-10-0 ?
Management

CSM221 | Mathematical Methods | CST 124 22-8-0 ?
I

Post-?

CSM229 | SIWES: Industrial - 0-0-135 3 month

Training I holiday
300 Level

CSC311 | Discrete Mathematics - 3 35-10-0 a
CSC312 | Data Structures & - 3 35-10-0 a
Algorithm
CSC313 | Computer CSC222 2 22-8-0 o}
Programming IV
CSC314 | Theory of Computing - 2 22-8-0 o
CSC315 | Computer Organization - 3 35-10-0 o
& Programming
CSC321 | Computer Graphics CSM223 2 22-8-0 ?
CSC322 | Database Design & - 2 22-8-0 ?
Management
CSC323 | Logic Programming CSC212 3 35-10- 0 ?
CSC324 | Compiler Design 2 22-8-0 ?
CSC325 | Operating Systems 3 38-7-0 ?
CSM321 | Information System - 2 22-8-0 ?
Analysis & Design
EDS311 | Entrepreneurial EDS211,
Development Studies 221
v
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400 Level
CSP411 Computer Animation - 2 15-0-15 o
CSP412 Introduction to 2 30-0-0 o
Bioinformatics -
CSP413 Introduction to natural 2 30-0-0 o
language processing -
CSP421 System Administration - 2 30-0-0 ?
CSP422 Fuzzy Logic - 2 30-0-0 ?
CSP423 Object Oriented Design 2 30-0-0 ?
CSC222
CSP424 Software Development 2 30-0-0 ?
Techniques -
CSP425 Virtual Reality - 2 30-0-0 ?
EDS411 Entrepreneurial EDS311, a
Development Studies 321 1 15-0-0
VII
TMC411 | Total Man Concept VII | TMS311, 1 15-0-0 o
321
CSC424 Neural Network 2 30-0-0 ?

challenging field of IT and Management. To produce 4. TRENDS IN INFORMATION TECHNOLOGY

graduates with IT skills and prepare them for global
competitiveness. To produce managers with the spirit
of self-reliance and encourage them to adopt holistic
approach in professional pursuit. Nearly all the
Universities mentioned as a focus on the
aforementioned objectives.

However, there is a serious need to restructure the
above curriculum or have separate department whose
curriculum will outlined or feature IT and application
proper in their curriculum. Above all:

IT can be viewed as the implementation of powerful
set of tools and system that process inputted digital
information (from a variety of source) to reduce the
uncertainty of some events by displaying or serving to
determine a calculated outcome intended to better
support an organization’s plan of action.

All organizations implement IT in three ways:
1. Acquire and analyze information.
2. Act according to the interpretation of information.

3. Play an important role in managerial decision.

1.

Corporate strategy is becoming dependent on
Information Processing Technology.

It is an imperative part of the work place:
a. reduce labour cost by automation.

b. departmental consolidation of work effort
on a computer network.

c. Control production by software monitoring
d. Increase volume of production in less time
e. 24 hour remote access of organization files

f. 24 hour open-access storefront through
the www.

g. Opportunity for telecommuting (Working
at home or elsewhere)

3. Organization IT transforms

a.

Individual Computer Workstations that enhance
each employee production.

Cohesiveness in top to bottom effort via direct
communication.

Re-engineering practices become easier to
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implement Most of the courses that are being offered in higher
institutions of learning have their origins from the
elementary level (Primary Schools/ Secondary
Schools). In the present day Nigeria, computer
science is majorly an higher institution’s affairs with
mathematical science origin from elementary level.
For instance chemistry, physics are major subjects

for medicine even has their main origin from
4. Technology creates Flexibility in an Secondary School level.

organization in the followings ways:

d. Cycle-times of data entry can be reduced by
touch screen entries, voice recognition
modules, optical character recognition (OCR)
Scanning and bar-coding devices.

The needed orientation for IT should commence

a. access to on-line services like Wall Street, from Secondary School level preferabiy Senior
quotes, libraries and Government database. Secondary School level. This will serve as a guide

to those who wish to take up career in IT. With this
it is therefore imperative for the government to
include or introduce IT into Secondary School as

b. allow for remote login and telecommuting
(Work can be done anywhere)

c. provide on-line customer services and technical subject, which can then be taken in final
support. examination like (WAEC-SSCE or NECO-SSCE).
5. RESTRUCTURE OF THE IT CURRICULUM 6.1 Need for Uniform Curriculum

Computer technology has been and is already Curriculum in itself is a outline of courses to be taken
playing a key role in re-engineering companies. or plan of work. It serves as a guide to students,
Their trust is committed to delivering maximum lecturers and the entire education community. There
efficiency, increase-production, lower cost and to should be a uniform curriculum for Secondary Schools
promote high returns on equity. It is worth and Higher Institutions of Learning. This will make it
overstating that computer technology is being used possible for students from different schools or
by organizations to remain competitive in their background to undergo the same training and
respective fields. Independent studies have pointed examination. Uniform Curriculum for IT will go a long
out, that qualified and well-trained employees way in making or sharing the same IT Ideas/Knowledge
equipped with custom suited computer technology among students of IT from different schools.
knowledge are being sought for to boast production
morale and speed of task completion. £ COMPOSITION OF THE CURRICULUM
The IT curriculum under consideration should be
structured as follows: The curriculum should cut across
5.1 The Need For IT Orientation every area of IT. The IT is made up the followings: (1).
Computer Knowledge (2). Information Processing and

ngerla} being a country that is just embracmg.IT, (3) Other electronics e.g. (Fax, ATM: Automatic Teller
there is therefore a need to produce qualified Machine)

computer technologists. In order to enable the
Government IT policies of 2002 survive there isa Computer Knowledge
need to inject IT knowledge into the blood of
individual irrespective of their professional
background. Today in the advance countries most
transactions with Government, Organizations are
being done through the computer (either by LAN

or INTERNET). In America for example most (2)the new aspects of IT such as Networking, Internet
transactions are done electronically-e-commerce, and Web Development (Net Technologies) (3) Software
e-banking, e-business, e-government, e-learning Engineering which should include both applications
etc. With the rate at which the Country is moving software and system software development. Network
towards IT, in years to come non-IT Compliant programming (Socket programming) is gaining

people will find it difficult to carry out some popularity because of the increasing trend of computer
transactions. It must be noted that children, are petwork.

not excluded from this facts.

The computer knowledge should be made up of (1).
Computer Science Curriculum, which already is available
in some higher institutions and as shown in table 1
above.

Software Engineering

This can be broken down into the followings:
6. ORIGIN FOR IT ORIENTATION
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Application Software Engineering, System
Software Engineering, Socket programming e.g.
Protocol development and System Analysis and
Design.

Web and Internet Development

Because of the increase in the use of Internet and web
by individuals, organizations and Governments, there
is a need for those intending to professionalise in IT to
be trained in these areas. Hence the following should
be included in the exiting curriculum if any, otherwise
proposed for the incoming curriculum which is yet to
be design for our tertiary institutions in order to
equipped our IT professionals with the followings
knowledge in the areas enumerated below:

Server and Clients Technology, Web authoring
tools e.g. (HTML, Scripting Languages), Hosting
Technology, Web Maintenance and Internet
Technology and Connectivity etc (Deitel

and Deitel, 2003).

Another area of importance that needed to be
considered for this restructuring is the Networking of
Computers: This is essential to IT world because IT
was made possible through computer IT. The IT
curriculum should be structure in a way that it will cut
across every area of network: In the network aspects
the followings are required:

Network fundamentals, Network Technologies,
Setting up of LAN, (WLAN, WAN and INTRANET),
Network Administration, Network
Troubleshooting (repairs and maintenance), and
Network Security.

Above all, most of the curriculum of other countries
studied in the course of this work actually featured
most of these important areas in their IT curriculums
and nothing
stop us in this country from embracing this ideas since
it help in promoting the countries like Eastern Carolina,
Canada etc., In view of these, IT curriculum in
Nigeria Tertiary Institutions can be restructure
and improved on using the above trends in
technologies (Deitel and Deitel, 2002).

8. BENEFIT TO BE DERIVED

If the above structure can be adopted for IT curriculum,
the country at large will have a lot to gain from it, if
faithfully implemented, the followings stand out to be
the benefits:

1. Increase in Manpower: Instead of using
expatriates in some IT functions, there will be people
available to perform such task in Nigeria.

-

2. Reduction in IT investment Cost: Many
organizations have spent huge amounts in (1)
Procurement of foreign software (2) Use of expatriates
for some IT functions. Indigenous software that can
compete with foreign ones can be produced or
developed by trained IT professionals or graduate of
IT discipline.

3. Unified Standard in all Institutions: This will
make all institutions have the same curriculum for the
IT training

4. It provide foundational Knowledge: If IT can
commence and implemented in Secondary School,
those who offered IT subjects in Secondary School level
will form the basis for continuation in IT profession in
higher institution level. This will definitely prevent those
with non IT background to delve into IT area as a
discipline or degree — result IT professions with full IT
orientation there by making student to perform or meet
up with challenges faced in industry after graduation.

9. CONCLUSION

From our survey and discussions so far we have been
able to highlight most of the benefit that the nations
and our institutions in general we derived from the IT
curriculum restructuring, if only it is embraced and
properly utilized. So far we have presented the current
curriculum in use for the award of B.Sc.Computer
Science in conventional Universities. Also, B.Sc. (MIS),
Management Information System and B.Sc.Computer
Science in one of the private University which implies
the likely curriculum in other private Universities.

However, as far as the authors are concern, we have
not heard or see currently any university here in Nigeria
that runs B.Sc, Information Technology talk less of an
already designed curriculum for IT. But, in view of our
findings it is therefore imperative for Governments,
Nigerian Computer Society (NCS), Computer
Professional of Nigeria (CPN), ITAN, National University
Commission (NUC) and other notable bodies to explore
this area and see a crucial issue of this kind as featured
in this conference can be actualized in our institutions
as it were in other countries such as United State of
American, Canada, Eastern Carolina, South Africa etc.
The dream of restructuring should be made realizable
in the nation at large, as it will benefits all and sundry.

10. RECOMMENDATION

Ones this dream is accomplished it is therefore
recommend that the review of the IT curriculum should
always be done at every two years interval to be able
to meet up with the latest technological changes, since
the field itself is dynamic. Also, the Government should
always have interest in the derivative or outcome of
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the skilled labour trained in such institutions. And see
how they can be utilized in promoting the technological
growth of the country. Finally, Tools and equipped
laboratory should be provided for institutions that run
such programme to enable them have comprehensive
experience.
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The Pervasive IT World: Fashioning out Enduring IT Curriculum - A Baseline
Study for Capacity Building

ABSTRACT

If you are defining computing, computers, computer science, data processing,
information technology today, obviously your definitions must be different if
you were defining it just few 15 years back. Many things have changed within
the periods too rapidly and fast. Many medical, legal, engineering and
environmental technologies and application have changed drastically, but
principles did not as such. Example is that human anatomy and physiology from
creation has been same but the great advancement in medicine has sought for
better understanding and delivery of medical services. So is basic principles of
fairness and equity, and laws of motion in law and science respectively have
been same from creations but differs in delivery or application. This is not so in
the pervasive Information Technology world which have lived too short a time

Mike Ezeji

compare to these professions.

Computer, as a machine that processes data (input)
to produce (output) information would have scored
100% correct in the 80’s but today is no longer correct.
It is now half-truth which is misleading as a lie. The
scope, curriculum and practice of computer discipline
have become extremely divergent. Fashioning out a
long-term enduring curriculum for this kind of discipline
is not enviable task but a must privilege for nation’s
building.

Presently, revisable Information Technology curriculums
in Nigeria for years have been in search of passenger’s
seat. But this must move to become the substructure,
bedrock of the NEXT economic capacity building.
Information Technology cum Information
Communication Technology has joined the league of
most diversified professions. What used to exist before
as computer made up of software and hardware is
misleading and perhaps a sheer or mere academic
exercise! IT paraded today (what used to be under
two umbrellas of software scientist and hardware
(electronic) engineer) a colossal and multifarious groups
namely software development, system programming,
systems maintenance/repair, system/network
engineering, system/business support analysis, help
desk, systems administrations/management, enterprise
resource planning, database administration,

management information system, Internet/intranet and
applications, web designing/publishing, multimedia
technologies, etc.

No one curriculum development can handle these and
Information Technology academia only cannot be
trusted with these responsibilities alone. This research
suggests two-pronged revisable extensive systems to
ensure fashioning enduring IT curriculum and
collaborative systems to ensure fashioning enduring
IT curriculum for making of IT capacity building
economy. Revisable, because it will be crime to be
static or expect a curriculum to last five years and
collaborative because the academia cannot achieve it
alone while the industry’s primary business is not
manpower development as it is academia.

Background of Study: Curriculum Differences in
Different Societies

Curriculum, or what some societies narrowly called
programme of study is a systematically organized
course of teaching and learning (Mclean, 2004). Some
definitions of “curriculum” focus narrowly on the
arrangement of subjects over a sequence of grades;
others include everything that students® and teachers?
do.
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Proper Information Technology Education will look at it
from the academia and the professionalism.
Curricula in different countries may be set and
controlled centrally and standardized for each
institution. They may vary between regions, localities,

and institutions. There is clear and widespread
agreement among the public and educators that all
students and job seekers need to be proficient computer
users or “computer literate.” However, while some are
spending a great deal of money on computer
technology, there seems to be only a vague notion of
what computer literacy really means.

Can the student who operates a computer well enough
to play a game, chat, send e-mail or surf the Web be
considered computer literate? Will a student who uses
computers in school only for running tutorials or an
integrated learning system have the skills necessary to
survive in our IT society? Will the ability to do basic
word processing be sufficient for students entering the
workplace or post-secondary education?

Clearly not! In too many schools, teachers and students
still use computers only as the equivalent of expensive
flash cards, electronic worksheets, or as little more than
a typewriter. The productivity side of computer use in
the general content area curriculum is neglected or
grossly underdeveloped (Moursund, 1995). In our
country Nigeria, conservative 85% of computers are
used for word processing and chatting (Ezeji, 1999).

Educational technologists are clearly describing what
students should know and be able to do with technology.
They are advocating integrating computer skills into
the content areas, proclaiming that at best computer
skills should not be taught in isolation and that separate
“computer classes” do not really help students learn to
apply computer skills in meaningful ways. There is
increasing notion that the end result of computer literacy
is not knowing how to operate computers, but to use
technology as a tool for organization, communication,
research, and problem solving. [If you listen well you
will see some expressing such notion in this conference.]
This is an important shift in approach and emphasis.

Moving from teaching isolated technology skills (as we
have in various computer centres) to an integrated
approach (as we will recommend) is an important step
that takes a great deal of planning and effort for evolving
enduring curriculum in pervasive IT world. Fortunately,
this writer will propose a model for this. Researchers
have shown information skills can be integrated
effectively when the skills

(1) directly relate to the content area curriculum and
to classroom assignments, and

-

(2) are tied together in a logical and systematic
information process model.

Schools seeking to move from isolated information
technology skills instruction will also need to focus on
both of these requirements. Successful integrated
information technology skills programs are designed
around collaborative projects jointly planned and taught
by academia® and professionals*. Information
technology skills instruction can and should be
imbedded in such a curriculum. Information Technology
specialists and computer teachers need to work
together to develop syllabus that will include technology
skills, information skills, and content-area curriculum
outcomes.

A meaningful, unified information technology literacy
curriculum must be more than a “laundry list” of isolated
skills, such as knowing the parts of the computer, writing
drafts and final products with a word processor, and
searching for information using the World Wide Web.

While these specific skills are important for students to
learn, the “laundry list” approach does not provide an
adequate model for students to research, to transfer
and apply skills from situation to situation. This is the
bane of computer centres. Their curricula address the
“how” of computer use, but rarely the “when” or “why.”
Students may learn isolated skills and tools, but they
would still lack an understanding of how those various
skills fit together to solve problems and complete tasks.
Students need to be able to use computers and other
technologies flexibly, creatively and purposefully. All
learners should be able to recognize what they need
to accomplish, determine whether a computer will help
them to do so, and then be able to use the computer
as part of the process of accomplishing their task.
Individual computer skills take on a new meaning when
they are integrated within this type of information
problem-solving process, and students develop true
“information technology literacy” because they have
genuinely applied various information technology skills
as part of the learning process. Some technology
literacy competencies that may be relevant in some
situations include:

(1) knowing the basic operation, terminology, and
maintenance of equipment,

(2) knowing how to use computer-assisted instructional
programs,

(3) having knowledge of the impact of technology on
careers, society, and culture (as a direct
instructional objective), and

(4) computer programming.
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The Pervasive Task for Pervasive IT: Integration @ developing suitable attitudes and practices

of Cross-Curricular Interests about safety and ergonomics in the use of

Throughout the curriculum development and revision information technology tools

process, the advice of experts from both academia and ®
professional should be sought after for cross-curricular
integration to ensure relevance in this fast lane discipline

developing an understanding of the ethical use
of information technology tools

called IT. The prescribed goals for Information @ developing a positive attitude toward using
Technology can be grouped into the following four: information technology as a tool for lifelong
learning

@ Foundations/Appreciation

@ integrating and applying these skills across alll

[ Basics, Introduction or Computer areas of learning

Appreciation

[ Maintenance, Repairs of Hardware and

Software i Computer Appreciation
1 Network Planning Computer Appreciation focuses on Computer
fundamentals, history, trends in computing, computer
@ Programming parts, and devices e.g. printers, COROMSs, software and

hardware introductions, etc

O Programming Languages . . .
il. Maintenance and Repair

[ Object Oriented Programming These are designed to impart Software and hardware

installation, setup, maintenance and repairs, brands

3 Structured Programming X
and cloning (assembly) of systems

® Process iii. Network Planning

0O1 Network Setup This is designed with the challenge to construct and
- manage networks that contribute to the quality of life

1 Network Building within an ethical framework, how it affects the free-

flow of ideas as well as the freedom and privacy of

information. The above prescribed learning outcomes

@ Presentation emphasize:

[ Electronic Communications

I Multimedia 3 using, planning, and creating networks

3 the concept of retrieving digital information

. using small networked computer systems
A. Foundations

3 ethical considerations regarding privacy and
internalizing standards for appropriate use
(awareness or abuse)

Foundations provide students with the fundamental
knowledge, skills, and attitudes needed for a lifetime
of using information technology. Issues of ergonomics,
ethics, and the safe use of tools are included, as are O
connections to larger social issues such as security of

information, copyright, and personal freedom. The

prescribed learning goals should emphasize: O setting up networks

manipulating the components of LAN to create
the best solution for a specific need

@® acquiring appreciation skills for using

information technology tools B. Programming

® developing the knowledge and skills to programming is the process of creating logical,
formulate questions and to access and retrieve  executable steps for a computer to perform a desired
information from a variety of sources task. Students must learn computer language and
logical thinking, and use a problem-solving model that

® exploring careers and occupations related to includes the process of top-down design. The prescribed

information technology
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learning goals emphasize:

O3 writing fluent and logical programs using
higher-level language

3 acquiring the skills and knowledge to solve
problems using a structured approach and
algorithms

C. Process

Process allows students to select (query, retrieve),
organize, and modify information to solve problems.
Students develop skills in selecting appropriate
information technology tools, and they learn to use
these tools to access and structure information to
analyse problems, synthesize ideas, and justify opinions
or values. Students also gain an understanding of time,
resource, and project management. The study goals
emphasize:

[ evaluating and selecting information based on

specific criterion

O developing information literacy by accessing,
evaluating, synthesizing, making inferences,
validating, and creating information using

appropriate information technology tools

O

statistics

O

database management system
understanding the ethical use of information
i Enterprise Resource Planning [ERP]

This focuses on building networks as first member of
ERP, network software, enterprise resource planning
software setups and installations, electronic messaging,
real life network, using different protocols, topology,
types, etc.

ii. Electronic Communications

With Electronic Communications, students develop an
awareness of the globalization of information and ideas,
and gain mastery of electronic communications
concepts and skills. This is learned as they explore the
Internet and develop expertise in the ethical use of
electronic communications tools. The prescribed study
goals emphasize:

3 understanding the social and ethical principles

associated with electronic communications

O E-services — www, e-mail, ftp, gopher, telnet,

usenet, etc.

O acquiring the skills and knowledge to select

information technology resources from a wide
variety of information sources

3 developing the skills to produce and present
materials for electronic distribution

[ using electronic communications to solve
problems in students’ daily lives

D. Presentation

Presentation provides students with an understanding
of how to communicate ideas effectively using a variety
of information media. In addition to learning the
principles of effective communication, students develop
skills in integrating text, graphics, and audio to
communicate to a specific audience. The prescribed
study goals emphasize:

3 developing an understanding of digitized media

O3 applying the principles of communication and

design to develop an effective presentation

using a variety of information technology tools
to synthesize the presentation of ideas and
information eg demos, slides

thinking critically to determine and develop the
most effective media for presenting ideas and
information to an audience

i. Multimedia

Multimedia allows students to exchange
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ADAPTING IT-CURRICULUM TO CHANGE

Okoronkwo Matthew Chukwuemeka, Prof. Inyiama Hyacinth. C.

ABSTRACT

Change is as old as creation itself, and it is one basic law, which every imperfection
must obey and adapt to in the quest for perfection. Man as part of creation have not
excluded himself from change and so much so his own developments/inventions.
Rather constant efforts are put into adapting himself and his endeavours to change in
an effort to remain relevant; otherwise, he quickly becomes part of history. The
professionals in this field are seriously being challenged to harness the potent force of
ICT to develop/create opportunities, which would eradicate poverty through
empowering IT-graduates. They must recognise that our IT-graduates are the future
workforce, leading creators and adopters of ICTs. They must therefore be empowered
as learners, developers, contributors, entrepreneurs and decision-makers to take the
centre stage. This paper takes a hard look at the impact of IT the world over, the
characteristics of our IT-graduates; how they are coping with the rate of change in
ICT and how our IT-curriculum has contributed to these characteristics. It also suggests
ways of restructuring the curriculum to be that tool that will be used to produce
quality professional who will be constantly in tune with the changes in IT-technology
and contribute in determining/setting the pace. It looks at the IT-curriculum as a
benchmark that should be restructured by standing committees drawn not just from
educational institutions and worst off from the aging generation in the profession who
hardly find time to look around to observe events but from various arms of IT-
Community. These committees should include distinguished academics current in their
fields and are IT-compliant, notable figures in IT-Industry, 1T-Product vendors and
enlightened members of the general public especially major employers of labour.
Each of the various committees should be able to meet quarterly to review changes in
IT and recommend ways of updating the IT-Curriculum. Subsequently, the
recommendations of the various committees are collated and harmonised leading to
emergence of a fresh IT-Curriculum.

1.0 INTRODUCTION

In everything and for everyone the law of growth is
through change. The ability of an individual to adapt
himself to all the circumstances, which affects his life,
is one major factor of an attractive personality. It is
also the cranium of adaptability to the great law of
growth through change.

Information and communication technology ICT impels
change. The rate of ICT adoption across faculties and
disciplines is likely to be on the increase for quite some
time in the future, thus increasing the need for
investments in areas such as new equipment, more
training, new courses and other challenges.
Infrastructure can drive the innovation which in turn
creates still more demand for Infrastructure and support
as growing number of disciplines adopt and adapt ICT

resources in their activities. As Ramsden (1998) states
“it is not so much the technology that are critical, but
the underlying concepts of versatility in time and place
of learning, and new ways of thinking about the human
aspects of teaching and learning, which these
techniques can make more easily reliable™.

ICT places new demands on both students and teachers
such as learning of new skills in developing and
maintaining course and assessment materials and
spending time differently. As Fox (2000) asserts “new
technologies will not allow us to easily or more

effectively do the same things the way we are used to,
rather it will change what we do, our work practices
and relations, our jobs and our futures. It will also
change what and how students learn”.
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The challenge is how to regulate and adapt what and
how students learn to the changing technology and
this is the issues discussed in this paper. For our
educational institutions the regulations are spelt out in
curriculum benchmarks, the extent to which we are
able to make the IT curriculum flexible with change
determines the extent to which ICT permeates
institutions and various endeavours in this country.

Evidence abound that ICT applications have not
penetrated our society more than superficial level, and
the level of expertise and practice is not yet sufficient
to ensure wider application. So the potent force of ICT
to develop/create opportunities, which would eradicate
poverty through empowering IT-graduates, will continue
to elude this country and place her at the wrong side
of the digital divide. Computer science curriculum and
education must seek ways to prepare students for life
long learning that will enable them to move beyond
today’s technology to meet the challenges of the future.

1.1 The Background

It is well known or generally accepted that the World is
in the Information age, an era characterised by the
electronic transmission of information. The technologies
have brought about educational concepts such as
“flexible modes of delivering lectures’, ‘open learning’,
‘life long learning’, ‘virtual classrooms’ and institutions
without walls’. Newer technologies involving audio and
video tapes, computers, computer-based learning
packages, interactive video and multimedia, audio
graphic communication systems, and video
conferencing have now surfaced and are being applied
in most institutions in developed countries for teaching
and learning.

In this part of the world how do we stand? Even the
teacher’s adoption level of ICT is still far from
appreciation not to talk of application. Since one cannot
give what he does not have, the products therefore
cannot be any better.

It could be recalled that in past conferences of NCS,
students have questioned the relevance of some
courses offered to computer science students and how
this clarion call for a change have been shoved aside.
This paper thinks that it is high time this issue is properly
discussed and corrective action taken to address it.
We cannot continue to be satisfied only with knowing
our past and forgetting the present, which holds more
promises for us as a group and the country to reap the
benefits of mass adoption of the computing
technologies.

Those of us here who are not from educational

-

institutions know the products of our tertiary institutions
better than the teachers. | am sure that if you ask
them, they would sincerely tell you that the
performances of these graduates are far from
satisfactory, and they are forced to invest much in
retraining. The question is why can’t our institutions
save them the extra cost and the graduates the
embarrassments they face at interviews. It is high time
they were integrated in the review of our curricula for
computer science programs.

2.0 Innovation Uptake

A well-known model concerning the diffusion of
educational innovations has been based on the work
of Rogers (1995). He identified categories of innovation
uptake from high level through to low-level innovators,
early adopters, early majority, late majority and
laggards. Under this model he asserts that for a
significant change to occur, a “critical mass” of
individuals need to have adopted and implemented a
given innovation (Green & Gilbert 1995). This “Critical
mass” occurs when enough individuals have adopted
the innovation so that the innovation further rate of
adoption becomes self-sustaining. Unfortunately, we
are yet to get there or should | say rather that the
enabling investments have not been sufficiently made
at the right places. In addition to the critical mass
factors, there are pedagogical forces that have driven
the push for educational institutions to adopt and
incorporate information technologies. These include
access to information, open learning and
communication skill.

Access to Information

The World Wide Web has made it possible for
all people to have access to primary sources
of information. This tool if mastered, becomes
essential in gaining access to ever growing body
of recent and up to date knowledge available
to everyone, electronically. This body of
knowledge is there unexplored. How many
teachers including computer teachers have
found the time to understand the tool and
benefit from its immense resources?

Open learning

Institutions are now enabled to cater for
varieties of students by removing the barriers
of time and distance. Students who would have
been disadvantaged by geographical barrier
now have access to variety of resources not
usually at their disposal (Deden & Cater, 1996).
How many of our teachers and students benefit
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from this, except perhaps those in the Open
University system?

Expected Communication skills

Employers of labour expect graduates to be
familiar with the basic applications of
computers, email etiquette and associated
communications tools. The lack of some of
these most basic skills has forced some
employers to demand foreign certifications as
basis for invitation of prospective employees
for interviews. This implies that they are losing
confidence in our graduates and it is a
dangerous trend we must check.

2.1 The Inhibiting Factors

Even with the obvious benefits of ICT, the question
which any concerned person would not fail to ask is
why haven’t these new and powerful technologies
permeated our institutions a greater extent? A variety
of factors highlighted below contribute to this lack of
adoption and effective deployment of ICT at tertiary
institutions.

Leadership

According to Dolence & Norris (1996), many
educational leaders are inexperienced in
conceiving growth oriented learning
opportunities in the Information Age. The lack
of models for integrating ICT into the
curriculum (Schofield, 1995; Gilbert, 1996;
Northrup, 1997) also contributes to a lack of
effective institutional planning. They have been
forced to deal with constant patterns of
reorganisation and restructuring involving the
difficult task of redefining values and
transforming the culture of their organisations
(Middlehurst, 1995; Farmer, 1990).

Other institutional problems says Gilbert (1996)
point to fragmented institutional planning
where institutions fail to match the technology
investment with an investment in people (i.e.
adequate training, appropriate incentives). In
other institutions, plans tend to be driven by
information technology and not necessarily by
a pedagogical rationale and focus (Deden &
Carter, 1996; Gilbert, 1996; Brown, Burg &
Dominick, 1998).

Technology infrastructure and cost:

Lack of uniformity in computer hardware and
software systems (Brown, Burg & Dominick,
1998) within the one organisation is another

factor noted in the literature as hindering the
adoption of ICT. There also appears to be an
assumption that technology will reduce
operating costs and increase productivity
(Green & Gilbert, 1995).

Attitude to change:

It should be noted that one of the major factors
contributing to the lack of adoption of any
innovation, not just information technology, is
the entrenched attitudes of the teaching staff
along with an associated dysfunctional
behaviour (i.e. resisting change).

Resources:

One of the major concerns for most institutions
is lack of resources and funding. People
resources are stretched to the limit and
teaching staff are not only asked to do more,
but they are expected to do it differently
(Gilbert, 1996; Northrup & Little, 1996).

Universities cannot promote the use of ICT in
teaching and learning without adequate
support through funding. And as more people
adopt ICT the support needs are simply going
to increase. It would seem that a project team
model such as the one advocated by Bates
(2000) would assist with many of these support
issues. The unit could comprise of one technical
support person (1:25 staff utilising ICT for
teaching) and one generalist educationalist
technologist (1:50 academic staff) as strongly
suggested by Bates (2000). The challenge,
which we need to address, is how to prepare
these support persons to be able to face the
challenges of rapid change in IT. The starting
point is the curriculum, which stipulates what
should be given especially, to computer science
graduates.

If ICT is to be seen as an integral part of the
teaching and learning process then the
University must provide ample computer access
and projection facilities in all teaching
classrooms. Remote access facilities for staff
need to be provided free of charge and
Departments/Schools should be encouraged to
support leasing laptops for staff instead of
stand alone computers. More importantly, there
must be conscious effort to update the
teachers. These will enable staff to take
advantage of the full flexibility of ICT.
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3.0 The Challenging Impact of IT iv. Greater demand for critical industrial
skills such as tooling and fabrication of
precision parts and components, which are
becoming more automated and complex.
Training institutions must be equipped to
produce such types of manpower, particularly
those related to electronic and computer-based
skills. In developing these skills, emphasis
1 National corporations are becoming should be pIaCEd on IeaderShip qua"ties such

international. as creativity, innovativeness and

entrepreneurship.

It will be stating the obvious to say that any profession/
industry that ignores IT is simply heading towards
extinction. ICT has turned the World into a global village,
breaking all barriers and offering strong information
base to all disciplines and human endeavours, and the
following are some of the consequences.

O The culture we live in is becoming
cosmopolitan, that is, belonging to the whole

world. 4.0 The ideal characteristics of computer

O The issues confronting one nation are Sscience graduates

increasingly international. The issues which determine whether a specific program

I Issues of economic competition, the Meets the necessary requirements to be called a

environment, and the movement of peoples Ccomputer science degree program are concerned with
around the world require an awareness of the overall nature of the diSCipIine, the breadth and

political associations that are larger in scope depth of a program, plus other factors relating to
than the nation-state. practical, personal, and transferable skills.

3.1 The consequences In general terms, institutions are expected to define
outcomes and objectives that characterize their
i. Greater demand for high quality labour particular programs and ensure that their curricula are
forces, which is versatile and adapts quickly at the level of an undergraduate degree in computer
to changing industrial requirements. To meet  science. Degree programs in computer science can take
this demand the education and skill delivery yarious forms, each of which could prepare students
system will be made more responsive to the for different but valid careers. At one extreme, a degree
requirements of a dynamic labour market. program might provide opportunities for students to
Education should emphaSise the inculcation of take courses on a wide range of topics Spanning the
positive and progressive values, including good  entire area of computer science. Graduates from such
work ethics and industrial discipline. programs would have great flexibility and might be of
particular value either in emerging areas where
specialist courses may not be established or in contexts
where their ability to span the field would be useful. At
another extreme, a program might take one very
specific aspect of computer science and cover it in great
depth. The graduates from such programs would
typically tend to seek opportunities in the area of
specialization they have studied, whether it be the
development of multimedia systems, network design,
formal verification for safety-critical systems, electronic
commerce, or other specialties that emerge and become
iii. There has to be regular and close important. Despite such differences in emphasis and
monitoring of the curricula of the content, however, there are certain minimal
educational and training institutions to meet characteristics that are expected of any graduate in
the demand for new skills arising from rapid computer science. The purpose of this chapter is to

technological developments. Educational and explore what those characteristics should be.
training facilities must adapt quickly to facilitate
efforts in producing suitably qualified
manpower. The efforts of governments in this
regard, should be complimented by private
sector participation both in the areas of
curriculum development and in the provision

of training facilities.

ii. Labour force with broad-based education
emphasizing communications technologies.
This attribute will provide the foundation for
trainable labour force, which can adapt swiftly
to the changing technological needs of the
country. In this regard, improvements in IT
curriculum should be a continuous process and
more investments should be made in
expanding facilities and enhancing quality of
teachers in tertiary institutions.

The material here draws heavily on a report designed
to identify the desired characteristics of computer
science graduates in the United Kingdom (see
www.sigcse.org/cc2001/cs-references.htm#QAA2000).
The objective is to define standard thresholds that all
graduates of computer science programs are expected
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to achieve. It says that Looking at the objectives of an
academic program in terms of the characteristics of its
graduates makes it easier to design assessment
measures that ensure that those objectives are being
met.

While the characteristics that one expects of graduates
are related to the learning objectives associated with
the core units, the expectations one assigns to those
who complete an undergraduate degree in computer
science reflect a more global level of student
achievement. The learning objectives should specify
what a student must know at the conclusion of any
particular unit. The goal is to identify the characteristics
that a successful graduate should possess. At a broad
level, these characteristics can be expressed as follows:

O System-level perception: Graduates of a
computer science program must develop a
high-level understanding of systems as a
whole. This understanding must go beyond the
implementation details of the various
components to include an appreciation for the
structure of computer systems and the
processes involved in their construction and
analysis.

Appreciation of the relationship between theory
and practice: A fundamental aspect of
computer science is the balance between
theory and practice and the essential link
between them. Graduates of a computer
science program must understand not only the
theoretical aspects of the discipline but also
how the theory influences practice.

Familiarity with common themes: In the course
of an undergraduate program in computer
science, students will encounter many recurring
themes such as abstraction, complexity, and
evolutionary change. Graduates should
recognize that these themes have broad
application to the field of computer science and
must not compartmentalize them as relevant
only to the domains in which they are
introduced.

Significant project experience: To ensure that
graduates can successfully apply the
knowledge they have gained, all students in
computer science programs must be involved
in at least one substantial software project.
Such a project demonstrates the practical
application of principles learned in different
courses and forces students to integrate
material learned at different stages of the
curriculum.

-

[ Adaptability: The essential characteristics of
computer science have been an enormous pace
of change. Graduates of a computer science
program must possess a solid foundation that
allows them to maintain their skills as the field
evolves.

4.1.0 Capabilities and skills

Students of computer science must develop a wide
range of capabilities and skills. Some of these skills are
specific to degrees in computer science; others are more
general and would be expected of any graduate of a
technical discipline. These capabilities and skills may
be divided into three general categories;

[ Cognitive capabilities relating to intellectual
tasks specific to computer science

[ Practical skills relating to computer science

[ Transferable skills that may be developed in
the context of computer science but which are
of a general nature and applicable in many
other contexts as well

The required capabilities and skills are outlined below.
In each case, the institution must ensure that the skills
in each of these categories - cognitive, practical, and
general receive sufficient coverage and that all students
have had the necessary background prior to graduation.

4.1.1 Cognitive capabilities and skills relating to
computer science

O Knowledge and understandin:. Demonstrate
knowledge and understanding of essential
facts, concepts, principles, and theories relating
to computer science and software applications.

Modelling: Use such knowledge and
understanding in the modelling and design of
computer-based systems in a way that
demonstrates comprehension of the trade-off
involved in design choices.

Requirement:. ldentify and analyse criteria and
specifications appropriate to specific problems,
and plan strategies for their solution.

Critical evaluation and testing: Analyse the
extent to which a computer-based system
meets the criteria defined for its current use
and future development.

Methods and tools: Deploy appropriate theory,
practices, and tools for the specification,
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design, implementation, and evaluation of [ Professional development: Keep abreast of
computer-based systems. current developments in the discipline to
continue one’s own professional development.

[ Professional responsibility: Recognize and be
guided by the social, professional, and ethical
issues involved in the use of computer

technology. 4.2 Coping with change

An essential requirement of any computer science

degree is that it should enable graduates to cope
4.1.2 Practical capabilities and skills relating to with and even benefit from the rapid change that is a
computer science continuing feature of the computing field. But how does
one achieve this goal in practice? At one level, the pace
of change represents a challenge to academic staff that
must continually update courses and equipment. At

I Evaluation: Evaluate systems in terms of anotherlevel, however, it suggests a shift in pedagogy

general quality attributes and possible tradeoffs away from the transmission of specific material, which
presented within the given problem. will quickly become dated, toward modes of instruction

_ o that encourage students to acquire knowledge and skills
O Information management: Apply the principles  on their own.

of effective information management, _ _

information organization, and information- Fundamentally, teaching students to cope with change
retrieval skills to information of various kinds, requires instilling in them attitudes that promote
including text, images, sound, and video. continued study throughout a career. To this end, a

) ) computer science curriculum must strive to meet the
0O Human-computer interaction: Apply the following challenges:

principles of human-computer interaction to the

O Design and implementation: Specify, design,
and implement computer-based systems.

evaluation and construction of a wide range of O Adopt a teaching methodology that emphasizes

materials including user interfaces, web pages, learning as opposed to teaching, with students

and multimedia systems. continually being challenged to think
independently.

[ Risk assessment: ldentify any risks or safety
aspects that may be involved in the operation O Assign challenging and imaginative exercises
of computing equipment within a given context. that encourage student initiative.

O Tools: Deploy effectively the tools used for the I Present a sound framework with appropriate
construction and documentation of software, theory that ensures that the education is
with particular emphasis on understanding the sustainable.
whole process involved in using computers to [ Ensure that equipment and teaching materials

solve practical problems. remain up to date.

- O;;eratlon: Operate f(;om_pu}lng equipment and O Make students aware of information resources
software systems efectively. and appropriate strategies for staying current
in the field.
4.1.3 Transferable skills [ Encourage cooperative learning and the use
o _ _ of communication technologies to promote
O Communication: Mak.e succinct presentatl_ons group interaction.
to a range of audience about technical _ o
problems and their solutions. O Convince students of the need for continuing
_ professional development to promote lifelong
O Teamwork: Be able to work effectively as a learning.

member of a development team.

O Numeracy: Understand and explain the
quantitative dimensions of a problem. 5.0 Benchmark standards

I Self-motivated: Manage one’s own learning and In seeking to define an appropriate set of objectives
development, including time management and for computer science graduates, the authors of the UK

organizational skills benchmarking report (check www.sigcse.org/cc2001/
cs-references.htm#QAA2000) recognized that
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establishing a minimum standard may discourage both 5.2 Average standards
faculty and students from pushing for excellence beyond
that minimum. To avoid this danger, the report provides
benchmarking standards to assess various levels of
achievement. At the lowest level, the report identifies
a threshold standard consisting of a set of objectives

[ Demonstrate a sound understanding of the
main areas of the body of knowledge and the
theories of computer science, with an ability
to exercise critical judgment across a range of

that any graduate must be able to meet. The report ISsues.

goes on t(.) identify a somewhat modal standard [ Critically analyse and apply a range of concepts,
corresponding to the expected level of the average principles, and practices of the subject in the
student. context of loosely specified problems, showing

effective judgment in the selection and use of

Defining objectives for the threshold and modal .
tools and techniques.

standards represents a valuable opportunity for a

department engaged in undergraduate computer O Produce work involving problem identification,
science education. Setting such objectives makes it analysis, design, and development of a
easier to understand the overall impact of the curriculum software system, along with appropriate
and makes it possible to assess the effectiveness of documentation. The work must show a range
the educational process. While these objectives will vary of problem solving and evaluation skills, draw
by the type of program and the characteristics of upon supporting evidence, and demonstrate a
individual inStitUtionS, the ObjeCtiveS shown below in good understanding of the need for qua“ty
the threshold standard, which are adapted from the

UK benchmarking report, may provide a useful model [ Demonstrate the ablllty to work as an individual
for our local implementations. with minimum guidance and as either a leader

or member of a team.

[ Follow appropriate practices within a

5.1 Minimum standards professional, legal, and ethical framework.
[ Demonstrate a requisite understanding of the [ Identify mechanisms for continuing
main body of knowledge and theories of professional development and life-long
computer science. learning.
O Understand and apply essential concepts, O Explain a wide range of applications based
principles, and practices in the context of well- upon the body of knowledge.

defined scenarios, showing judgment in the
selection and application of tools and Even though these benchmark standards are defined

techniques. only for the minimum and the average, it is nevertheless

important for programs in computer science to provide

O Produce work involving problem identification, gpportunities for students of the highest caliber to

analysis, design, and development of a achijeve their full potential. Such students will be creative

software system, along with appropriate and innovative in their application of the principles

documentation. The work must show some covered in the curriculum; they will be able to contribute

problem-solving and evaluation skills drawing  significantly to the analysis, design, and development

on some supporting evidence and demonstrate of systems, which are complex, and fit for purpose;

a requisite understanding of and appreciation and they should be able to exercise critical evaluation

for quality. and review of both their own work and the work of

others. Inasmuch as human ingenuity and creativity

have fostered the rapid development of the discipline

of computer science in the past, programs in computer

O Identify appropriate practices within a science should not limit those who will lead the
professional, legal, and ethical framework. development of the discipline in the future.

[ Demonstrate the ability to work as an individual
under guidance and as a team member.

[ Appreciate the need for continuing professional 6.0 The way forward

development. . . . i
P Curricula should adapt to changes in technologies within

[ Discuss applications based upon the body of the shortest possible time. It should undergo continuous
knowledge. review by standing (not ad-hoc) committees with
members drawn from the entire stakeholders in

computer and Information technology. In selecting
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members, care must be taken to choose people who
are visibly compliant with the state of the art in these
technologies.

While the Nigerian Universities/National Board for
technical Education (NUC/NBTE) remain the pivot, they
should draw terms of references for the various
committees, define the standards of their operations
and collate/harmonise the work of the various
committees for the production of curricula for various
tertiary institutions (not benchmark).

The committee should go beyond developing
benchmarks to defining outcomes, objectives and the
specific contents for a particular computing career. The
task of developing the detailed program contents should
no longer be the responsibility of individual school.
Experience has shown that many institutions do not
have what should pass for a curriculum for most of
their program; some have good curriculum on paper
but hardly operate it. The delivery of some curriculum
is brought down to the level of the lecturer who decides
what to teach. The decision as to what he teaches is
again dependent on a number of factors that are at
times selfish motivated or due to limitations imposed
by lack of up dated knowledge

What this paper is advocating is the development of
curriculum for each specialised areas of computing;
Computer Science (CS), Information Technology (IT),
Computer and Information Technology (CIT) and
Computer science and Management Information
Systems (CSMIS), and other emerging specialties etc.
The curriculum should be handed down to institutions
not to tinker with but to operate. This also implies that
the era of a graduate know it all should give way to
compartmentalised or specialised area, which a student
should be prepared to undertake and grow along with.
This paper thinks that it is enough with the present
system that produce only half-baked graduates, with
the consequential increases in retraining costs.

This issue has become more serious as new dimensions
are continuously emerging in ICT, necessitating
expansions in existing curriculum to accommodate
them. So for how long can we continue to do this? The
students are thereby encumbered with excess course
loads without the enabling facilities required to
effectively deliver. The graduates are worst for it. They
are assumed to possess knowledge, which in reality
they were not taught or at best the theoretical aspects
delivered while the important practical components are
left out. This is why today one is not surprised to see
computer graduates that cannot operate computers,
this should not be allowed to continue.

-

6.1 The Composition of the Curriculum standing
Committees.

The suggested composition of the committees should
comprise representatives of the following stakeholders:

1. Lecturers (academics),
2. NCS and other professional bodies in ICT,
3. Key players in major industries,

4. IT product vendors,
5

Nigeria Information and Technology
development Agency (NITDA),

6. Nigerian Univ. Commission /National Board for
Tech. Education (as coordinators),

7. Ministries of Science & Technology and that of
Education,

8. National Association of Computer Science
Students (NACOSS).

In constituting the various committees, conscious effort
should be made to select representatives who are ICT
compliant by direct involvement (not because of position
or personality). One who plays key roles in more than
one area as listed above should be preferred. For
instance, one in the industry as an employer of labour
and in IT-product vendor, plays two important roles.
Such a person has more stakes and is better positioned
to offer more meaningful contributions.

In carrying out their functions, they should request the
contributions of interested groups through such
mediums like questionnaires, Radio/TV programs,
seminars/workshops where lecturers/students are
especially encouraged to be active participants.
Contributions that help to feel the pulse of the people
should form part of the yardstick to measure impact
and should be used as benchmark to further improve
operative curricula.

7.0 Summary/Conclusion

In this paper, we have argued the fundamental
importance of well-crafted Computing curricula,
presented three distinct types of courses (majors) that
departments may want to consider, presented ideal
qualities of a computer science graduate and suggested
ways to go about in reviewing curricula.

When designing and developing these courses,
computer science faculty must be mindful of the needs
of the intended audience and carefully align these
courses to meet these needs. It must not do this in
isolation, instead, it should seek out the contributions
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of colleagues outside, when developing the goals,
content, learning activities, and outcomes of these
courses.

Given the pace of change in our discipline, the process
of updating the curriculum once a decade has become
unworkable. The professional associations in this
discipline must establish ongoing review processes that
allow individual components of curricula to be updated
yearly.

Over the last decade, computer science has expanded
to such an extent that it is no longer possible to add
new topics without taking away some. So breaking
computer science into majors and developing students
along such majors is being advocated.

Computer science curriculum should seek to prepare
students for lifelong learning that will enable them to
move beyond today’s technology to meet the challenges
of the future.
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Using IT as A Subject, Tool for Curriculum Development in the National Open
University of Nigeria

Lady Mercy Ogoegbunam Adibe

Abstract

The institutional and organizational structure of higher education is changing to
emphasize academic accountability, competence outcomes, outsourcing, content
standardizing and adaptation to learner consumer demands. For educators at all
levels who are preparing students for information age, the challenges of introducing
and integration IT into education have become even more challenging. The teacher
of the future must not only be accomplished in the use of IT but also in the integration
of IT into the curriculum. It is therefore inevitable that for any effective change to
occur the use of IT in teaching and learning must be accompanied by a corresponding
change in curriculum. The integration of information technology into school curricula
is almost invariably a key element of initiatives in response to these challenges. The
discussion above has highlighted the importance of integrating IT into the curriculum
to enhance learning outcomes. Clearly, the curriculum must be adapted or redesigned
so that it is ready for IT integration. Nigeria has taken a bold step in establishing
the National Open University of Nigeria to represent the distant education at University
level with laudable blue print on IT implementation yet undeniably IT standardization
is at a critical crossroad. The question is not whether to fix the situation. It has to
be fixed. The question is how to fix it. This paper examines the use of IT as a
subject, tool for curriculum development.

INTRODUCTION

As sophisticated electronic technologies become
standard equipment in schools, the roles of students
and teachers will change. Before this change can take
place it is critical that teachers accept the use of IT for
classroom. Concurrently school management teams
need to plan using IT for teaching, learning and
management and provide as much scaffolding as
possible to ensure that teachers interpret the prospects
of technological innovations in a positive manner
because schools have been known to be resistant to
curriculum innovations.

Information and Communications Technology (ICT)
offers new and innovative modes of learning for all
students at all educational levels. ICT can bring about
classrooms without walls when teachers are ready to
realize the potential of this powerful tool.

However, at the present time, despite the technology
changes in society, teachers in schools are still to a

great extent using the approach of helping students
acquire information from textbooks and acting as the
information giver. All of their formal teaching in
classrooms is still driven by traditional teaching practices
although there may be occasions when ICT is used.

Breaking away from traditional approaches to
instruction means taking risks and this is not easy for
teachers to do on their own. It takes time for teachers
to recognize the value of using ICT and to become
fully committed to the view that information is available
from sources that go well beyond textbooks and
themselves. As change agents they must help students
understand and make use of the many ways in which
they can gain access to information and how to make
use of this information in a meaningful way. At the
very least teachers need to employ a wide range of
technological tools and software as part of their own
instructional repertoire.

For educators at all levels who are preparing students
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for the information age, the challenges of introducing
and integrating ICT into education have become even
more challenging. The teacher of the future must not
only be accomplished in the use of ICT but also in the
integration of ICT into the curriculum. It is therefore
inevitable that for any effective change to occur the
use of ICT in teaching and learning must be
accompanied by a corresponding change in curriculum.
As Yelland (2001) has unmistakably pointed out,
effective computer integration is not found in classrooms
that are traditional and use didactic teaching methods.

Many countries throughout the world have launched
initiatives in response to these challenges but to Nigeria
itis lipservice. The integration of information technology
into school curricula is almost invariably a key element
of such initiatives. Numerous professional development
programmes have been initiated to provide teachers
and teachers-to-be with the opportunities to recognize
that use of ICT can improve the quality of the
educational experience by providing rich, exciting and
motivating environments for learning. Research has
informed these initiatives and has illustrated the benefits
of ICT for student learning.

Several studies indicate that high motivation is evident
in students who use ICT to learn whilst other studies
highlight the opportunities which ICT presents to
encourage the development of creativity, imagination
and self-expression. All of this highlights the very
complex nature of integrating ICT across the curriculum
and the challenges that we face daily.

While as educators realize that use of ICT can be a
valuable resource for improving teaching and learning,
the process of integrating technology into the curriculum
is not easily or quickly accomplished. It challenges all
educators to reconsider teaching practice, the
curriculum, the role of teachers and the ways in which
ICT can be incorporated into school curriculum to
maximize educational outcomes.

This paper discusses ways in which ICT will be applied
in educational settings as a tool to assist and generate
learning across all levels of education. It highlights
the need for effective professional development to be
provided for teachers so that they are able to adequately
identify the educational issues involved in the integration
of ICT.

Any implementation calls for substantial rethinking of
curricular and educational practice. Time and effort
must be expended when developing in teachers’
information and values. Teachers need to go beyond
training in technical competence and the use of the
technology merely as a tool.

The focal point should be that use of ICT must provide
students with a variety of experiences and contexts to

integrate their skills and knowledge both in and out of
school.

Finally, true cross-curricular integration can take place
only when teachers appreciate that integration of
information technology has rich potential for enabling
more effective learning where the technology is
subordinated to the learning goals of the school. Itis
only then that teachers will critically select the
appropriate digital content based on the needs and
learning styles of their students and infuse it into the
curriculum. When this paradigm shift occurs, teachers
will have become more sensitive to the kinds of learning
that students engage in and can critically examine the
implications for the management of learning and the
effects on students’ attitudes and perceptions of the
task in hand. Last but not least, in discussing the use
of ICT as a co-curricular resource, a working model for
the development of an integrated learning environment
is used to amplify all of the issues raised in the paper.
It will concentrate on the overlap between IT and
communication Technologies, such as use of the WWW,
E-mail, Computer conferencing, video conferencing etc
rather than taking the whole range of IT applications
in education. Institutions including the National Open
University of Nigeria (NOUN) will be able to use it to
inform cross-curricular planning and the organization
of resources.

WHY BOTHER USING ICT IN TEACHING AND
LEARNING IN NIGERIAN SCHOOLS?

As sophisticated electronic technologies become
standard equipment in schools, the roles of students
and teachers will change. Before this change can take
place it is critical that teachers accept the use of ICT in
the classroom. Concurrently school management teams
need to plan Using ICT for Teaching, Learning and
Management and provide as much scaffolding as
possible to ensure that teachers interpret the prospects
of technological innovations in a positive manner
because schools have been known to be resistant to
curriculum innovations. Unless teachers are given
recognition for the key role that they can play, they will
continue to be gatekeepers of classroom change and
prevent themselves form being able to focus on the
key issues that really matter. The following are
particularly important. When introducing ICT in schools,
all teachers need to:

(| emphasize content and pedagogy not the
level of sophistication with hardware and
technical skills;

(| engage students in meaningful and

relevant learning;
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(| allow students to construct knowledge;

(| bring exciting curricula into the classroom;

(| integrate technology into the curriculum
and devise alternative ways of assessing
student work;

(| adapt to a variety of student learning styles
to cater for individual learning differences;
and

(| continuously expand and welcome further

opportunities for teacher learning.

The ability to achieve all of the above implies that
lecturers must have a comfortable level of ICT skills.
They must acquire the basic skills in ICT and then go
on to ensure that the students in their charge can also
make progress in use of ICT in an incremental way.
Unless teachers are functioning at a comfortable level
of ICT skills and knowledge they will be unable to use
ICT as a primary tool for teaching and learning across
the curriculum. Even supposing that the teachers have
the ICT skills they will need to carefully consider when,
what and how to teach the ICT skills to their students.
Teachers may choose to use very simple or complex
technologies to achieve their educational vision. Bridget
Somekh (1997) has demonstrated that “the use of IT
can provide innovative learning experiences, but in all
cases a great deal depends upon the teacher to provide
the context which makes this possible.” She goes on
to indicate that “teachers need to be competent and
confident users of hardware and software, but this in
itself is not enough. They need also, to understand
how to organize the classroom to structure learning
task so that IT resources become a necessary and
integral part of learning rather than an add-on technical
aid”. She asserts that unless teachers “believe in an
innovation it is very unlikely that they will introduce it
effectively”. Teachers need to be convinced of the value
of ICT because many teachers tend to perceive
themselves to be technologically incompetent and often
feel deskilled and demoralized when they first begin to
use computers in the classroom. Therefore, whenever
schools consider introducing ICT as a subject in its own
right, it must always go hand in hand with the
integrative approach.

Using ICT for Teaching, Learning and Management must
be accompanied by the teacher’s keen interest in
expanded paradigms as they relate to the roles of
teachers and students. Learners must be encouraged
to construct, evaluate, manipulate, and present their
ideas while demonstrating understanding of curriculum
concepts and innovate constructs. It is precisely in
this way that we should aim to prepare our students to
work in the types of classrooms where knowledge is

-

actively used and students are given more responsibility
for their own learning when ICT is effectively integrated
as a tool of technology into the curriculum.

Clearly we are all convinced that teachers need to
inculcate the willingness to learn enough about ICT to
make effective use of it in the classroom. For teachers
to rethink and re-structure teaching and learning they
must first learn enough about the relevant technologies
to apply them in their professional live, and to translate
them to their students as part of the integrated learning
of the subject matter. Whereas in the past, the role of
school was thought to be the dispenser of information,
in today’s context this role can no longer hold. The
information explosion has changed the nature of
knowing from the ability to recall information to the
ability to define problems, to retrieve information
selectively and to solve problems flexibly, which
therefore changes the nature of learning from the need
to master topics in class to the need to learn
autonomously.

Teachers and students now need to learn how to learn
inan ICT rich environment. Teachers need to perceive
ICT as primarily a tool for teaching and learning across
the curriculum although there are foundation skills in
ICT that students need to learn before they can
participate fully in an ICT rich classroom. The National
Council for Educational Technology (NCET, 1994) in
identifying potential outcomes, stated that the effective
use of IT can:

(| provide the flexibility to meet the individual
needs and abilities of each student;

(| reduce the risk of failure at school;

(| provide students with immediate access
to richer source materials;

(| present information in new, relevant ways
which help students to understand,
assimilate and use it more readily;

(| motivate and stimulate learning;

(| enhance learning for students with special
needs;

(| motivate students to try out new ideas and
take risks;

(| encourage analytical and divergent
thinking;

(| encourage teachers to take a fresh look at
how they teach and ways in which students
learn;

(| help students learn when used in well-
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designed, meaningful tasks and activities;
and

(| offer potential for effective group work.

The fulfillment of any of the above outcomes could be
extremely daunting in the eyes of the teacher. Many
ICT skills are assumed and students would have to be
provided with the opportunity to learn these skills in
the right context. It is still the case that in many
countries teachers and students continue to use
computers in a presentational mode while use of ICT
in the general content area curriculum is neglected or
grossly underdeveloped.

IMPLICATIONS OF USING ICT IN TEACHING,
LEARNING AND MANAGEMENT TO TEACHERS
AND ADMINISTRATORS:

There are indications that teachers and administrators
are beginning to recognize that computer skills should
not be taught in isolation, and that separate “computer
classes” do not really help students learn to apply
computer skills in meaningful ways. This change is an
important shift in approach and emphasis. A
meaningful, unified computer literacy curriculum must
be more than the teaching of isolated skills.

While specific technical skills are certainly important
for students to learn, they do not provide an adequate
foundation for students to transfer and apply skills from
situation to situation. These curricula address the “how”
of computer use, but rarely the “when” or “why”.
Students may learn isolated skills and tools, but they
will still lack an understanding of how those various
skills fit together to solve problems and compete tasks.
Students need to be able to use computers flexibly,
creatively and purposefully. All learners should be able
to recognize what they need to accomplish, determine
whether a computer will help them to do so, and then
be able to use the computer as part of the process of
accomplishing their task. Individual computer skills
take on a new meaning when they are integrated within
this type of information problem-solving process, and
students develop true “ICT literacy” because they have
genuinely applied various computer skills as part of
the learning process. It needs to be cautioned here
that from the experiences of many countries, teaching
ICT as an isolated discipline is not an effective way to
encourage the use of ICT in learning. This method
cannot provide a meaningful environment for students
to learn and apply the techniques in context. Teachers
must invariably integrate ICT elements into different
key learning areas and encourage students to use ICT
to enhance their learning. The success of this integration
depends very much on a number of factors, including

-

the nature of the subject content and the readiness of
teachers. Unquestionably it is the teachers who hold
the key to the effective use of technology to improve
learning. But, if teachers do not fully understand how
to employ ICT effectively to promote student learning,
the huge investments in ICT initiatives will easily be
wasted. Notwithstanding the many years of experience
in a variety of educational systems, the issue of how to
introduce the use of ICT to teachers and to encourage
them to use it in the classrooms has yet to be resolved
one way or another in many countries. Itis true to say
that this issue continues to haunt many policy and
decision makers today.

USING ICT AS A TOOL IN THE NIGERIAN
SECONDARY SCHOOLS

The discussion above has highlighted the importance
of integrating ICT into the curriculum to enhance
learning outcomes. Clearly, the curriculum must be
adapted or re-designed so that it is ready for ICT
integration. A tool approach assumes that general-
purpose software such as word processing or paint
programs or an Internet World Wide Web browser, can
be flexibly applied by the learner to various topics but
students are still not playing an active role. And by
active, we mean constructive learning. When students
play an active role the role of the teacher changes to
that of a facilitator of learning. The list below highlights
the possible changes. Changes in classroom structure
as a consequence of schools that have adopted a fully
integrated technology are listed by Collins (1991) as
the shift:

(| from whole class to small-group
instruction;

(| from lecture and recitation to coaching
(teacher’s role from ‘sage on the stage’ to
‘guide on the side’);

(| from working with better students to
working with weaker students, facilitated
by student-directed learning;

(| toward more engaged students;

(| from assessment based on test
performance to assessment based on
products, progress and effort.

(| from a competitive to a cooperative social
structure;

(| from all students learning the same things

to different students learning different
things; and
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from the primacy of verbal thinking to the
integration of visual and verbal thinking,
with organizational, artistic, leadership and
other skills contributing valuably to group
projects.

ICT literacy will become as important as literacy in
language and mathematics. Rowe (1993) asserts that
“like reading, writing and mathematics, computing gives
the student a basic intellectual toolbox with innumerable
areas of application. Each one of these tools gives the
student a distinctive means of thinking about and
representing a task, of writing his/her own thoughts
down, of studying and criticizing the thoughts of others,
or rethinking and revising ideas, whether they are
embodied in a paragraph of English, a set of
mathematical equations, the simulation of a social
process, or the development of a computer programme.
Students need practice and instruction in all these basic
modes of expressing and communicating ideas. Mere
awareness of these modes is not enough” (Rowe, 1993:
71). Itis worth pointing out that in educational settings
where computers are used, they should not themselves
be the primary objects of study, but essentially a tool.
Rowe has contended that research conducted into “the
effects of the computer on students’ cognitive
development has too often tended to regard the
computer as a single factor of change introduced into
a classroom, which is presumed otherwise to remain
the same”.

Computer is perceived as an independent variable the
net effects of which can be controlled and quantified.
In reality there are not net effects. The introduction of
the computer into the classroom is far more than a
treatment. The characteristics and potentialities of the
computer become inextricably intertwined, not only with
the way students might go about learning and problem
solving tasks, but with the tasks themselves and the
whole context of learning and teaching. It is not the
features inherent in the tool but how students and
teachers use it that determines the effects of computers
in education” (Rowe, 1993:83).

EFFECT OF USING ICT ACROSS THE
CURRICULUM IN NIGERIAN SCHOOLS

A working model for designing an integrated learning
environment when ICT is introduced into the classroom
teachers need to consciously redesign learning
environments so that students can transfer their newly
gained ICT skills and confidence to other applications
that can be used in an ICT rich environment. Once
teachers and students acquire some ICT skills they can
adopt a transferable learning style so that each further
development in ICT use whole become an easier step.

-

Essentially when the learning environment has to be
redesigned we are implying a far-reaching paradigm
shift for teachers. Table 1 below depicts this shift.

Table 1: Paradigm shift in teacher’s role

From To Objective learning theory Constructivist
learning theory

(Teacher-d Student-d)

O

Teacher as expert, information giver
Teacher as facilitator, coach, guide
Teacher as knowledge transmitter
Learner as knowledge constructor

Teacher in control learner in control

Oo0oo0aoao

Focus on whole classroom teaching

O

Focus on individual and group learning

In ICT rich environments it is more conducive for
teachers to begin to help students pursue their own
inquiries, making use of technologies to find, organize,
and interpret information, and to become reflective and
critical about information quality and sources. Teachers
become advisors and facilitators of learning helping
students to frame questions for productive investigation,
directing them toward information and interpretive
sources, helping them to judge the quality of the
information they obtain, and coaching them in ways to
present their findings effectively to others. This
ultimately requires teachers to become even better
prepared in the content of the subjects they teach,
and the means by which the content can be presented.
Using ICT for Teaching, Learning and Management
taught and learned. In all of this, teachers need an
“attitude” that is fearless in the use of ICT, encourages
them to take risks, and inspires them to become lifelong
learners.

IMPLICATION OF ICT AS A SUBJECT AND
TOOL IN THE NIGERIAN UNIVERSITIES

Recent reforms in the ICT education and challenging
ICT demands in the Universities and Distance Education
in the neighbouring countries will contribute to a
remarkable shift in the way ICT businesses are
organised. The ICT higher education will play a major
role in fostering the ICT business through establishing
linkages to various Universities and enhancing
collaboration to better serve the sectors needs and
leapfrog into a knowledge-based economy. It will be a
national effort, the academic entrepreneurship centre
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of excellence has to be established in each University
especially in the areas of school of Engineering and
Technology in an effort to promote creativity and
innovation in the field of applied ICTs, and more
importantly, crystallize business, faculty/school. And
student intellectual ideas and transforming it into real
life products.

The centre will establish a number of industry incubators
related to national and international ICT companies
such as system software Computer and Communication
Systems, Mobilecom and Integrated Technology group.

The centre will cooperate with the industry incubators
to develop local/Nigerian software products in a variety
of applications including medical and pharmaceutical
applications, engineering sciences, system designs,
business strategies and solutions, and complex system
modeling and simulation. The centre will also offer
opportunities to students and faculty to work on projects
that could potentially provide challenging learning
experiences and meet market needs.

The incubators might decide to accept about fifty
student internship each year and for a period of six
months. Each trainee shall work full time for incubators
with a minimum of eight hours a day.

The trainees will work jointly with the incubator
professionals and will be trained on leading edge ICT
technologies. The incubators will help students enhance
their personal competency, research, and skills trough
practical training in problem solving and participation
in project-based learning activities. Students will better
understand workplace interactions and gain
professional, technical and teamwork skills. The
incubators will also increase student knowledge and
awareness about latest developments in the ICT-related
fields and enhance their creativity, innovation and
entrepreneurship spirits. Furthermore incubators will
offer career opportunities in variety of disciplines to
graduates who prove to gain professionalism and high
profile qualifications and experiences.

MOTIVATIONS:

If the centre of excellence is formed in each university,
there is need to form an industrial advisory board from
varieties of industries around Nigeria. The duty of the
board is to facilitate and coordinate universities —
industries interactions and collaborations with respect
to internships, research and student projects. A number
of under graduate projects and graduate research thesis
will be determined with these companies. This,
however, will require administration and follow up
overhead as more projects and thesis are solicited and

-

determined. Moreover, a number of promising student
projects with potential market will be developed each
year. Students will work on projects such as academic
portals, software automation biomechanics, multimedia,
database applications and much more. These projects
will require special packaging documentation, and
standardization to become real-life products. The
motivation behind creating such a center is to account
for Nigerian-industry interaction overhead and to allow
students work in a business environment.

OBJECTIVES:

The Academic Entrepreneurship Centre of Excellence
(AECE) if established will have a mission to:

@) Facilitate collaboration between academia and
industry to better serve ICT (Information and
Communication Technology) sector needs and
contribute t the national shift towards a
stronger knowledge economy,

(i) Develop a working environment for professors
and students to better enhance understanding
of workplace interactions, team work, and
technical skills, and to increase knowledge and
awareness about latest developments in the
ICT — related fields.

(iii) Promote and encourage ICT companies to
establish their own organizational units within
the center for Research and Development, and
(iv) Build capacity and expertise to develop and
deploy top-quality software solutions according
to international and best practices standard.

THE FATE OF IT IN THE NATIONAL OPEN
UNIVERSITY

Nigeria has taken a bold step in establishing the National
Open University of Nigeria (NOUN) to represent distant
education at University level with laudable blue print
on IT implementation yet undeniably IT standardization
is at a critical crossroad. How do we fix this situation to
normalcy? Although the National Open University of
Nigeria is affiliated to four Open Universities abroad,

1. British Open University

2. South Africa Open University

3. Indira Ghandi Open University and
4. Australia Open University

where some of their programs are adapted, they have
linkages although some courses are adjusted to Nigerian
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environment, the position of IT in the National Open
University of Nigeria is still the traditional method which
is old fashioned. Students of national Open University
come for registration after payment and collect their
course materials at their various study centres and go
back to their various stations. Each study centre has a
facilitator drawn from other universities but no formal
lectures are had between the facilitator and the
students. Students are summoned for tutorials once or
twice a semester. A counselor is at each study center
to handle students problem both academic and
otherwise.

A student goes back to study the course materials and
comes for examination. There are no interaction
between the student and the lecturers in terms of IT.
Students are not expected to read Computer Science
without a framework well planned and the practical
involved and is expected to have the know how of IT;
these students end up as half baked in terms of IT.
The affiliated open universities of other countries have
a well planned core curriculum framework which they
put on the internet and distant learning students use
e-mail to interact with their lecturers. In the National
Open University of Nigeria these facilities are far
fetched.

There is great need for the design of a core curriculum
framework for the Nation Open University of Nigeria.

CURRICULUM RESTRUCTURING IN THE
NIGERIAN UNIVERSITIES /7 NATIONAL OPEN
UNIVERSITY OF NIGERIA

The move to outcomes-based education and a
centralized curriculum framework in National Open
University of Nigeria (NOUN) is indicative of national
and global trends. This curriculum restructuring is part
of a broader trend to educational restructuring whereby
schools are largely responsible and accountable for their
own management. Educational restructuring in National
Open University of Nigeria has been shaped by the
implementation of such policies as Focus on Schools,
The Leading Schools {Program and now the
implementation of syllabuses in key learning areas. The
syllabuses will be developed by the National University
Commission (NUC) is expected to be progressively
implemented over the next five years. This restructuring
can also be used by other tertiary institutions.

At one level, a centralized curriculum framework
appears to be in tension with Education National Open
University of Nigeria restructuring policies promoting
school based decision making and management, and
in turn these contradictory tendencies can create
dilemmas for lecturers. On the one hand, the

-

framework can be construed as providing scope for
school based curriculum decision making and
development, and so be consonant with these policies.
Through insights gained from a research work on school
curriculum leaders, it became apparent to me that these
curriculum leaders were concerned not so much with
contradictory tendencies between restructuring policies
as the challenges the new framework posed for
lecturers, and the implications of these challenges for
the intensification of lecturers work (Hargreaves 1994).
Challenges related to: an understanding of the meaning
of outcomes-based education; a redefinition of planning
approaches, teaching methods and assessment
procedures; the emotional demands of change;
organizational reconstruction; adequate resource
provision.

The focus of my research therefore moved to an
investigation of the implementation of the IT syllabuses
through school cluster planning and consideration of
the implications for lecturers’ work.

Cluster planning is in its formative stages and the paper
will report on developments and research findings so
far. Against this background, the paper will critique
the idea of school cluster planning and consider its
significance for curriculum restructuring and the
circumstances of teaching.

WORKING AS A CLUSTER

Major factors held to influence feelings, either positively
or negatively were:

(| past experiences of change

(| knowledge of syllabuses and planning
procedures

(| anticipated support and professional
development

(| presentation and organization of syllabuses

(| likely impact on work

Lecturers identified a number of barriers to
implementation and also described factors that would
promote successful change. Main categories and their
constitutive elements to emerge from the analysis are
presented in Tables 1 and 2.

A significant majority of respondents (N=131) were in
favour of school cluster planning. While 144 lecturers
believed it was important for them to be involved in
school program planning, a smaller number (98) wished
to participate in planning at the cluster level.
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Table 1 Major Barriers to Implementation
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Table 2 Major Factors Facilitating Implementation

KNOWLEDGE
e open-ended nature of the syllabuses
e ack of understanding of outcomes based
concepts
e lack of understanding of implementation
procedures.

ORGANISATION
e establishing a committee to organize
development of the programs
lack of communication and collaboration
developing a cohesive school program
staff and year level changes

SUBJECTIVE/EMOTIONAL REALITIES
o feeling deskilled
e sustaining energy and motivation
e workload
e  stress

RESOURCES
e insufficient resources, support materials
e time to develop understanding and
confidence to plan; to allocate sufficient
attention to all

PROFESSIONAL DEVELOPMENT
e Inequitable inservice

VISION
o Clear, agreed expectations with total staff
involvement.

SCHOOL ORGANISATION
e opportunities to network pre, during and
post implementation
e success sharing
e communication

CURRICULUM ORGANISATION
o Clear, user friendly plans
o Guidelines for assessment and reporting
e  Year level discussions and planning

PROFESSIONAL DEVELOPMENT
e Sound inservice, workshops in school time
o Workshops to discuss concerns and
misunderstandings, implement, back to
inservice to discuss problems
e  Professional assistance in class
e Ongoing support

RESOURCES
o  Time for planning, trialling
e  Support materials

Lecturers expressed the view that involvement at the
school level can

O Enhance understanding and expertise
O Promote commitment, involvement, and ownership

[ Build confidence

Lecturers were of the opinion that involvement at the
cluster level provides opportunities to

I Use time efficiently
O Share workloads, expertise and resources

I Gain insights into how lecturers in other settings
interpret and adapt the syllabuses.

The adapted framework illustrates key elements of
successful school achievement as they relate to the
circumstances of teaching. In other words, the
framework presents these key elements from the
perspective of lecturers’ messages about workplace
changes that need to occur in order to successfully
implement the new curriculum. In recognizing the
circumstances of teaching, the adapted framework adds

another dimension to the process of achieving
successful school outcomes.

THE SIGNIFICANCE OF SCHOOL CLUSTER
PLANNING FOR SUCCESSFUL SYLLABUS
IMPLEMENTATION

The proposed National Open University of Nigeria
curriculum framework for the key learning area
syllabuses is based on the idea of outcomes-based
education. Spady (1993) identified three forms of
outcomes-based education: traditional, transitional and
transformational. In Traditional outcomes-based
education, curriculum content and structure remain the
same but the focus moves to outcomes as related to
skills and competencies. Traditional outcomes-based
education is concerned with students’ success in schools
and ‘rarely challenges the nature of the school day, for
example the time-defined structure of curriculum
content’. Transitional outcomes-based education is
underpinned by a different conception of an outcome.
The outcome defines ‘what is most essential for our
students to know and be like in order to be successful
once they have graduated’. As transitional outcomes-
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based education is focused on students’ culminating
capabilities, curriculum and assessment are organized

around higher order exit outcomes. Higher order
competencies such as critical thinking, problem solving
and effective communication are emphasized and
‘subject matter becomes more a vehicle to assist in the
cultivation and integration of higher order
competencies’. Transformational outcomes-based
education is future oriented in that it is concerned with
‘the broad role performance capabilities of young people
and their ability to do complex tasks in real settings, in
real situations, relating more directly to life’.

In certain respects, the curriculum framework proposed
for National Open University of Nigeria can be aligned
with Spady’s conception of transitional outcomes-based
education. The framework identifies a capacity for
lifelong learning as a culminating outcome, and provides
opportunities for students to develop the attributes of
lifelong learners.

The National Open University of Nigeria curriculum is
designed to assist students to become lifelong learners.
The overall learning outcomes of the curriculum contain
elements common to all key learning areas and
collectively describe the valued attributes of a life long
learner.

PROFESSIONAL SUPPORTS

O Equitable inservices

[ Inservice in school time

Workshops to discuss concerns and
misunderstandings, implement, then back to
inservice to discuss problems

[ Ongoing support

[ Professional assistance in class

The curriculum framework is underpinned by a learner-
centered approach to learning and teaching where
learning is regarded as ‘the active construction of
meaning, and teaching as the act of guiding and
facilitating learning’. The approach sees knowledge ‘as
being ever-changing and built on prior experience’.
Assessment focuses on students’ demonstrations of
learning outcomes, and is held to be effective and
efficient ‘when embedded within a learning and teaching
sequence’.

Major concepts for each of the key learning areas are
organized into strands while level statements
summarize learning outcomes at each level. These
statements provide the conceptual framework for
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developing core and discretionary outcomes. Core and
discretionary learning outcomes for each strand are
presented in increasing order of complexity. Core
learning outcomes describe learnings considered
essential for all students and describe what students
know and can do. Discretionary outcomes describe
what students know and can do beyond what is
considered essential at a particular level.

The concept of transitional outcomes-based education
as exemplified in the proposed National Open University
of Nigeria curriculum has implications for the approach
to curriculum planning at the school and classroom level,
the way teachers teach, the way students learn, and
the way students are assessed. Traditionally in National
Open University of Nigeria curriculum planning has been
guided by educational objectives formulated according
to content (that is, knowledge, skills, values, attitudes)
to be learned. Content has been delivered largely
though a transmission teaching style. Pen and paper
tasks have been the predominant method for assessing
student learning.

An outcomes-based approach to curriculum planning
relies on a process of designing down (Spady 1993) or
backward mapping where the exit or culminating
outcomes are the starting point for making curriculum
decisions about what students learn and how students
can demonstrate their learning. The following set of
procedural questions (Table 3) provides one example
of backward mapping as can be applied to outcomes
statements at the various levels of the syllabuses of
the National University of Nigeria curriculum framework.
The questions give some insight into the ways in which
lecturers have to rethink traditional approaches to
planning, teaching and assessment.

Implementation of the National Open University of
Nigeria curriculum framework has significant
implications for lecturers work. Adopting an outcomes
based approach will entail a reconstruction of
professional knowledge, in particular a redefinition of
planning procedures, teaching approaches and
assessment practices. The nature of these changes
are well captured in the following observation by Griffing
(1998).

The role of the lecturer must change.
The role of assessment must change.
The mode of curriculum delivery must
change. The role of the lecturer needs
to change from the transmitter of
information to a facilitator of learning.
Assessment needs to focus on
progress along predetermined
continua of learning and changes in
the learner. Curriculum needs to
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maximize the students’ opportunities
to establish an enquiry approach to
learning and to use a range of
resources to lead the student along
the most appropriate learning
pathway to achieve the designated
outcomes.

From his investigations of the implementation of profiles
and outcomes-based education ‘were positive about
the use of profiles’, Griffing concluded that while
teachers and administrators used the language of
outcomes-based education (OBE) and profiles. ‘OBE is
not widely understood at the classroom level. He
believed professional development was a critical factor
and identified a range of focus areas:

3 Inquiry learning and student involvement;

[ Integrating the roles of lecturers, learners and
administrators in profiles implementation;

O The role of the Deans/Vice-chancellors in
implementation of profiles;

3 Selecting consultants to aid in implementation of
profiles;

Table 3

Procedural Steps For Outcomes Based Planning

1. What will students be?
2.  What will students do?

3.  What
knowledge/understandings,
skills, values, do students
need to develop?

4. How can lecturers scaffold
instruction and organize
learning opportunities in ways
that enable students to
actively construct these
understandings, skills, and
values?

5.  How will students demonstrate
what they know and can do?

[ Outcomes-based education: its nature and

demands on schools;

[ Criterion-referenced interpretation of assessment

information;

3 Profiles and portfolios;

O Introducing cultural change in schools to assist in

outcomes-based education;

[ Use of resources in outcomes-based education;
[ Professional development for lecturer educators;

[ Equity issues and outcomes (Griffin 1998, p. 19).

Brady (1996) also recognised the magnitude of change
associated with a move to outcomes-based education,
and, following reviews of literature on outcomes-based
education and teacher change, provided four major
recommendations to implementers. Like Griffin, Brady
underscored the importance of professional
development in relation to each of the
recommendations. In brief, the recommendations

state:

3 There is a need for a full understanding of the
substantive nature of the change, what that change
means, and the nature of change in general.

O There is a need to provide skills n implementing
outcomes-based education, understanding that it
entails new ways of developing curriculum in
relation to content, method and assessment

procedures.

[ There is a need for ongoing support from State
departments and regions after initiation to ensure
effective implementation, achieving a balance
between pressure to implement, and high quality

assistance.

[ There is a need to more fully take account of
teacher attitudes and school cultures in

implementing outcomes-based education.

When the sets of factors identified by Griffin (1998)
and Brady (1996) are compared with those identified
by teachers as represented in Figure 1, certain
similarities are apparent. Lecturers noted the
importance of developing a shared understanding of
the substantive nature of the new curriculum framework
and its implications for their curriculum planning and
practice. They also emphasized the need for
professional development, various forms of ongoing

support, and a collaborative work culture.
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Reculturing changes the conditions of lecturers’ work
in that it entails some fundamental shifts as illustrated
below:

From individualism to professional community:
Lecturers are replacing the individualism, isolation
and privacy of traditional classrooms in favor of
new norms of collegiality, openness and trust.

From teaching at the center to learning at the
center: The shift from ‘What do | do as a lecturer
and transmitter of knowledge?’ to ‘How can | plan
with others for what students do as learners?’
means that student work determines the agenda
for teacher work.

From technical work to inquiry: systematic inquiry,
research, and reflection are at the core of lecturer’s
work.

From control to accountability: Instead of working
as individuals to establish standards of behaviour,
lecturers work together as colleagues to develop
standards of learning to which they hold themselves
and their students accountable.

From managed work to leadership: As leaders in
heir classrooms, teachers relinquish ‘power over’
their students in return for ‘power to’ affect
improved student performance. Outside of their
classrooms, lecturers assume leadership roles as
well. They gain responsibility in areas traditionally
reserved for administrators — instruction,
assessment, rules, procedures, and governance
(adapted from Miller 1998, pp. 530-531).

CONCLUSIONS

Any developmental work with ICT must be designed to
undertake careful foundation work in a systemic and
systematic approach.

Using ICT for Teaching, Learning and Management
underestimated if the policy and decision makers truly
wish to go beyond surface change that will be washed
away with the next demand on the educational system.

In Davis (2001) it has been suggested that the power
stations will be the teachers as they rise to the challenge
of supporting individual learners and their own
professional development needs. Policy makers
worldwide will want to create such a community of
practice where the teaching profession starts to promote
its own development and that of the educational
system.

In time all countries will succeed in their endeavours
to develop models of ICT use in schools that can
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facilitate lecturer coping with ICT integration so as to
set students on a path to lifelong learning. Persistent
efforts can achieve a flowering of innovative teaching
and learning that will result from a change in lecturers’
beliefs as well as practices.

This paper has argued that successful implementation
of the curriculum relies on lecturers learning about
different approaches to curriculum planning, teaching,
and assessment, and this in turn involves a re-culturing
of lecturers’ work. The process of re-culturing recognizes
that lecturers, like their students, learn through the
active construction of meaning, and the paper has
advocated that Nigerian schools, universities, National
Open University and tertiary institutions will not be left
out in the reforms where there is an emphasis on
teaching for understanding. There is great need for
policy makers to shift efforts from designing controls
to developing capacity.
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IT Curricullum Review: NACOSS Position

Olusegun C.

If there is any concern we have had as a student
association, then it's been no other, than the review of
the curriculum of instruction in our tertiary institutions
of learning. As an association Engineered by students
for students, with a responsibility to address student
related concerns, we have considered this issue of
utmost priority. Today, therefore, it gives us great
pleasure that the Nigerian Computer Society has
dedicated this portion of the conference to address this
concern of ours. We know that it is not only our concern,
but the concern of industry as well as every well
meaning Nigerian whose desire it is to see that Nigeria
meets the UN Millennium development goal of E —
readiness.

One need not look to far to understand why we clamour
passionately for the review in the curriculum to which
the Nigerian IT youths are currently being subjected to
in today’s Universities, polytechnics and colleges of
education. It is general knowledge amongst all
educators that the purpose of education, amongst other
things, is to prepare its students adequately for the
business of life. Therefore the first and most important
criteria that identifies the relevance of the curriculum
—tool of education, is how well it prepares its products
to face their future career challenges.

In our case, what is the business to which we shall
engage ourselves, after our eventual departure from
our respective citadels of learning? Well, none other
than the activities to which the ever growing and
dynamic landscape of Information Technology shall
requires of us. These challenges are placing a test on
the quality of IT education we are receiving from the
Nigerian Institutions of learning.

The impact of this reality is fully visible on the dejected
faces of fresh graduates who are rejected job offers
for their lack of the barest minimum competence and
skills that are required of them. The obvious thus leads
us to ask: Does the present Curriculum cater for the
needs of the Industry? Does it service the desires of
the employer in his search for competence in his
prospective employees? Does it equip the future drivers
of Nigeria’s Information society for the business of
Information Technology?

Certainly if we digress just a little and leave the terrain
of smug theorising to approach the stark realities of
cold hard facts, it will become abundantly clear that
the answer to all these questions is an irrefutable No!

-

Olutayo, Olugboji Tolulope, Olusanya Gbolahan

There is no solace in the current system for the
expectations that Nigeria requires to jump start her
into the landscape of global relevance. A look at these
facts justifies this verdict.

Amongst all the institutions of learning in Nigeria, the
focus of computer education still remains the study of
the science of computing rather than the application of
computing innovation to address industry, commercial
and societal demands. These demands include skill
specializations in E - governance, E - commerce, E-
Business, Web — Centric Learning and the other
numerous requirements of the Information Technology
Landscape. Even the courses taught in the computer
science curriculum, are quite outdated. In Nigerian
colleges programming courses like Pascal, FORTRAN
and COBOL still take front stage as opposed to new
and more relevant programming methodologies and
Tools that are in use in more advanced countries.
Getting qualitative education in the light of this reality
has indeed become an arduous task.

Presently, in most cases getting a good industry relevant
education necessitates that one engages in investing
in substitutes like other expatriate educational
institutions, which provide an alternative in the face of
the incompetence of the Nigerian educational system.
In most cases this is extremely expensive, and the
process is often aborted for this reason. For those that
are lucky to finish, they remain only but a few in the
light of the other numerous many that are churned out
from the system with little or no relevant knowledge
and skills.

So as the representative platform for Nigerian students,
we make a declaration that Change is no longer an
option but an imperative that should be treated with
the urgency of a National Emergency. If it is our desire
to join the advanced economies of today’s world, if it is
our desire to replicate the Indian “miracle”, then we
have to tailor our curriculum to the demands of present
day needs, and not be content with remain in the dark
holes of self preservation.

Amongst these imperatives of Curriculum review also
go the following that will enable that IT education
received in Nigerian universities become relevant:

1. The Autonomy of the Universities to Design relevant
courses without the overbearing influence of the
Nigerian University Commission (NUC)
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Adequate funding for training of the teaching staff
which will include the Edu-Portal facilities provided
by companies like Afri- Hub

Equipping the Nigerian Universities with
infrastructure for use in Nigerian Universities:
Computers, Campus — wide Networks, Subsidized
Internet facilities etc.

Visible Collaboration between the Industry and
Academia in the design of curriculum itself and in
terms of funding and oversight of research projects
carried out in the Universities

Student Incubation Training, that deals with
identifying and sponsoring youth competitions with
defined relevant skills for success in this
competitions

Cormputer

e

So long as we continue to commit ourselves to the
process and task of change, we sincerely hope, and in
truth, do believe that this will mark a turning point in
Nigeria's desire to emerge as a leading force in the
New Economy that is Knowledge Driven.

Again the goal and target in designing a relevant model
of an IT curriculum will remain, the guarantee that the
products of the educational processes built on this
curriculum are well equipped to face the challenges
that the Hydra ended. We believe that for the Nigerian
Youths the world of opportunity is open and ensuring
that this youth meet this day of opportunity prepared
will be the true test of Nigerian’s IT education.
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Nuggets for Outsourcing Information Technology Services

Longe Olumide Babatope

ABSTRACT

Outsourcing of goods and services is commonplace throughout the business-world.
The latest entrant into the trend, however, is the outsourcing of information tech-
nology applications and services. This is prompted by several business factors such
as the reduction in cost of employing redundant staff and equipments mainte-
nance. However, the potential impact to security, confidentiality and integrity of
organisational data, not to mention other business processes calls for some cau-
tion. For the benefits of outsourcing to be maximized at the expense of obvious
risks, methods on how to identify risks with proposed outsourced agreements must
be devised. This paper proposes steps to be taken when outsourcing information
technology services with respect to the role of service providers. It also advises
business decision makers and other professionals of the potential consequences of
a right or wrong vendor selection process.

1.0 Introduction

Outsourcing has its place. It can be a cost effective
method of supplementing in-house capabilities,
providing additional expertise, and allowing an
organization to concentrate its increasingly limited
resources on those efforts, which most greatly support
its strategic mission. Outsourcing is not necessarily an
all-or-nothing decision. It can best be viewed as a
continuum, moving from no outsourcing at all, to partial
outsourcing and up to full outsourcing. An organization
must decide not only whether to outsource a function
(telecommunications, IT, equipments), but often which
specific tasks within that function to outsource. Contrary
to popular belief, outsourcing does not negate the need
to manage, though it may mitigate that need to a
degree.

According to Aubert (2001) outsourcing is the use of
resources external to the company or organisation,
which may have been previously handled internally by
staff. Outsourcing of Information Technology (IT) can
take shape in many forms and include a wide variety
of services and support functions. Some of the most
common forms of IT outsourcing include network
hosting, IT jobs, source code development, and
application service provision. Typically, it is support
functions, which are preferential candidates for this type
of business solution. Great care should be taken before
considering core business competencies for outsourcing.

One would even advise that organisational functions
requiring managerial or executive decisions typically
should not be outsourced.

1.1 Motivation for Outsourcing

Outsourcing, when executed correctly can provide many
benefits to business concerns and other organisations.
The reasons to outsource include reduced costs,
improved performance, increased business
competitiveness, access to a superior knowledge base
and limited in-house staff to support the business needs.
Vendors of outsourcing solutions come in a wide variety
of forms and options. These can include short and long
term agreements, different levels of services from basic
solutions to strategic alliances. Vendors also vary in
location; both domestic and international opportunities
exist. Due to the very nature of information technology
it is possible to select a vendor worldwide taking
advantage of high-speed network connections.

With many options for an organisation it is
understandable why the popularity of outsourcing is
strong in today’s business climate. A Gartner survey in
America from early 2000, proposed that outsourcing
will continue to increase locally and overseas (Insiga &
Werle, 2000). This trend is also gradually becoming
noticeable in the third world. For example, in Nigeria,
outsourcing of IT services is becoming a regular practice
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in banks, tertiary institutions and in the government
sector (Olawale, 2003). However with the opportunities
also arise a degree of risk and uncertainty, which could
potentially impact the organisations ability to function,
do business or lose market share.

1.2 Off-Shore Outsourcing

Outsourcing core business functions has been a
common practice among multinational corporation in
Nigeria even before the present IT wave. For example,
oil companies have been known to contract software
development, design of off-shore infrastructure etc to
firms abroad. In contemporary times, a new terminology
off-shore outsourcing, has evolved to encapsulate this
concept. (that is contracting business functions to firms
outside the host country). Kern et al (2002) mentioned
that in the United States, corporations plan to outsource
many thousands of Information Technology (IT) jobs
to outside firms from 2000. Most of these jobs will
belong to offshore organizations in India or Southeast
Asia. As a current Information Technology professional
in the new millennium, or a student considering a future
career in IT, outsourcing is a business trend one must
fully understand.

2.0 Changes Coming with Information

Technology Outsourcing

Five or ten years ago, workers were attracted to the
Information Technology field given the challenging and
rewarding work, good remuneration, numerous
opportunities, the promise of future growth and long
term job stability (Lacity et al, 1999). Outsourcing will
alter (and is already altering) each of these IT career
fundamentals as stated below:

1. The nature of IT work will change dramatically
with offshoring; the future may be equally
rewarding, or it may prove wholly undesirable
depending on one’s individual interests and
goals.

2. Information Technology salaries will increase
in the countries that receive outsourcing
contracts and will decrease in the countries
outsourcing. Hence the need for us in our
nation to a virile 1T workforce that can take
advantage of this trend.

3. Likewise, the total number of IT jobs will
increase in some countries and decrease in the
others. Most future growth will happen outside
the U.S, and job stability will remain unclear
everywhere until the outsourcing business
models mature.

-

2.1 Coping with IT Outsourcing

IT workers in the U.S. and other advanced countries of
the world may already be witnessing some impacts of
IT outsourcing, but the future impacts are likely to be
much greater all over the world. Outsourcing has come
to stay. Our concern should be to configure our polity
so as to take advantage of the gains. Tomorrow is for
those who prepare for it today.

What then can be done to get ready to cope with the
expected changes (Saunders, 1997). The following
points should be considered:

(a) Flexibility: The prospect of job searches or
career changes can be quite stressful to
Information Technology workers. IT students
may understandably begin to question their
choice of career. However, the more stress and
worry a person takes on, paradoxically the
more difficult it becomes to successfully reach
their career goals. Years ago in IT,
specialization was the ultimate. Those with
more technical backgrounds/orientation like
enterprise architects, hardware engineer etc
commanded the highest salaries. Nowadays,
a person is much better positioned if they are
skilled in multiple areas of both technology and
the business side of IT. Flexibility is now king.

(b) Entrepreneurship Development

Uncertain economic tides and times of big
industry change are often the best ones for
starting a new business, due to lower prices
for capital, less competition, and the natural
emergence of big new market opportunities.
All it takes is an entrepreneurial attitude and a
few good ideas.

3.0 When
Outsourced

Information Technology Is

When IT is outsourced, there are numerous changes,
which must take place. One cannot assume that one
can transparently make a transition of this magnitude
without significant and sweeping changes in day-to-
day operations.

@ Control is lost, at least to some degree.

@ Costs change, but don’t necessarily decrease. Non-
personnel costs vary but are generally not
significantly altered; outsourcers can realize some
cost savings due to economies of scale, bulk pricing,
etc. Personnel costs are lowered and recurring




nigeria

()

=ity

TJIONS.

computer

expenses may go down if the outsourcer provides
more efficient service. Overall long-term costs
generally favor a prudent balance of outsourcing
and in-house management and vary from one firm
to the other.

Quality may improve or suffer.

Knowledge of organisational operation is lost for
outsourced functions.

Outsourcing doesn’t eliminate management
responsibilities, just changes their nature and level.
In other words, someone still has to manage the
outsourcers, the contract, the interface etc.

3.1 The Choice of Outsourcing

Whether to outsource or not is not a simple decision.
One must take into consideration not only the function
itself, but also what and how much to outsource.
Evaluation of outsourcing options requires a traditional
cost/risk/benefit analysis very similar to the old “lease
vs. buy” question. What are the short and long term
costs? Who fixes it when something breaks? How long
will you own it? and what happens when the “lease”
runs out?

Outsourcers/Vendors can frequently bring more and
broader expertise to any given technology than is
available from in-house personnel. With the continued
merging of voice, data, and video technologies and
infrastructures, it is hard enough to coordinate the
activities of internal staff for different departments. It
may become even more complicated to manage these
technologies when one or an outsourcer manages more
of them (Craummer, 2002). Outsourcing trends are
cyclical. Various industries and functions alternate
between outsourcing and in-house management. In
the 80s it was very popular to outsource computing
functions. Companies like IBM, EDS made millions of
dollars taking over computing departments. Presently,
many institutions that used to totally outsource IT have
moved it back in-house, citing higher costs, lack of
flexibility, and/or lack of responsiveness as the primary
reasons.

3.2 The Outsourcing Model

There are generally three Outsourcing Models. These
are:

Fig.1: Full Outsourcing

(a) Total outsourcing: Common for food service,
custodial services, etc. Outsourced functions
are seen as self contained, non-strategic, and
generic. When the contract runs out, new
contract is signed with another generic provider.

(b) Partial outsourcing: Common for Physical
Plant, Telecommunications, etc.: The
department handles in- house the day-to-day
activities, basic maintenance, customer service,
and other tasks, including those involving
specialists and technicians. The department
outsources certain jobs (or parts of jobs) that
are routine, large scale, dangerous, specialized,
one-of-a-kind, etc.

Client

Fig.2: Partial Outsourcing

(c) No outsourcing (or virtually none):
Admissions, registration of students, salary
payment, staff promotion etc. All activities and
responsibilities are handled in-house because
they are unique to the system. They are part
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strategy and vital to the system’s viability.
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(or perhaps gain) by outsourcing? How is
security of information and university property
maintained with outsourced employees?

7. Performance: How is performance
measured? By whom?

Client 8. Contract and recourse: How can you escape
) the contract? What is your recourse if the
outsource company is not working out? Are
performance penalties and/or performance

bonuses addressed in the contract?

9. Reliability: Which arrangement would allow
you and upper management to sleep easier at
night? What has been the experience of other
organizations that have used an outsourcing

. . company, especially this particular outsourcing
Fig.3: No Outsourcing company? How does the outsourcer address
disaster prevention and recovery?
4.0 Decision Criteria 10.Company profile: Is the outsourcer
) independent, or are they affiliated with a
1. Cost an you redgce your overgll costs_by vendor? If the latter, how does this influence
outsourcing? F|.nanC|aI model-mg might prov!de any decisions regarding selection of products
the answer. Things to factor Into -the T“Ode'!”g and services for you? Is the outsourcer stable?
process include salaries, benefits (including Likely to merge? What would a merger do to
holidays, vacation days and sick days), training, : .
: your relationship?
test equipment, tools, computers, telephones,
furniture, space — everything that relates to 11.Company employees: What are their
having an employee on the payroll as opposed gualifications and experience? How is
to being on a contract and off-site. performance assessment and monitoring
. L . handled? What is your recourse if an
2. Expansmn/l_)ownsmmg. Does outgour_cm’g outsourcer’s employee is not working out?
make sense in terms of the organisation’s
stability, size and culture? 12. Confidentiality: Would it be an advantage
o . or disadvantage to have different staff (the
3. Flex.'b'“ty' Can the outsqurqng company outsourcer’s) working on your account? How
provide equal or better flexibility in term; of about staff from several different outsourcing
types and levels of service, hours of operation, companies?
etc.
4. Service/Staffing: Does it make sense to 13.Economies of Scale: One attraction of

outsource all of the services that you presently
provide, or just some of them? How will you
decide which ones to keep - the easiest ones,
the most interesting ones, the ones with the
highest profile, the most expensive ones to
outsource, the ones that have a limited life
span? What would be the impact on staffing
levels in each case? Will the outsource company
hire away some of your staff?

outsourcing is that many of the outsourcing
companies “aggregate” services from many
different customers to achieve bigger
discounts, and can negotiate bulk purchasing
arrangements with suppliers. There may also
be other economies of scale achieved by the
outsourcer.

4.1 Potential Security Risks of Outsourcing

5. Space: Is space allocation, together with all

associated furniture and equipment, an issue

in your organization? Would it be a factor in

this decision? If the vendor is off-site, how far
away are they located?

The potential for security risk varies with each
outsourcing agreement. The contract and more
specifically, the statement of work, contains the finer
details of the agreement where security concerns should
be identified (Craumer, 200~). What follows are some
factors in this category

6. Control: How much control would you lose
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(a) Risk of unauthorized disclosure and network in order to secure data transfer. This could
unguided access to information: The pose a risk to the network connecting the client and
biggest potential for risk and an innate factor vendor because intruders could capitalize on such
with outsourcing IT services is the act of openings to gain access to communication and
giving a third party, the outsource vendor, information on the network. There are many examples
access to an organisations information. This of security issues in recent years, which had occurred
can include confidential information such as during outsourcing arrangements with less than
financial, medical information, records and reputable vendors. In some cases, even with reliable
strategic development. Along with the access, vendors, the vendor’s employees acted inappropriately
is the possibility of unwanted disclosure in the handling of the data entrusted to them (Kern et
alteration or destruction of the information. al, 2002, Longe, 2004)

The possible impact here to the organisation A Federal B £ Intelli FBI in 2002
is loss of reputation, competitive edge and ederal Bureau of Intelligence (FBI) case in

legal risks (Insinga and Werle, 2000, Longe, illustrates this type of risk. In an overseas outsource
2004). venture for the purposes of debugging source code.
An American company was apparently the target of an

(b) Malicious attacks against outsourced intellectual property theft scheme when the vendors

software application: Code and program employee attempted to sell the source code to a

development through an outsourced vendor competitor which reported it to the bureau (FB.I , 2002).

could portend serious risks for an This case also sheds light on other potential risks, such

organisation. Application service providers as difficulties in dealing with different legal systems,

and Internet service providers are vendors different attitudes towards intellectual property and the

involved in code development and program ability or priority of the foreign hosts law enforcement

design. By the very nature of their job and agencies to assist in these types of issues should the

the services they render it is possible for them risk become a reality.

to install trap doors within the software

(measures through which software can be

attacked), implant malicious codes in client's 4 2 Identifying Security Risks

programs so as to continue to enjoy

patronage and duplicate software hosted on The potential impacts to security with an outsourcing

a network for unauthorized use, agreementdepend upon the details of the arrangement.

enhancement and other gains. Other risks The primary question that must be asked by the security
from application service providers can include professional is: “what are threats?, what are the impacts

the following: of such threats? and what is the frequency of these
o threats”? (Lacity, 1999). Some risks are easily
= Poorly coded applications identifiable, other may not be so apparent or even worse

and later discovered after contractual agreements have
been made. A great tool for identifying risk is to refer
to the contract itself. The statement of work should
give clear and concise language of what actions is
e Inadequate security policies necessary and permitted by the vendor. The service

In abil f . lici level agreement defines the acceptable levels of these
n ability to enforce security policies i\ iiac (Baker, 1998).

e Lack of incident response and disaster
recovery plans

e Access of data by other customers due
to poor security features of the
application

4.3 Mitigating Security Risks:
e Inadequate access control to data from g ¢ Y

the vendors employees Many of the risks with an outsourcing arrangement may
be apparent to security professionals, but not
necessarily the dealmakers within the organisation who
Risks associated with hosting centers and services that are seeking to obtain the services of a vendor. There
sometimes allow for remote access into the client are several steps that can be taken to mitigate these
networks by the vendor. Remote connections are usually risks, however keep in mind that it is important to
established to handle large data transfer or remote understand the role of security within your own
administration. A Virtual private Network (VPN) or other Organisation first.

secure channels may be established into the clients

(c) Risks associated with remote connections

If an organisation does not consider security an
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important area within its structure, then arguments
concerning security risk may go unheard.

Methods for Mitigating Outsourcing Security
Risks

Some of the methods of mitigating security risk, which
should be considered, are suggested below.

(a) Involvement of Risk Management
Personnel in IT projects and outsourcing:
Internal communications and participation of
security in IT is an important first step of
understanding how the technology
environment may be changing. If an
organisation involves Information security staff
in the process of vendor selection, preferably
prior to any final agreements, then the ability
to improve security can be more easily made.

(b) Choosing the Right Vendor: In addition to
being involved another way to mitigate security
risk is offering to review the vendor when the
organisation is in the selection phase, this can
be in the form of a due diligence. This might
include site visit, remote security testing of
vendor equipment and processes, vendor
personnel practices, vendor disaster recovery
practices etc.

(c) Clear and Concise Legal Definitions: The
contract with the vendor should be clear as to
services being provided. The statement of work
should include security needs of the
arrangement and the service level agreement
should define the expectable levels of security.
For example thresholds for notification of
suspected attacks at the vendors site impacting
the Organisations data. The ability to perform
further reviews such as audits should be
included in outsourcing agreement for periodic
reviews (Baker, 1998).

(d) Contingency Plan: Simply put, organisations
should have an escape route should the vendor
not be able to fulfill its obligations. It is
advisable to create and document plans for an
unplanned exit from the vendor. Careful
consideration to securing and recovering data
should be thought out. Also recreation of the
environment including security features should
be well documented.

[ computer

5.0 Conclusion

The popularity of outsourcing is increasing through
various marketing activities. However with the benefits
of outsourcing also comes the potential for some very
real risks, which can have direct impact on information
security and other processes within an organisation.
We conclude by enjoining organisations that are actively
planning to partake in outsourcing to examine closely
methods that have been proffered to identify risk and
mitigate those risks.
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Outsourcing of Software Components — Opportunities for Developing
Countries

Bamigbola, O.M; Daramola, J.O.

ABSTRACT

In recent times, outsourcing of software development processes by bigger companies,
mostly in the developed countries to the smaller companies of less developed
economies has become the order of the day. The rise in globalization, and the
advent of Internet, where virtually every kind of information is made available are
major catalysts. Outsourcing is the process of placing the development of certain
software tasks in a software development project in another development
organization. The general trend in these arrangements, in most cases, is for an
organization to place the outsourcing subcontract in places where it could get high
competence at a reduced cost. This could be in terms of cost of labour or other
development costs. The Asian countries and most notably India have benefited
tremendously from these arrangements. We also, believe that Africa and most notably
Nigeria can also draw from this software boom. We present in this paper, the issues
involved in the outsourcing and also provide recipes for strategic positioning for
outsourcing services patronage by corporate organizations in the Nigerian nation.

1. Introduction

Outsourcing entails the delegation of tasks or jobs from
internal production to an external entity such as
subcontractor. It is the process of placing the
development of system components in another
development organization with the aim of achieving
cost reduction and a gain in the time of development.
It has been established that when companies engage
in IT development outsourcing they are able to reduce
development expenditure by as much as between 30-
50 % [4].

Business processes can be outsourced to either
domestic subcontractors or offshore subcontractors who
are otherwise known as Outsource Service Providers
(OSP). The rise of globalization is making many more
companies in the developed countries to embrace
offshore outsourcing. This entails the subcontracting
of business processes to other countries in other regions
of the world. Most of these jobs are presently
outsourced to India (notably Bangalore), China, South
East Asia, and recently Russia, Eastern Europe,
Philipines and some former soviet republics, where
there exists cheap labour with high professional
competence [8]. The technical and professional
proficiency that exist in these countries compare
favourably with what obtains in the developed countries
like U.S.A at a relatively cheaper cost, which makes
the temptation to outsource irresistible.

These emerging trend also presents ample
opportunities for other developing nations of the world
especially in Africa and most notably Nigeria, because
of her huge manpower endowments and her perceived
potential capacity to emerge as a formidable outsource
service provider nation from within the African
continent. Statistics as at today, shows that Africa still
occupies the back seat in the global drive for a stake in
the IT outsourcing market.

2. Outsourcing : An Overview

In earlier times, the nature of software tasks was
monolithic, bestowing the task of hardware design and
implementation, the construction of operating system
and development of application software on a single
establishment. This was due to the lack of
standardization in the design of the computer hardware
and operating systems. This also made it difficult for
small companies to compete in the software
development market making only large software
companies to enjoy a monopoly. However, the
standardization of computer hardware platforms and
operating systems, which led to the emergence of the
PC technology in the early eighties, also created a level
playing ground for all categories of companies and
economies to become active in the software
development market [3].
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One noticeable trend, although more of a paradox, is
that while the hardware and software development tools
are getting cheaper, the nature of software development
processes are becoming more expensive as a result of
the growing and seemingly insatiable requirements of
users. Hence, the search for means to reduce the time
and cost of development, without compromising system
functionalities by developers.

The search for the so called silver-bullet [1] has lead
to emergence of many noble paradigms and approaches
to the software development process all with the
objective of producing software products that are
accurate, reliable and cost effective. Some of these
paradigms range from functional development, (based
on modularization), object-oriented software
engineering, agile approaches (Extreme programming
etc.), Component-based software engineering, aspect-
oriented programming and so on, leaving the developer
with the choice of adopting the most suitable approach
for his particular situation [12], [9], [13] [14].

The trend of globalization and the Internet has initiated
a massive drive toward offshore development
(outsourcing) which is the practice of moving
development and other IT work such as project analysis,
coding, testing and maintenance in developed countries
to software companies in the low-wage areas. One
software development approach that makes itself
amenable to this kind of situation is component-based
software engineering (CBSE).

Component-based software engineering is a new
paradigm for software development that is gaining
increasing relevance both in the industry and the
academia. The relevance stems from the opportunity
it offers software developers to model software systems
at a level of abstraction higher than the object level.
The notion is that software intensive systems can be
built by the composition of various reusable parts
(components). These components are able to integrate
and interact with one another at run time in order to
achieve the requirements of the overall system.
Therefore, the character of component-based systems
derives from the combined nature of the components’
behaviour and interactions. It is also concerned with
the means for the improvement, replacement and
customization of software components [2], [3].

A software component is a unit of composition with
contractually specified interfaces and explicit context
dependencies only. A software component can be
deployed independently and is subject to composition
by a third party [13]. Therefore acquiring a proficiency
in the use of modern trends of software engineering
like CBSE, will no doubt boost the potentials of any
establishment as an offshore outsource service provider.

CcoOomputer
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There are two general approaches that are mostly used
for offshore outsourcing. One is the setting up of
offshore branches or annexes in the chosen foreign
country, the second is the selection of certified outsource
service providers (OSP) in the foreign country. Nearly
all the fortune 500 companies use offshore development
services or have their own branches set up offshore.
Infact major hardware and software giants like
Microsoft, IBM, Apple, Dell, Novel, Sun and Siemens
have extensive offshore operations [8].

The seemingly irresistible appeal for outsourcing stems
from a number of reasons, some of these are:

1. It has become obvious in the developed
countries that a lot of money could be saved
on staff emoluments, equipment, training and
maintenance when projects are outsourced;

2. There is a shortage of IT professional in the
developed countries because of the rate of
technological development which has reached
a critical proportion. There are 340,000 vacant
IT positions in the United States of America
alone. [8];

3. Some of the countries to which jobs are being
outsourced have a more liberal business
environment with lesser taxes, less stringent
labour laws etc. compared to the developed
countries;

4. Lastly, because technical competence can be
acquired offshore at a cheaper price.

Moreover, statistical projections show that the practice
of outsourcing is not about to stop soon. Data from
IDC and Meta Group shows that 60% of midsized
companies outsource their high revenue (HR) functions,
including related IT systems and this is expected to
further increase. The Forester Research Consulting firm
has predicted that in the next 15 years, 3.3 million U.S.
service industry jobs and US$136 billion in wages will
move offshore to countries such as India, Russia, China
and Philippines. [5]

2.1 Benefits of Outsourcing

Outsourcing is like a two-sided coin that could presents
a win-win scenario for the partners involved and on
the other hand can lead to losses and regrets if certain
issues are not well managed.
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2.1.1 The Offshore Outsource Service Provider
(OSP)

The benefits that an outsource service provider can
derive from an outsourcing subcontract includes:

1. Profitable bargain from signed outsourcing
contracts leading to more profit.

2. Acquisition of more software development
experience through collaboration

3. More profit for the company, which translates
to higher potential for capacity building staff
welfare, better recruitments etc.

4. The Offshore country benefits from its
outsource service providers paying more in
taxes, wealth creation, and leading to general
boost in the economy.

Disadvantages:

1. There is always a huge expectation for
performance which atimes may be too
enormous to attain

2. Circumstance may develop that can lead to
abrupt termination of contracts which may
result in losses.

2.1.2 The Foreign Contracting Company

The contracting company also stands to benefit
immensely from the outsourcing arrangements in a
number of ways, these include [5]:

1. Acquisition of cheap technical competence with
high productivity. For example a company can
hire an engineer in India for US$ 10,000 a year
whereas it needs between $60,000- $90,000
to do same in the U.S [15]. Tables 2.1 - 2.4
shows some statistics pertaining to some
Outsourcing areas of the world.

2. Faster development is achieved with quality
standard.

3. There is a reduction in overall development
cost which may be up to 50% of the domestic
cost. This is because of the cost of re-equipping,
training of staff etc. will be removed.

4. There is improvement in the start-up time,
because it is much easier and faster to start-
up a project offshore that in-house, because
most of the offshore companies have developed
core competencies in some kinds of jobs and
have a structure that enables them to take
projects at any stage.

| &%) computer
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The retention of project management control
despite outsourcing is an advantage, once
definite schedules and deadlines for deliveries
are set and agreed on.

Protection of all intellectual property rights, as
it all belongs to the original company [6].

It also offers financial protection because
payments are made at definite agreed points
that milestones have been achieved.

Disadvantages [5]:

1.

There is a lot of risk involved in outsourcing
and so the outcome may not always be positive.

If proper deadlines and schedules are not put
in place, the project may not progress as
expected because offshore service providers
have the tendency to want to give priority to
the more profitable jobs.

It may resultin loss of jobs or redundancy of
domestic staff. This is still a boiling labour issue
in some of the developed countries [9].

Cultural difference can cause problems.

Communication problems due to language
barrier, and time zone differences in some
cases.

Incomplete project managenemt control due
to distance separation.

Security issues.

Since the development was not done in-house,
a detailed system audit is necessary, which
could turn out to be very expensive [5].

3. Modalities for Strategic Positioning

3.1 The Indian Example

India today, is a nation in rapid development. India’s

economy stands as at today as the fourth largest in
the world. Its economy recorded the second-fastest
annual growth rate at around 8% in 2003 and 7.5% in
the first quarter (April-June) of year 2004. India’s per
capita income is about US$ 2,540. India’s foreign
reserves amount to over US$ 120 billion. The exports
of goods and services of India’s IT and outsourcing
industries is 7 billion British Pounds in the 2003-2004
fiscal year. The overseas outsourcing revenue of
Bangalore is 32% of India’s total overseas outsourcing
revenue of 10 billion Euros [11]. See Figure 3.1 on
some statistics on India.
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These achievements by India and some other countries of these countries is hereby put together as a recipe
as presented by available statistics have been a result for the Nigeria model.

of careful and strategic planning and positioning from

the national to the corporate levels in these countries.

A careful study of the policies and procedures in some

Table 2.1: Source [10]

IT labour shortage developed countries Vs IT resources

available in Eastern Europe and India

U.S.A. 800,000 (by ITAA)

EU 400,000 (by Giga Information Group

Japan 100,000 (estimation)

Total ~ 1,300,000

EU candidates 150,000-2000,000 (estimation)

Russia 250,000-350,000 (estimation)

Other CIS Countries 100,000 — 150,000 (estimation)

India 520,000 (by Nasscom, 2001)

Total ~ 1,000,000 - 1,300,000

Table 2.2 Source [10]

Outsourcing Rates in  Outsourcing Areas
compared with the U.S.A and Ireland

US.A $80 / hour
Ireland $40 / hour
Outsourcing Areas
Poland, Czech Rep., Hungary, | $15 -30/ hour

Slovenia, Croatia, Slovakia
Russia $12 — 25/ hour

Bulgaria, Romania, Baltic states $8 — 25/ hour

Belarus, Ukraine,  Yugoslavia, | $6 — 25 / hour
Central Asia
India $20 / hour
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Table 2.3 Source [10]

Software Market Report 2001: Programmer’s Monthly
Salary Survey in Eastern Europe
Country Number of | Programmer
Companies Salary Per
Month in US
Dollars
Belarus 100 - 200 300 --700
Bulgaria 300 - 500 300 — 900
Czech Rep. 200 — 300 700 — 2500
Hungary - 800 — 2600
Romania 300 — 600 300 - 800
Russia 1000 — 1500 | 300 — 1600
Ukraine 800 200 - 1200

Table 2.4 Source [ 10]

Brain Bench Certification 3.2 Recipes for National Positioning
report 2001, Approx. 600,000 For a nation I|I§e ngerl_a to attain the des!rable level of patronage
from outsourcing services, a number of issues must engage our
tests in 30 IT categories attention. Some of these are:
U.S.A. 194211 1. Communication and Internet Infrastructure : We
- are in the age of knowledge driven economy, information
India 145517 technology being the key to accelerated development.
Russia 68050 Therefore, there must be a conscious systematic and
strategic approach for putting in place information
Ukraine 23349 technology infrastructures like Internet connectivity, and
. telecommunication at all levels just as emphasis is being
Romania 16122 placed on good roads, electricity, housing etc.
Bulgaria 8844 2. Knowledge: This is the key to development in this age,
Belarus 5481 which explains why none of the kingpins of OPEC
(Organization of Petroleum Exporting Countries) can be
Latvia 4597 reckoned as among the technologically developed. There
E - 5054 is a need to build knowledge both at the vertical and
stonia horizontal levels. The vertical level represents high
Kazakhstan 1471 professional competence. The high level education should
be research oriented and designed in a way that makes
Czech Rep. 1460 the results practical and applicable in driving forward the
- economy. For a nation like Nigeria to excel in IT outsourcing
Croatia 1070 there is a need to consciously build core competencies,
Yugoslavia 657 train and adequately equip our professionals, and students
at the tertiary levels with the skills and modern trends of
Hungary 630 computing. This is especially desirable in fields of software
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engineering like software reuse, object-
orientation, componentization etc., which bear
direct relevance to IT development
outsourcing. Sound knowledge acquisition is
a major milestone that have been achieved in
countries like India and South East Asia, that
is presently yielding a lot of dividends. Building
knowledge at the horizontal level entails
expanding the broad general knowledge of the
ordinary citizens, which involves giving broad-
based IT education at the primary and
secondary levels. This means that the focus of
our education should be targeted towards

-

of how long it can continue to do business
actively, since nobody will want to do business
with an OSP that is about to fold up;

The qualifications of the people that will be
working on the project, including a scrutiny of
presented resumes;

Also, evidences of core competencies of the
OSP in the particular project area, which should
exist in form of project case study reports,
company technical reports, research papers
etc. [4]

developing high quality research capacity at In the light of these, it becomes essential for any
the higher level and broad-based IT-spiced Organization with a vision of being an outsource service

education at the lower levels. provider (OSP) to be adequately prepared and be
correctly positioned.

3. National ICT Policy: We have been so

privileged that the Nigeria government has From the foregoing, a number of things are essential
seen the wisdom in having a national ICT policy, @S minimum standard for a prospective OSP. Some of

but we are yet to see the commitment of our these are:

national government to implementing polices
that are in tandem with the vision of the ICT
policy. For example following the Indian model,
nothing stops us from having our own form of
‘Bangalore’ in Nigeria, an outsourcing services

friendly zone which will be adequately equipped b.

and made conducive for attracting foreign
outsourcing services.

4. Globalization: As a nation, there is a need to
embrace more of the concept of globalization,
opening up for more cultural and economic
integration with the outside world. Nigeria,
particularly needs to improve on her global

image with such initiatives like the Nigeria  c.

Image Project [16] which will creates an
opportunity to present the good versions of
Nigeria to the outside world in order to correct
the problem of improper perception that is still
being suffered in some quarters, which can
have adverse effect on our ability to attract
outsourcing services.

3.3 Recipes for Corporate Positioning

There are a number of things that a foreign company
prospecting for an offshore outsource service provider
looks out for. Some of these include the business profile

of the outsource service provider OSP, which is expected d

to be made available on the web. Some of the other
details mostly sought are:

1. The kind of expertise that the OSP has;
2. The size of the OSP in terms of how big it is;
3. The financial stability of OSP and a projection

a. Presence on the Internet: Every prospective
OSP needs to have a proactive presence on the
Internet with a rich, dynamic and highly
interactive website.

Track Record of Ethics and Integrity: Every
prospective OSP must be ready to do business
the professional way (not the Nigerian way), with
a display of high degree of moral ethics in
business dealings. Foreign companies tend to be
strict on keeping to contractual schedules and
deadlines and defaults may most likely be
considered as contractual violations [6].

Development of Core competencies: Such
organizations needs to develop special skills and
core competencies and certifications in a way
that make them fit to compete favourably with
what obtains in the developed countries, since
this is the only way to attract foreign patronage.
Organization should also strive to attain
international technical certification such as SEI-
CMM Level 3,4 or 5 and ISO-9001 [7]. One
unfortunate scenario that must first be reversed
is the penchant of big Nigerian companies to
patronize foreign IT firms, which means that even
software jobs in Nigeria are getting Bangalored.

Improved Collaboration: Within our national

frontiers, IT outsourcing or subcontracting should
be further encouraged. The bigger companies
who have the weight and influence to bid for the
big jobs should begin to consider appointing
domestic outsource service providers. This will
enable more organization to learn the rules and
practice of outsourcing and thereby getting
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positioned for opportunities to provide offshore
outsourcing services.

4. Conculsion

Outsourcing as at today, is a global trend that presents
exciting opportunities for developing countries of the
world and Nigeria and Nigerian software developers
also have the potentials to partake of this, if concerted
efforts are made to be correctly positioned as outlined
in this paper.
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An Appraisal of the Problems Areas in the Partnership between Industry and
Academia in Nigeria

Uwadia, Charles. O; Longe, Olumide B; Ogege, Francis. I.

ABSTRACT

The benefits accruable to institutions, the industry and the society at large
from the collaboration between the academia and the industry in science,
technology and national development cannot be underestimated.
Unfortunately, such co-operation seems not to be so widespread in our
nation for now. What could be responsible for this trend of events? This
paper identifies among others corruption, diversion of equipments for private
use, managerial bottlenecks, lack of commitments, frequent change of
leadership and lack of exchange programs as some of the factors responsible
for this scenario. We offer possible solutions that will enhance partnership
and produce dividends that will not only be mutually benefiting to the co-
operating parties, but will also create an enabling environment for the

continuity of such partnership.

1.0 Introduction

The sharp negative differences between employer’s
expectation and the actual “on the job” performance
of graduates from Nigerian higher institutions has come
to the fore especially with the pace at which information
technology applications and concepts are rolled out at
short intervals. Staff retraining was one of the measures
adopted by organizations in times past to make up for
any inadequacy among graduate employees.
Universities, polytechnics and other tertiary institutions
are expected to (at least) be able to lay a proper
foundation on which organizations can build on. The
problem has, however, become acute, partly due to
the “computerization” taking place in all lines of career
pursuits and for the fact that an average graduate today
lacks some basic background on which industry can
infuse current knowledge.

According to Dorris (2003), technological and economic
progress demands that employees or job searchers be
computer literate. Software from Microsoft, Corel,
Oracle among others, are used daily in routine work at
all levels of business organizations from non-
management to corporate executive positions. In
making the transition from manual to automated
functions, e-mail and computer automated voice mail
often replace face-to-face meetings and live
conversation in industries and other organizations.

1.1 The Two Sides of the Coin

Venkat (2004) opined that industry view academics as

idealists detached from reality. But simply blaming
academia for industry’s current state doesn’t ameliorate
the problems. A situation where the two parties continue
to blame each other for the woes currently being
experienced will not bring any meaningful solution. As
the proverb goes, “it is the grass that suffers where
two elephants fight”; the grass in this case being
graduates from the various institutions and inefficiencies
in job delivery in the industries. It seems obvious that
the relationship between the industry and the academia
will have to graduate to a symbiotic one for the benefits
accruable from both ends to begin to manifest.
Academia and industry should collaborate more
meaningfully and productively. Although this statement
has been made by many, time and again, collaboration
has yet to go beyond obtaining grant money and
establishing inactive industry advisory committees
(Hedstrom, 1998).

4 /

Fig. 1.0” Collaboration in Progress
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2.0 Disharmony and Its Effects on the Players we can begin to see the gains from the collaboration
we all are yearning for. These are summarised as

Generally, academics don’t value industry experience.

. X . . . follows:

Worse, industry simply ignores academic experience.

This hostile attitude does not help any professional (a) Embezzlement of Provided Funds and Grants:
advancement. It prevents the academic system from The problem of embezzlement of funds
attracting seasoned industry professionals who have provided by the industry and organisations for
gained their practical insight by working on the field. the purpose of developing projects that will
In the same vein, some institutions in Nigeria do not be of great benefits to the industry is no longer
count working experience as part of the criteria for news. One advice that the authors’ feels will
placing applicants into academic positions. work at this time is for endowing firms to

release funds as progress is made with the
projects under funding. This will enable
industry monitor the progress of the projects
for which funds are released and minimize
corrupt practices.

Thus, a retired permanent secretary in the civil service,
with a Master’s or PhD degree could find himself as an
Assistant Lecturer or a Lecturer Il in a Nigerian
University peradventure he applied for a lecturing job.
This is contrary to the situation in the advanced

countries where so much value is placed on the wealth (b) Lack of continuity in leadership: Different
of experience from people within the industry willing academic leadership at departmental, faculty
to shift into academic careers. and management levels pursues different

goals. This lack of continuity does not augur

Similarly, few opportunities exist for academics to spend well for collaboration between academia and

their sabbatical working in the industry to solve real

problems. Another major problem faced by the Nigerian industry.

higher education sector is keeping instructors abreast (c) Diversion of funds and equipments sent in by
of current trends so as to students how to use the the industry for private use among academics
latest IT applications as it applies to various fields. Even is a common occurrence in our institutions. This
if instructors do find ways to keep current personally breeds lack of trust and discourage inputs from
and then attempt to modify course content to include the industry.

the use of new technology, they often find it necessary
to develop their own teaching materials because there
are no up-to-date instructional materials. For example,
part of the manpower in software engineering programs
should possess substantive practical experience and
insight, traits somewhat more valued in engineering
disciplines (Heiat and Spiver, 1995).

(d) Donation of obsolete equipments from the
industry to Nigerian institutions (mostly IT
equipments) does not represent genuine
interest in the academia on the part of the
industry. Such equipments rather than
enhancing the knowledge of the students and
staff for industrial applications, retards and

Employers commonly expect the engineering faculty takes them back in time. More money is also

to possess substantial industry experience because spent trying to maintain them.

designing and developing a real-world system pose

much greater challenges than writing a research paper.

In contrast, academia typically favours publications over

practical experience. Academia alone cannot extricate

itself from the current situation without the active
participation of industry and professional organizations
such as the Nigerian Computer Society (NCS), Nigerian

Society of Engineers (NSE), etc. Academicians dominate

professional societies, thus these societies primarily

reflect academics’ needs such as organizing conferences
and publishing magazines, journals, and conference
proceedings.

(e) The provision of an enabling environment by
the receiving institution for persons from the
industry to come in on leave to impart
knowledge on the students and staff is not a
regular occurrence in our institutions. This
exchange when operational will ensure a free
flow of knowledge and understanding that will
be mutually benefiting to both parties.
Industries will also have to open up their doors
for academia to come in on sabbatical in order
to understands current industrial processes so
students can be tutored along this lines.

(f) Using students in the industry as casual
2.1 Other Problem Areas. labourers and making them work in more
dangerous aspects of industrial processes
would not augur well for the development of
the academia. This is an obvious abuse of the

Apart from all that has been said so far, there are other
problem areas that we have to identify and tackle before
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student’s industrial experience schemes.
Industries and organisations must ensure that
students placed on industrial training are fitted
into appropriate positions within organisations
during industrial attachments (Lum, 1994)

(9)

The quest for immediate gains and lack of
vision for long-term benefits on the part of the
industry will not propel them to collaborate
with the academia.

(h) When students on IT are cheated and not paid
commensurate wages, students will be
discouraged from pursuing training in such
establishments talk less of pursuing a working
career.

(i) More forums must be established that will bring
together the academia and industry for the
purpose of interacting to the benefits of both
parties. Mission, vision, goals, and objectives
of industry must all be closely examined and
aligned with reality, while balancing tactical
needs with long-term strategy. Some energy
should be channeled away from introducing
more conferences and publications that only
results into the explosion of more or less the
same information packaged differently and
appearing in a plethora of forums (Macmillan
and Hamilton, 2000).

(j) Certification and licensing: Professional
societies should champion the need for and
administration of certification and licensing.
They should also liaise with government,
business, and industry to educate these sectors
about the significance of hiring licensed
professionals and the process involved in that
licensing. Currently, the market treats the IT
workforce as disposable labour. Societies
should actively seek to improve the stature and
public image of Nigerian professionals and
address issues that affect the careers of
graduates and practicing professionals.

3.0 Intellectual and

Collaboration

Property Rights

Some form of collaboration requires contractual
agreements between industry and academia. An
example is the implementation of a prototype developed
by the academia into real life project. Probably the most
important contractual conditions are the ones regarding
Intellectual Property Rights (IPR), confidentiality, and
the financial obligations.

Academic administrators seem to attach more and more

Ccomputer

-

importance to protection of IPR. Consequently, one
should reserve sufficient time for negotiating IPR
arrangements during contract negotiations. Intellectual
Property Rights define and protect the ownership of
information. IPR include patents, copyrights, utility
models, design patents, design rights (both registered
and unregistered), as well as other forms of protection
offered by law to inventions, designs, technical
information and applications (Longe, 2004).

3.1 Possible Information for Protection

Information requiring IPR protection can include
drawings, specifications, photographs, samples, models
processes, procedures, instructions, software, reports,
papers, correspondence and any other technical or
commercial information such as data and documents
of any kind. As a result of legal considerations this
definition of information concentrates on items, which
are made available in a hard-copy form. Therefore, if
any information needs to be protected which was given
during meetings in a soft-copy form (e.g. shown on
screens, or explained orally), then this information
should be minuted in hard-copy form immediately after
the meeting.

Regarding IPR one should distinguish between
foreground information and background information.
Foreground information is generated during the
execution of the collaboration project. Background
information is pre-existing information which is needed
in order to use the foreground information. It is
important to agree on the way in which the various co-
operating partners have access to each other’s
foreground and background IP. Industrial partners will
generally want to have a comprehensive license that
gives them all rights (at least for their field of
applications) to commercialize the “inventions” done
during the co-operation project (i.e. the foreground
information).

Academic partners will generally want to have financial
(and other) compensations for transferring the rights
on their part of the foreground information to the
industrial partner. This compensation may come in the
form of a one-time lump sum, or a fee for every time a
product is sold that uses the invention. Another form
of compensation may be in a sustained relationship: a
mid-term or long-term funding of the academic group
by the industrial partner. This should be arranged in
the contract.

An error often made by academic partners is that they
may estimate the value of specific inventions
unaffordably high. As on any market, excessively priced
goods which are not essential may not be purchased,
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and the potential buyer may seek a lower cost
replacement of comparable utility.

3.2 Publications Versus confidentiality

Academic researchers need to be able to frequently
publish about the results of their work. Although
industrial partners will recognize this need, their
interests should be protected, e.g. by applying for
patents before publication, and/or by omitting some of
the finer implementation details from the publication
(which is often possible without devaluing the
publication). Industrial partners also need to ensure
confidentiality of the internal information that was
disclosed to the academic partner. In a good cooperation
both partners should find a mutually agreeable way to
act in their own interests while not hurting the interests
of the other party.

4.0 Conclusion

This paper has been able to elucidate some of the
problem areas in the collaboration between academia
and industry in Nigeria. We have also offered possible
solutions that will enhance partnership and produce
dividends that will not only be mutually benefiting to
the co-operating parties, but will also create an enabling
environment for the continuity of such partnerships.

In addition to all that has been said so far, working
through professional societies to shape the curriculum,
providing real-world case studies for classroom use,
establishing programs through which institutions staff

-

you can spend sabbatical time in industry, and exploring
other avenues to strengthen cooperation would benefit
industry. Educators must recognize the profession’s
current reality , forge a vision for improving it, devise a
strategy for realizing this vision, then provide sound
leadership for its implementation. If we do not, “survival
of the fittest” alone will determine the profession’s
Darwinian future.
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IT Curriculum and Employment Situation in Nigeria

Z. Lipcsey, E. E. Williams, E. O. Ukem, R. C. Okoro

ABSTRACT

Information technology (IT), as an innovation for handling information, is
concerned with the various means of generating, processing and transferring
information using computers and telecommunications gadgets. Education
basically is aimed at equipping the citizenry for future employment. Therefore
for education to be effective it needs to be properly delivered. This means
that the curricula used in this teaching must be such that the candidates at
the end will fit into the required labour positions in a given country. The
curricula, which handle the IT training in Nigerian Universities and also
worldwide are the curricula of various computer science programmes and
computer engineering programmes with possible specializations (using
University of Calabar as a case study). The aim of this paper, therefore, is to
analyze the curricula of these programmes and find out, how relevant they
are to the present IT expectations and to the fast changing employment
Situation in Nigeria. This work examines the curricula of these programmes
for IT education in Nigeria with view to finding their relevance to employment
opportunities in the country and abroad. The job opportunities of graduates
in IT field vis-a-vis other fields are also discussed.

INTRODUCTION

The notion of curriculum is not new - but the way we
understand and theorize it has altered over the years.
There remains considerable dispute as to its meaning.
It has its origins in the running/chariot tracks of Greece
(ref). It was, literally, a course. In Latin curriculum was
a racing chariot; currere was to run. A useful starting
point for us here might be the definition offered by
John Kerr in his standard work on the subject. Kerr
defines curriculum as, ‘All the learning which is planned
and guided by the school, whether it is carried on in
groups or individually, inside or outside the school (Kerr,
1999).

Generally a curriculum is setup with a particular purpose
in mind. The process of forming the curriculum is divided
into five categories (Wheeler, 1979) namely:

[ The aims, goals and objectives

3 Selection of learning experience

[ Selection of content

[ Integration of learning experience and content
3 Evaluation.

One of the major difficulties of curriculum process is
the transition from general aims to the particular
objective of the classroom. To achieve the required aim
there is need to state the ultimate goals, derive the
mediate goals and finally from these setup the
proximate goals with a view to planning the specific
objective. The ultimate goals are the expected outcome
expressed as patterns or categories of behavior. IT is
not left out in this curriculum process in that once the
five phases of curriculum development is followed, the
ultimate goal will be such that will benefit the graduates
of such curriculum. The main problem today of the IT
curriculum is that the processes of curriculum formation
are not taken into consideration. In a situation where
an expected IT graduate is mostly saddled with the
philosophy of computing instead of the theories and
practice of computing, will not fashion the graduate to
compete with his/her counterparts from other parts
the world over.
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Currently Nigeria is on the receiving side of the
outsourcing process while the overseas countries are
the sources. With the world now effectively a global
village, events and trends elsewhere do have effect
here at home, which have to be carefully analysed, the
position fully understood and correct conclusion can
be derived. The IT curriculum needs to be updated
and new development will have to be carefully
incorporated. Considering that a curriculum is supposed
to prepare somebody to operate for life while
certification examinations target short-term skill for fast
productivity, professional examinations should be
enforced while certification examinations should be
encouraged. IT practitioners must be equipped to
consolidate the IT industry locally (common with
overseas target), while at the same time being able to
tap into the global international trends.

IT CURRICULUM PROCESS

It is helpful to consider the ways of approaching
curriculum theory and practice in the light of Aristotle’s
influential categorization of knowledge <http://
www.infed.org/biblio/knowledge.htm=>(http://
www.infed.org) into three disciplines: the theoretical
<http://www.infed.org/biblio/knowledge.htm>, the
practical and the productive.

Here we can see some clear links - the body of
knowledge to be transmitted, which is classically valued
as ‘the canon’; the process and praxis models come
close to practical deliberation; and the technical
concerns of the outcome or product model, mirror
elements of Aristotle’s characterization of the
productive.

THE NEED FOR IT CURRICULUM IN NIGERIA

The curricula, which handle the IT training in Nigerian
Universities and also worldwide are the curricula of
various computer science programmes and computer
engineering programmes with possible specializations.
In other words, we do not have any standard curriculum
to follow and plan for the future of IT operators,
including the knowledge package for them. If we were
to have, such a standard IT curriculum should:

[ Produce a model to follow in our universities, setting
up the aims and objectives, and strategies to
achieve such aims and objectives.

Plan and implement certification examination at
various levels.

Monitor future trends in IT profession and also make
changes in curriculum to reflect expected future
needs and employment.

Setting a model to follow: Setting up a model to
follow in training clearly defines the aims and the
objectives, and the goals, and also outlines strategies
to achieve the stated goals. Considering Aristotle’s
model discussed above, we see that the goal is the
product. The type of product is planned for during the
initial stages of development.

Plan and implement qualifying examinations: The
curriculum should allow for phased progress within the
profession. A similar strategy exists in some other
professions, for example in accounting and engineering.
Accounting professionals take qualifying examinations

syllabus

process

product

I

praxis

Fig 1. Curriculum framework ( Source: Aristotle: http://www.infed.org )
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at various stages, and perform certain job functions,
which are related to, and limited by the stage reached.
In engineering, the professionals are categorized
according to the qualifying examinations taken. Thus,
there are engineering technicians, technologists, and
engineers. Similarly the IT curriculum should allow for
such categorization. Certainly, IT professionals are not
all required at the same level. The work environment
demands that there be such categorization.

Monitor trends in IT profession: The IT curriculum
should be dynamic in nature. Trainers should monitor
and try to forecast the future trends and also make
changes in the curriculum to reflect expected future
employment needs. For example, a research carried
out by Paula Rice shows that over the next five years,
IT professionals will also need to continually upgrade
their technical skills to remain competitive (Rice, 2004).
But, more importantly, they will need to remain flexible
and adaptable. For example, a ‘well-rounded * skill set
is important. Large companies like IBM or Hewlett-
Packard can afford to hire three separate people to
handle systems administration, back-up and recovery,
and e-mail administration. But small to medium sized
companies must hire one person to handle all three
responsibilities. An IT curriculum should monitor the
needs of the industry and produce this type of
multitasking professionals, where knowledge in single
areas would not be as deep as it was in the old days
when five people worked together to do one job.

Apart from training multi-talented IT professionals,
there is going to be an increasing integration of work
and personal time in the near future. This is the result
of availability of powerful and portable computers. A
standard IT curriculum should be able to fashion our
future IT professionals towards achieving this type of
work life.

Companies and other business organizations aim at
maximizing profit. As Joseph Williams puts it, IT
education becomes more specialized in the future; and
that ‘the idea of specialization is that nations will invest
in what provides them natural competitive advantage
in the global economy’ (Williams, 2004). Currently more
US companies are outsourcing jobs, and countries such
as India and China take advantage of their low-waged
but disciplined and relatively well educated citizenry to
provide robust infrastructure for call centres, support
centres and software factory type of jobs. Williams’
work shows that ironically, the demand for off-shore IT
workers is starting to create pressures on wages;
consequently, several national governments such as
India and China are investing heavily in education to
increase the pool of IT workers and keep their
competitive wage advantages. Nigeria can work also
towards contributing to this pool of IT workers in the

world. Nigerian IT professionals need to be able to
sustain the growth of the industry at home while at
the same time not losing sight of global trends, but be
in position to ‘ flow along’. The time to start is now!!
What can attract any company to outsource in Nigeria
apart from wages and training specialization is our
ethics. We need to reconsider our work ethics and
change our work-life if anything meaningful can happen.

EFFECTS OF NON-STANDARD CURRICULUM

From the fore going it is obvious that curriculum
formation is useful whenever the basic factors are
considered as being important. When this happens
there is a proximate value that will help in the
development of not only the individual but also the
society. Most youngsters today engage in roadside
computer training. One wonders what the curriculum
used in such places is like. Is it one drawn up by
knowledgeable persons or one by the sole proprietor
of the training school? The obvious simple answer is
that it is the one by the sole proprietor of the school. If
that is the case, could one honestly consider the
outcome of this as a good IT training? If the answer is
no, then something has to be done to make sure that
an appreciable standard is put in place to guard against
this ugly situation. The effect of this type of training is
not only that the candidate cannot fit into the society
but also that the profession as a whole is being dragged
into the mud. In our opinion, the way forward is not to
discard or outlaw these schools. Obviously a need exists
for the caliber of professionals they are attempting to
produce, as evidenced by the known demand for them.
They should be serving a useful purpose, only that the
quality is doubtful. Measures should be taken to ensure
that they apply a curriculum properly designed for that
level of manpower. We feel it is not beyond the Nigeria
Computer Society (NCS) and the Computer
Professionals Registration Council of Nigeria (CPN) to
bring this about.

Today every establishment wants IT professionals. This
could only be achieved if the curriculum used could
meet the required standard, which will in turn give the
candidate the expected confidence to perform. Since
this technology seems to be what everybody wants,
there must be standard to avoid “quarks” in the
profession.

CONCLUSION

The IT curriculum in Nigeria must be overhauled with
view to having more reasonable structure that will meet
the International standard. This will not only give the
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graduates the confidence to work but will also offer
them the opportunity to work anywhere in the world.
To achieve this, knowledgeable professionals should
be involved in IT curriculum development.

Currently Nigeria is on the receiving side of the
outsourcing process while the overseas countries are
the sources. With the world now effectively a global
village, events and trends elsewhere do have effect
here at home, which have to be carefully analysed, the
position fully understood and correct conclusion can
be derived. The IT curriculum needs to be updated
and new developments need to be carefully
incorporated. IT practitioners must be equipped to
consolidate the IT industry locally (common with
overseas target), while at the same time being able to
tap into the global international trends.

The general unemployment situation in the country at
the moment is rather high, compared with that of the

industrialized countries. A properly developed IT
curriculum would prepare more Nigerians to take up
jobs locally and also anywhere in the world, thereby
helping to reduce overall unemployment figures.
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Enhancing Software Engineering Practice through Result-Oriented Academia/
Industry Collaboration

Adewumi, A.O; Sawyerr, B.A; J.0.A. Ayeni

ABSTRACT

There have been some informal ways by which the Universities and industrial or-
ganizations work together including student industrial attachment, job placement
and industry projects aimed at completing a degree program. However, giving the
peculiar circumstances and situations in developing countries like Nigeria, such
collaboration has not been yielding expected results. Meanwhile, many developed
countries had made great impact in software engineering practices and they had
attracted a lot of governmental interest due to the formal collaboration that exist
between the academia and the industry. What then makes collaboration success-
ful? In this paper, we review some of the factors that had helped developed coun-
tries achieve success. We then discuss and advocate for a more formal collabora-
tion between universities and the industry organizations in order to enhance soft-
ware engineering skills for practitioners and the marketability of IT achievements
and advancement generally. We provide insights into what should be the nature,

benefits, and process of such formal collaboration in Nigeria.

1.0 Introduction

This is the strategic time to start investing in industry-
university partnership that put the product of university
research work in the economy - Richard Atkinson,
President, University of California

Collaboration is defined as a formal, joint effort by a
university (or universities) and a business or
government organization(s), where each party provides
specified products and services to achieve common
goals [6]. This was the definition given by Dennis Frailey
during his talk which eventually motivated the Industry/
University (1/U) subgroup of the Working Group on
Software Engineering Education and Training (WGSEET)
to begin investigating reeducation collaborations
between academic institutions and industry for non-
software engineers.

Partnerships and collaborations between educational
institutions and industry, for the purpose of research
and education are an important means of establishing
and maintaining relevance to practice in the engineering
curriculum [15]. They facilitate sustained contact
between faculty, students, and practicing engineers.
They also provide a means for corporate organizations
and industries to access expertise and facilities at
university campuses, and gain visibility among potential
employees.

As with all successful relationships, collaborations must

be based firmly on mutual trust, respect, and a
willingness to understand and respect the institutional
imperatives of the other partners [15]. Collaborations
involving industry and universities can be beneficial for
all participants. In order for these activities to achieve
their potential, however, a solid foundation must be
established. This foundation consists of a clear common
understanding of each partner’s long term vision for
the collaboration (and compatibility of those visions),
and a plan that involves sufficient resources to move
the effort through its initial stages. However, motivating
creative and smart people to work together can be
one of the hardest aspects of industry/academia
collaboration, especially where various arrangements
and agreements need to take the commercial interests
of industry into account as well as the highly aspirational
interests of individual researchers [9].

In most developing countries like ours, universities and
industry organizations have traditionally maintained
informal ways of working together, including student
industrial training programme (SIWES), graduate
employments, and industry capstone projects to
complete a degree program. However, a formal
collaboration between a university (or group of
universities) and an industry organization (or group of
organizations) was proposed in [13] to meet the critical
needs of software engineering education and training.
A number of questions were raised in view of having
successful industry/university collaborations for software
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engineering education and training. These are:
[ Why collaborate? What are the benefits?

O How would we start, and then operate,
collaboration?

1 What makes collaboration successful?

These questions formed the basis of a survey carried
out by the SEI (Software Engineering Institute) Working
Group on Software Engineering Education and Training.
The survey was conducted for both academic and
industry representatives of the 23 collaborations
documented in the 1997 Directory [1]. After thorough
examination and analysis of the research survey, the
SEI working group came out with a number of facts as
well as a formal model for establishing successful
industry/academia collaboration. We present some of
the results of the survey in this paper.

2.0 The Need for Collaboration

The main reason why we need collaboration between
the academia and industry is the current trend of poor
funding of tertiary institutions in Nigeria especially the
nation’s universities. This problem could be seen as a
great challenge by the academia and industry to seek
for more result-oriented and successful collaborative
efforts that could sustain our systems. This collaboration
was actually one of the secret of the development of
universities in the developed world. A research study
carried out by Kim, S. (1997) reported the multiplication
of university-industry collaborations United States in
the past decade due to response to the competitive
pressures for U.S. industries in the global marketplace
and the cutback of the federal R&D budget owing to
rising federal deficits [10]. As the funding by the U.S.
government declined academics were forced to seek
funding from industry. Many academics find industrial
funding attractive as this involves less control and less
red tape than federal funding. Moreover, the time to
produce research proposals will be considerable reduced
as governmental regulations related to scientific and
financial accountability is excluded. Academic
researcher can then achieve greater efficiency and more
independence in their work.

As evident in our universities and the country in general,
universities and even industry now exist in a harsh and
competitive economic climate. Cost of research has
escalated. Davies R.M (1996) supported the need for
universities to seek financial support from industry as
conventional sources of funding via viable collaborative
research programmes [2].

In [13], the result of a survey of formal industry/
university collaborations conducted by the SEI Working

Group on Software Engineering Education and Training
in 1997-98 was presented. They identified the purpose
of collaborations as meeting the software engineering
education and training needs of adult learners through
joint ventures such as graduate programs (degree and
certificate) and professional development activities
(customized classes, seminars, forums, and
conferences).

There are many reasons for forming industry/university
collaboration. According to SEI working group on
software engineering education and training [1,8], these
reasons include fulfilling an organization’s education
mission, accessing education and training resources,
gaining competitive advantage, addressing business
growth, achieving cost savings, enhancing
organizational reputation, increasing revenue, accessing
research and tool resources, and providing a staffing
source.

2.1 Cases of Collaboration

The prevalence and vitality of research partnerships
between industrial organizations and universities have
increased dramatically over the last two decades in
the developed countries [8]. Collaborative partnerships
have become strategic assets for companies that face
increasingly rapid technological change, increasingly
intense international competition, and diminishing in-
house research resources [8].

A number of existing collaboration between academia
and industry from Germany is reported in [4]. These
include an informal collaboration in form of small
workshops organized by professional organizations,
meetings, discussions; Small fully funded projects;
Funding of PhD-projects; and Cooperative projects with
public funding. Graduates were reported as the most
important means of transfer from academia to industry
(and vice-versa). Some graduates start with the R&D
departments or groups of a company involved in the
collaboration. Moreover, graduates with industrial
experience are in many cases preferred as university
lectures.

In 1995, the Working Group on Software Engineering
Education and Training (WGSEET) was formed with the
mission of improving the state of software engineering
education and training [7]. An ad hoc group of
international professionals from academia, industry, and
government within WGSEET was formed with a focus
on the education and professional development of
software practitioners through degree programs,
continuing education, on-the-job training, etc. The
Industry/University (1/U) subgroup is a subset of
WGSEET members whose focus is to explore and foster
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collaborations between academic institutions and
industry. The Industry/University (1/U) subgroup
investigated active collaborations between companies
and universities in which employees without formal
software education are reeducated to become software
engineers [6].

The case of Norsk Hydro, a major worldwide producer
of light metals aluminum and magnesium and a leading
producer of aluminum alloy extrusions collaborating
with the Norwegian University of Science and
Technology NTNU, which conducts research on all
aspects of aluminum production (smelting, casting,
extrusion) as well as well as application of extrusions
in marine, automotive, and civil construction was
reported in [15]. The collaboration started with series
of planned meetings between the company and the
Departments involved where a number of issues were
cleared including, general requirements and
expectations for sponsored research, intellectual
property agreements, and possible modes of interaction
(joint research, student and faculty exchanges,
industrial internships and employment).

One of the agreed areas of collaboration was sponsoring
of some relevant research projects on which graduate
students were admitted for their Masters and PhD
programmes. Chairs were also funded while a number
of students were granted internship and/or
employment. Workshops were also jointly organized
and sponsored to discuss and share research ideas that
could benefit both parties. Perhaps most importantly,
the partnership provides an important element of
industrial relevance and cultural diversity to the
education of students in the participating programs.

Another case study that is instructive is the collaboration
between the Cardiac Rhythm Management (CRM)
organization at Guidant Corporation and Embry-Riddle
Aeronautical University (ERAU) [11]. The aim of the
collaboration is on technology transition. This involves
developing the professional skills of the software
engineering students by providing them with real world
problems, scenarios, and modern techniques in a
student-oriented research laboratory. The gains for the
industry includes but not limited to skilled and market-
ready graduates, and tools for architecting and
designing software for critical-safety systems.

Two series of conference was held in Czech Republic in
August 1999 on the ‘Progress through Partnership’ at
the Technical University of Ostrava and the Technical
University of Prague, Czech Republic respectively [14].
The purpose was to bring a team of U.S. Engineering
educators for participation in the conference (ICEE-
99) so as to foster the formation of collaborations that
would promote international activities in curricular
development and increase international awareness

among their students. According to the report submitted
for a post-conference workshop [14], the following were
agreed upon:

1. That International partnerships and alliances
in education and research are the key factors
for progress through partnerships.

2. Faculty/student exchange program is
considered as an ideal vehicle to put
international university programs into action.

3. Global industry-university interactions are
instrumental in improving education, training,
and cultural understandings of the future
engineers for career opportunities in global
markets.

4. In order to provide a forum for international
collaborations and alliances, the formation of
an international society for engineering
education or a network for engineering
education and research was deemed necessary.

As the number and durability of joint ventures rises,
understanding of the factors that contribute to their
success and to the satisfaction of the partners grows
[8]. Many assume that industry looks to academia
primarily as fountain of basic, leading-edge research.
Entrepreneurial academics turn to industry for additional
funding and for access to state-of-the-art facilities and
equipment.

One major observation from past research findings on
collaboration is the recognition that immediate
commercial return is neither the only, nor necessarily
the predominant, motivation for companies to enter
into research relationships with university scientists.
Rather, many industry leaders state they value
universities most as wellsprings of scientifically trained
personnel (Government-University-Industry Research
Roundtable, 1997) [12] and as windows on the future
of technology.

3.0 Models of Collaboration

In their assessment of industry’s interest in university
research, it was reported in [8] that at least two sets
of factors contribute to continuing uncertainty about
the means of predicting or evaluating success in
industry-university collaborations. First, the range of
models or structures for collaboration is extremely
diverse. A corporation may fund a specific project or
an individual investigator as a consultant; a consortium
of companies may contribute to university-affiliated
research or technology centers; or corporate, state,
and federally-funded academic investigators may
collaborate, either on short-term projects or on long-
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term programs. As the structures of these partnerships
vary, so do the expectations of participants and the
criteria by which success can be defined and evaluated.
Second, the general use of quantitative indicators of
performance and success, such as the number of
patents, publications, or new products, fails to capture
the diverse benefits from joint research ventures that
both corporate and academic participants seek.

A number of models of collaboration between the
industry and university have been proposed in literature
[13]. A summary of possible model is given below:

[ Single Company/Multi-University Model

O Multi-Company/Single University Model

[ Single Company/Single University/State Support

Model

O Multi-Company/Multi-University Model

I University/consultant collaboration

The choice of model depends on the extent and ability
of the interest group to initiate collaboration. The
objectives and goals for setting out the collaboration
might also be an important factor in the choice of the
model.

Meanwhile, the most important thing is not necessary
the model but the attempt to knowing what the
industry/university collaborations should offer. Itis very
important to devote sufficient attention (time, energy,
patience and alertness) to the phase in which the
collaboration is formed, regardless whether one is
setting up a 2-party collaboration or a multi-party
consortium [5].

According to [8], successful collaboration is meant to
offer a variety of software engineering education and
training activities including classes, seminars,
conferences, workshops, and certificate and degree
programs. The title and nature of courses to be covered
will be as agreed to by the partner and such as will
benefit both or at least fulfil their stated objectives.

3.1 A Formal Model for Industry-University
Collaboration

One of the most crucial steps in a successful
collaboration is initiation [8]. Most successful
collaboration started by way of deliberate seeking out
a new contact with industry, university, or government
to establish the collaboration, while few just expanded
an existing relationship to get started. Faculty
Professors having link with industries (e.g as
consultants) could also initiate collaboration. Formal
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agreement such as a charter, memorandum of
understanding, or contract could be evolved as the basis
of such collaboration.

A formal model for initiation and implementation of a
successful collaboration as provided in [8] is presented
in Figure 1.

3.2 Guidelines for Choosing Collaborative

Partners

Gerritsen, F.A (1999) gave some guidelines regarding
the choice of collaborative partners as follows:

[ Optimization = seeking a minimum, not a
maximum - in term of mutual advantages of
the partnership

O

Quality - of the potential partner

O

Reliability - in terms of integrity (maintain high
ethical standards), commitment and
responsibility (do what was agreed, in spite of
problems encountered), transparency (be open
about what is being done, by whom, when,
and how), confidentiality (be capable of
properly balancing the academic interests of
publishing versus industrial interests of
patenting or keeping secret), and /loyalty (give
negative feedback only to partner, not to third
parties).

Complementary - in terms of each others
capabilities (and knowledge, experience, etc.).

Expectations - must be clearly stated,
understood and agreed upon.

Mutual dependence - An optimization algorithm
would tell you to cut away partners on which
you are insufficiently dependent.

Chemistry, mutual respect and understanding
- good degree of inter-personal compatibility,
mutual respect and understanding is
indispensable. Understanding of the limitations
imposed by the partner’s local environment is
also very important.

Competition - It is very hard to successfully
co-operate with a direct competitor for a
prolonged amount of time.

Duration - Although sometimes this may be
hard to work out immediately, it is important
to assess what the potential partner’s intentions
are regarding the intended duration of the co-
operation.
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Figure 1: Academia and Industry Collaboration Process (Adapted from [8])
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4.0 Benefits of successful collaborations tolerant of complexity. The most important impacts
for the university are the impacts on students and the
impacts on faculty [3] as students and faculty are the
primary producers of the university’s basic outputs:

Universities are described as one of the most complex discovery and learning.
communities that have been devised by humankind
[3]. Society has many and high expectations of
universities. Universities are full of clever people,

4.1 Possible Conflict of Interests in University-
Industry Collaborations

A conflict of interest occurs when a reasonable act that
would serve one interest at the same time compromises
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another interest. For example, for students, the principal
goal is evidently education at different level (graduate
or undergraduate) with different goals (general,
disciplinary, skill specific). In the context of industry
interactions, another interest is employment interests
which include the effectiveness of the training side of
education, reputation of the university or program, and
informal and formal contacts with employers. To the
same extent that students are involved with
commercially valuable research, they also have
significant financial interests in the intellectual property
they create.

For faculty, members share many of the student
interests, not only the education interests but also,
particularly for graduate students, their employment
related interests. Some professors are also seen as
having interest in community service, most notably for
us, in building productive partnerships with industry.
Finally, there are very important selfinterests, including
prestige, financial reward, and intellectual adventure.
However, for the Industry the primarily is on how they
might provide returns to its shareholders. Thus
commercial success is the strongest interests of most
industries.

An attempt had been made to describe academic and
industrial cultures to clarify the extent of conflict of
interests between universities and industry [10].
Academic culture was defined as the collective, mutually
shaping patterns of norms, values, practices, beliefs,
and assumptions that guide the behavior of individuals
and groups in an institute of higher education and
provide a frame of reference within which to interpret
the meaning of events and actions on and off the
campus [10]. Academic culture influences individual
faculty members through institutional goals, size,
complexity and missions. The definition of academic
culture was expanded with three basic academic values
introduced [10]: The first basic value is the pursuit
and dissemination of knowledge as the purpose of
higher education. The second basic value shared by
faculty is autonomy in the conduct of academic work.
The third shared value is collegiality, and it is
demonstrated in a community of scholars that provide
mutual support and opportunities for social interaction
and in faculty governance. Thus, according to faculty
members, an ideal academic community is a college or
university in which the pursuit of learning, academic
freedom, and collegiality are strongly held values

On the other hand, industry flourishes by controlling
knowledge [10]. The industrial imperative is to garner
a profit; knowledge with which one can generate a
new product or process which is private property for
industry. Therefore, industries tend to protect
themselves by wielding their proprietary rights over

knowledge generated by a university. As industry has
grown more inclined to assert proprietary rights over
research findings generated by faculty members, the
incompatibility of such protectiveness and traditional
values of open research has become obvious.

Research publication is a fundamental value in
academia. Reputation is dependent on publication in
refereed journals. For industry, however, publication
may reveal critical information essential for a
commercial product. Therefore, funding companies
require a delay of publication in order to hold a
technological advantage. Research findings may be
published when they can no longer help the competition
in the marketplace.

One of the fundamental fears expressed in the past is
whether university-industry collaborations would
threaten traditional academic values [10]. Of particular
interest is the extent to which R&D collaborations affect
the traditional missions of the university including
teaching and research. Although some research reports
were said to have held that view earlier, but the
important conclusion of an empirical study carried out
by Kim, S. (1997) is that academic involvement in
industry-related research does not seem to affect the
university mission of teaching and research negatively.
Better yet, the benefits universities receive from
university-industry collaborations appear to enrich
professors’ educational roles.

4.2 Potential
Collaboration

Benefits of a Successful

The primary observation of a survey conducted and
reported in [6, 7] is that these collaborations provide
significant benefits for all three major stakeholders:
the industry partner, the academic partner, and the
students. Industry feedback indicates that companies
benefit from a larger, more highly trained workforce
with a higher level of knowledge and skills while
retaining large stores of domain knowledge held by
the existing employees. Universities benefit from
increased visibility of their programs, as well as from
the dissemination of a real world vision of software
engineering throughout the faculty. Students benefit
by becoming more highly skilled workers, with higher
job satisfaction and more career mobility [6, 7, 11, 13].

However, as stated earlier, not all benefits from
successful collaborations are immediate and tangible.
A summary of the benefits (long- and short-term)
derived from successful collaboration that exists
between participating industries and universities in the
survey carried out by the SEI working group on software
engineering education and training [1,8] is presented
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Financial benefits

[ Increased university and partner revenue 5.0 Industry-University-Government

. Roundtable for Enhancing Engineering

[ Cost savings Education [IUGREEE]: A Challenging
[ Reduced training costs per employee Example

1 Some revenue for program deve|0pment At this jUnCtUre, we would like to present a case Study

of what was done to foster industry-academia

O Increasing support for research programs collaboration in the developed world as a way of

challenging the three major stakeholders in Nigeria

(government, university, industry) to follow suite. We

Business growth present a case of Industry-University-Government

. . Roundtable for Enhancing Engineering Education

03 Opportunity for follow on business [TUGREEE] formed in the United State as reported in

[ Attracted students for degree programs [12] It is our believe that our eXiSting IT and IT-

based industry, government parastatals and ministries

O Enhanced partner's marketing as well as professional bodies such as NCS, CPN,

I Extended the reach of the university ITAN, etc. will learn from this case study.

The Industry-University-Government Roundtable for

Enhancing Engineering Education [IUGREEE] was

Fulfilling an organization’s education/training formed in 1995 to provide a collaboratively developed
mission voice, vision and action agenda for engineering
education reform. Most past efforts to reform
engineering education have been developed
[ Best use of our company’s training resources Predominantly from a university perspective. A strong,
sustained industry voice and vision that clearly articulate

O3 Fulfils company training requirements for  strategic changes in engineering practice, changes that
specific courses should prompt education reform, were however
deemed necessary hence the formation of the
Roundtable. IUGREEE used the term engineering in
the broadest sense to include both traditional practice
in design and manufacturing as well as computing and
information technologies, and emerging opportunities
for those with engineering preparation for practice in
1 Better name recognition for both parties mediCine, ﬁnance, IaW, bUSineSS, etc. ThUS, their idea

could be useful to us in the software engineering or
I Public relations benefit and local credibility from  proadly IT profession.

the partnership

[ Top quality training

[ Occasional use of academic knowledge and
courses to supplement industry training

Enhancing organizational reputation

5.1 The 1-U-G Roundtable Concept - Original
Providing a staffing source Premises

[ Excellent sources of interns and potential hires  The formation of the Roundtable was based on two
basic ideas [12]:

1. The need for Actions rather than further
recommendations. The body was primarily
3 Knowledge of workings of the opposite sector designed to establish a viable process to deal with
identified and additional issues, concerns and
changes in priority that would inevitably arise as
progress was made and the future unfolded;

Others

[ Sharing of knowledge and experience of
member companies

3 Insight mFo member companies tr_almng 2. The prominence of the Industry:
programs, issues, problems, and experiments
Though operating in a true working together spirit

[ A community of practitioners able to share their among representatives of industry, academia,

expertise as a community of learners rather
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government, etc., the Roundtable was industry-
led. The reasons given include [12]:

[ A substantial majority of engineering graduates
are employed in professional practice. Industry,
as the prime employer, should know better than
anyone else what it needs and how technology
will be applied

Industry has the responsibility to take a
leadership role in defining and acquiring what
it needs to serve its stakeholders and remain
viable in the global market.

The engineering education system benefits
from a knowledgeable industry perspective that
constructively contributes to reform initiatives
by other stakeholders in academe and
government.

Since its inception in 1995, the Roundtable has
organized several meetings hosted by different
companies. Memorandum of Understanding that
amounted to a written handshake agreement had been
written. Action teams have been formed and activities
have included preparation of several technical papers.
Significant among these writings were efforts to
describe in some specificity what industry needs in
terms of university preparation of undergraduate
engineering students. An IUGREEE vision of engineering
practice as foreseen at an arbitrarily selected time
horizon of the year 2010 is currently being validated
on an industry-wide basis.

5.2 IUGREEE Objectives

The specific objectives of the IUGREEE are to [12]:

O Articulate and draw attention to critical issues
that will affect engineering education as
perceived from an evolving industrial
perspective.

Develop action agendas to accomplish needed
reform in engineering education

Facilitate implementation of these agendas
through existing organizations and mechanisms
i.e. use existing resources to the maximum
degree possible.

5.3 IUGREEE Organization and Operation

The IUGREEE is made up of three components, Action
Teams, a Policy and Steering Team and a Council, which
interact with industry, universities and other
organizations (government agencies, professional
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societies, etc.) as required. The IUGREEE remains a
voluntary affiliation of individuals representing their
various organizations and institutions operating under
a simple agreement to support the aims of the
organization. Membership is free. The IUGREEE
membership meets twice each year at various sites
selected by a hosting organization (company, university,
etc.) to report on the status of current activities and to
coordinate planned future efforts.

We believe that the formation of this type of Roundtable
will go a long way to assist in achieving the goal of
encouraging and establishing better collaboration
between the academia and industry that will help to
combat with some of the main problems confronting
our nation - including poor funding, lack of facilities,
slow pace of industry growth due to shortage of
innovative ideas, etc.

6.0 Recommendations for Stakeholders

[ The current Student Industrial Work Experience
Scheme for tertiary institutions can be made
attractive to Industry partners by introducing
some tax relief for every student that an
organization employs during the programme.

The establishment of a body that will be
responsible for collaborations between
academia and industry. For example the
Manufacturing Association of Nigeria (MAN) can
facilitate a forum for academia/industry.

Departments at every tertiary institution could
create a database of Alumni.

Extending the obligations of CPN/NCS/ITAN in
enhancing collaboration between academia
and industry.

The setting up of dedicated committees or
groups who would liaise with Research and
Development departments of Organizations.

Joint Training/Conference of academia and
industry.

Need to form working groups that will be
responsible for collaboration issues

7.0 Conclusion

There are significant benefits derived from the
collaboration of universities and industry aimed at
meeting the professional development education and
training requirements of software engineers. Many
universities and industries in the developed world have
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benefited immensely from their established
collaborations. University lecturers are given much-
needed exposure to practical applications and industry
trends. They, in turn, enhanced their development,
equipment procurement, and other resources for
research and consulting. The industry also gained a lot
from such relationship such as technology transfer,
employment of skilled labour (graduates) etc. We
therefore hope that a number of our recommendations
will be observed. Just like the IUGREE stated, we need
immediate ACTION rather than unimplemented
recommendations due to biases or other reasons.
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Are Public-Private Partnerships the Future for IT Higher Education in Nigeria?

Godwin Ariguzo, Timothy Shea, Rupert Ward

ABSTRACT

This paper reviews Nigeria's current status in the world and within the Sub-Saharan
region, examining the Higher Education market, private computer industries within
Nigeria, and NIDTA, a national initiative designed to dramatically improve Nigeria’s
competitiveness in computer industries. The results of a preliminary research study
into the current effectiveness of Public-Private Partnerships within Nigerian Higher
Education are then discussed. The research study addresses the perceptions of
computer industry and Higher Education representatives towards greater
competitiveness in Nigeria’s IT industry. The survey is presented along with
preliminary results. The authors then provide a discussion of further steps which
will be undertaken in terms of both continued research, and recommendations for
how Nigerian Higher Education Institutions and computer-related business can
become a more integrated community in order to make Nigeria more competitive.
It is suggested that a Community of Practice would provide an effective method of

further facilitating Public-Private Partnerships within Nigerian Higher Education.

Introduction

Since gaining its independence from the United Kingdom
about 45 years ago, Nigeria has been controlled for
most of those forty-five years by a series of military
administrators who have for all practical purposes
presided over the precipitous decline of the Nigerian
Higher Education system. The woes of the Nigerian
educational system from the Primary to Tertiary levels
have been well documented (Saint et al, 2004; Dike
2004). In the primary sector, schemes such as the

much-lauded Universal Primary Education (UPE)
launched in 1976, and the Universal Basic Education
plan established by President Obasanjo, have failed to
deliver universal primary education to all (Dike, 2004).
Between 1991 and 1998 primary school completion
rates were between 61 and 77 percent—a “C”
performance at best (see table 1). The transition rate
from primary 6 to junior secondary was even worse
(see table 2). Clearly the goals outlined in the UPE
were not being realized.

Tablel: Primary School Completion Rates 1991 to 1998, by
Gender (percent)

1991 1992 1993 1994 1995 1996 1997 1998

All 60 70 73
Male 61 71 72
Female 59 70 74

75 69 64 67 65
77 69 63 68 68
72 71 65 64 61

Source: Derived from The World Bank, 2003.

Table 2: Transition Rate from

Primary 6 to Junior Secondary

School 1 1991 to 1998, by Gender (percent)

1991 1992 1993 1994 1995 1996 1997 1998

All 48 52 50
Male 47 55 55
Female 48 53 53

48 42 40 40 38
53 46 38 38 37
50 44 42 41 39

Source: Derived from The World Bank, 2003.
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Even the Higher Education system has not faired much
better than its primary and secondary education
counterparts. Once considered by many experts at
home to some of the world’s leading universities such
as the University of Ibadan (research in tropical health)
and Ahmadu Bello University, Zaria (research in
agriculture) the Nigerian Higher Education system is
now a shadow of its former self. These two were among
the six leading universities in Nigeria prior to the oil
boom of the 1970's. The pressure to expand university
enrolliment during the oil boom led to the establishment
of many more universities and the subsequent explosion
in enrollment. Enrollment grew at an annual rate of 12
to 15 percent in the 1980’s and 1990’s, from 55,000 in
1980 to more than 400,000 students in 2002 (Dike,
2004). The first generation universities (Ahmadu Bello
University, Zaria; University of Ibadan; University of
Nigeria, Nsukka; University of Lagos; and Obafemi
Awolowo University, lle-Ife) were all established
between 1948 and 1965. Today, 40 public universities
and 8 private universities enroll over 400,000 students.
With these numbers, Nigeria possesses the largest
university system in Sub-Saharan Africa (Saint et al,
2004). In spite of these data, Nigeria with only 4
percent enrollment of university age cohort in Higher
Education is comparatively low compared to South
Africa at 17 percent, India at 7 percent and Brazil at 12
percent (Saint et al, 2004).

During the various military administrations, many
Nigerian scientists and intellectuals left the country to
North America and Europe depleting the universities
of its research and knowledge creation class. With 20
percent of Africa’s population, Nigeria can only boast
of 15 scientists and engineers engaged in research and
development per million people compared to 168 in
Brazil, 158 in India, and 4,103 in the United States
(World Bank 2002a).

Gradually, in the past few years, since President
Olusegun Obasanjo’s election in May of 1999 and re-
election in May 2003, it appears that the draconian
Higher Education policies of the former military
administrators are now being steered in the right
direction. Since taking office, the President and his
leadership team have embarked on a mission of
restoring some of the funds cut from the educational
system, albeit at a modest rate. The Obasanjo
administration has identified Information Technology
as one route the country should take to diversify its
economy and become a global player into the next
century. It did this by creating the Nigerian National
IT Policy and the implementation board The National
Information Technology Development Agency (NITDA)
in 2001.

NITDA, under the leadership of the late Professor G.

O. Ajayi of the Federal Ministry of Science and
Technology, was charged with the central mission of
making “Nigeria an IT capable country in Africa and a
key player in the Information Society by 2005” (NNPIT,
2001). One of the key missions for NITDA was to
encourage IT education through partnerships between
the private and public sectors. This is a good model
that was employed in the United States to bridge the
so-called “digital divide” that existed at the beginning
of the Internet revolution in that country. One such
partnership was discussed in the Report of the Web-
Based Education Commission to the President and
Congress of the United States (The Web-Based
Education Commission, 2000). The report reviews how
The Sloan Foundation provided a grant in 1998 to the
non-profit Center for Adult and Experiential Learning
(CAEL), which in turn worked with the leading
telecommunications companies to develop curriculum
for New York’s Pace University. About this time one of
the authors of this paper was awarded $250,000 by
Microsoft to help develop a networking certificate
program for low-income students and help them obtain
personal computers for home use. He was also an
advisor to the SBC Corporation and the American
Association of Community Colleges on another Public-
Private Partnership, developing and delivering high-level
computer education programs to community colleges
in the United States. We know from experience that
these forms of Public-Private Partnerships work.

We believe that that these types of partnerships were
what President Obasanjo articulated in his charge. The
central questions one must ask, four and half years
after NITDA's formation, is what forms of PPPs have
been created in Nigeria and did they help achieve the
mission outlined in the NITDA mission? Nigeria’s future
is now, in part, linked with the country’s ability to
become an effective player in Information Technology
related markets such as software development. We
believe that for Nigeria to realize this fundamental
objective, effective computer education is crucial.
However, computer education cannot be conducted in
“thin air” and the country’s is not yet ready to enter
the information age (Pini 1997). Many students lack
access to appropriate computer hardware and software
in the classroom. It is not uncommon to see IT college
graduates equipped with only a theoretical
understanding of how computers work and limited
hands-on experience. In a study by Mursu et. al, in
2003, “lack of required skills and knowledge” and “lack
of skilled personnel” were among the top four risk
factors associated with software projects in Nigeria.
The general understanding among analysts is that while
the financial and oil sectors are the most computerized
in the country, educational institutions are in desperate
need of attention. To achieve the advances in the
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educational system and in the computer industry
envisaged in the National Information Technology Policy,
strong Public-Private Partnerships (PPPs) are needed.

This paper begins by reviewing Nigeria’s current status
in the world and within the Sub-Saharan region. Next,
the Higher Education market and private computer
industries in Nigeria will be examined, along with a
more detailed look at NIDTA. A research study is then
described to capture the perceptions of computer
industry representatives as well as Higher Education
representatives in terms of Nigeria’'s progress towards
greater competitiveness. The survey instrument is
presented along with preliminary results. Finally, next
steps are described that will result in continued research
and recommendations for how Nigerian Higher
Education Institutions and computer-related business
can become a more integrated community in order to
make Nigeria more competitive.

Nigeria Today: Information and Communication
Technologies in a Global Context and within Sub-
Saharan Africa

In order to get some perspective on the current state
of Sub-Saharan Africa, there are some useful indices
that have been developed and used for a number of
years. The Growth Competitiveness Index (GCI),
developed for the World Economic Forum, is a macro
index that “aims specifically to gauge the ability of the
world’s economies to attain sustained economic growth
over the medium to long term” (Blanke and Lopez-
Claros, 2004, p.3). The index has three major
components — the environment, public index, and
technology index. For 2004-2005, Finland, the US and
Sweden are ranked the highest. Of the 103 countries
ranked, the top three ranked Sub-Saharan countries
are South Africa (41st), Botswana (45"), and Namibia
(52M), while Ethiopia (100"), Angola (102™), and Chad
(103Y) have the lowest ranks. Nigeria ranked 93%.
Table 3 shows the 15 countries with the highest ranking
and the rankings of all the Sub-Saharan countries
examined.

The Business Competitive Index (BCI), also developed
for the World Economic Forum, is a more micro oriented
index and thus a complementary index to the GCI for
comparing the competitiveness of countries. The BCI
focuses not on country factors such as fiscal policies
and social conditions but rather on the “sophistication
of the operating practices and strategies of companies
as well as the quality of the microeconomic business
environment in which a nation’s companies compete”
(Porter, 2004, p. 19). The premise for the index is that
the broader, nation-wide infrastructure issues are just
the beginning. Individual companies must still act
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prudently in order to take advantage of the foundation
a nation provides.

For 2004-2005 the top three ranked countries are the
US, Finland, and Germany. Of the 93 countries ranked,
the top three ranked Sub-Saharan countries are South
Africa (25™), Namibia (49"), and Botswana (60™) while
Tanzania (83), Mozambique (87%"), and Ethiopia (91%)
have the lowest ranks. Nigeria was not ranked. Table
3 shows the 15 countries with the highest ranking and
the rankings of all the Sub-Saharan countries that were
ranked.

The Networked Readiness Index (NRI) is a model that
describes “the degree of preparation of a nation or
community to participate in and benefit from ICT
developments” (Dutta and Jain, 2004). As shown in
Table 3, the US, Singapore, and Finland are the top
three. Of the 102 countries ranked, the Sub-Saharan
countries that ranked best were South Africa (37™),
Botswana (55'), and Namibia (59"), while Angola
(99"), Haiti (100%"), Ethiopia (101%) and Chad (102")
have the lowest ranks. Nigeria ranked 79%. Table 3
shows the 15 countries with the highest rank and the
rankings of all the Sub-Saharan countries that were
ranked.

Nigerian Computer Industries
NITDA

The National Information Technology Development
Agency (NITDA) was established in April 2001 to help
implement the Nigerian National Information
Technology Policy created in March 2001 as an act of
the Federal Executive Council. NITDA's vision statement
was “to make Nigeria an IT capable country in Africa
and a key player in the Information Society by the
year 2005, using IT as the engine for sustainable
development and global competitiveness” (NNPIT,
2001). The general objectives that relate directly to
education include:

° To empower Nigerians to participate in
software and IT development

°  To empower youth with IT skills and prepare
them for global competitiveness

° To integrate IT into the mainstream of
education and training

Several general objectives related to the role of the
private sector, include:

°  To create an enabling government and facilitate
private sector (national and multinational)
investment in the IT sector
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Growth Competitiveness Business Competitive
Index (GCI) Rankings (macro, | Index Rankings (micro, | Network Readiness Index
country analysis) 2004 —out | business level analysis) | Rankings — out of 102 (c)
of 103 (a) -- out of 93 (b)
Top 15
Top 15 Top 15
1 Finland 1 us 1 us
2 uS 2 Finland 2 Singapore
3 Sweden 3 Germany 3 Finland
4 Taiwan 4 Sweden 4 Sweden
5 Denmark 5 Switzerland 5 Denmark
6 Norway 6 UK 6 Canada
7 Singapore 7 Denmark 7 Switzerland
8 Switzerland 8 Japan 8 Norway
9 Japan 9 Netherlands 9 Australia
10 Iceland 10 Singapore 10 Iceland
11 UK 11 Hong Kong 11 Germany
12 Netherlands 12 France 12 Japan
13 Germany 13 Australia 13 Netherlands
14 Australia 14 Belgium 14 Luxembourg
15 Canada 15 Canada 15 United
Kingdom
Sub-Saharan Countries Ranked
41 South Africa 25 South Africa 37 South Africa
45 Botswana 49 Namibia 55 Botswana
52 Namibia 60 Botswana 59 Namibia
68 Ghana 61 Kenya 71 Tanzania
75 Gambia 62 Ghana 74 Ghana
78 Kenya 75 Zimbabwe 79 Nigeria
79 Uganda 77 Malawi 80 Uganda
82 Tanzania 80 Madagascar 81 Senegal
83 Zambia 82 Algeria 82 Gambia
87 Malawi 83 Tanzania 83 Cameroon
88 Mali 87 Mozambique 84 Kenya
92 Mozambique 91 Ethiopia 85 Zambia
93 Nigeria 88 Malawi
96 Madagascar 92 Madagascar
99 Zimbabwe 95 Zimbabwe
100 Ethiopia 96 Mali
102 Angola 97 Mozambique
103 Chad 99 Angola
101 Ethiopia
Nigeria 102 Chad
(not
ranked)

(a) Blanke and Lopez-Claros, 2004

(b) Porter et al., 2004

(c) Dutta and Jain, 2004
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°  To stimulate the private sector to become the
driving force for IT creativity and enhanced
productivity and competitiveness

For (NITDA), 2005 is the year to assess how far the
Information Technology industry has come in Nigeria.
The next sections describe the results of the preliminary
data collection and a research plan for further
investigation.

Research
Research Context

Studies addressing the level of Public-Private
Partnerships involving IT in the mainstream of education
and training are either dated or limited. This paper,
based on a review of current literature and a preliminary
questionnaire-based survey of prominent software
companies and program leaders in Higher Education
Institutions in Nigeria, outlines the findings to date as
well as provides a discussion of how this research study
might be extended and suggestions for future
development in the IT sector.

Data Collection

In addition to a literature search, two questionnaires
were developed — one for prominent software
companies in Nigeria and one for program leaders in
Higher Education Institutions in Nigeria. The questions
targeted three areas:

° the amount and nature of private/public
partnerships currently undertaken in Nigeria;

°  overall perceptions of the current strengths and
needs of Nigeria’s Higher Education institutions
related to Information and Communication
Technologies (ICT);

° overall perceptions of Nigeria’s progress over
the past four years, as a nation, towards the
NITDA goals.

A condensed version of the
questionnaire is provided in
Appendix A. Four Nigerian
computer companies, one Higher
Education Institution in Nigeria,
and a representative from the
National University Commission
completed the questionnaire .
during April 2005. Three of the

four companies had annual sales -
of greater than 50,000,000 Naira,

ranging in number of employees
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from 6 to 100 with about two-thirds of their employees
full time. The companies had a range of zero to 37
recent hires from at least two-year degree institutions.
The Higher Education institution was large, with over
10,000 students.

Preliminary Findings

At the moment, there a currently some ICT partnership
programs between industry and Higher Education
Institutions in Nigeria. Three of the four companies
were active and generally satisfied with their efforts.
Initiatives included using student fees to support an
ASP (Application Service Provider) model for students’
technology infrastructure or for providing hardware and
software solutions. Three of the four companies
planned to increase their ICT partnerships with Higher
Education over the next two to three years. The Higher
Education Institution also planned to increase their ICT
partnerships with industry.

The greatest strengths in terms of ICT for Nigeria’s
Higher Education Institutions and academic programs
that were identified included the quality of the people
in both school and industry and proven partnering
strategies. Current needs included greater participation
by industry giants such as Oracle and Microsoft, training
for faculty as well as affordable and reliable high speed
Internet. Current ICT skills most needed by Nigerian
companies today were identified as software
development — especially Internet and e-business
development — and networking.

Progress over the past four years towards the goals
established by NITDA was perceived as ranging from
modest to moderate, by the computer industry
representatives, the Higher Education Institution, and
the National University Commission (using a 10 point
scale where 1=poor and 10=outstanding). Table 4
shows how the respondents rated the progress made
on the five key goals of NITDA.

The next section describes, based on the information
collected to date, a more comprehensive research plan

Table 4: Ratings of the Progress Made on the NITDA Goals

=N=6) 2001 2005
°  To empower Nigerians to participate in software and IT development 1.2 3.1
°  To empower youth with IT skills and prepare them for global 1.2 3.0
competitiveness
To integrate IT into the mainstream of education and training 1.2 2.8
To create an enabling government and facilitate private sector 1.2 3.2
multinational) investments in the IT sector
To stimulate the private sector to become the driving force for IT 1.2 3.3

creativity and enhanced productivity and competitiveness
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to better understand the current situation as well as
make useful recommendations for the future.

Conclusions and Next Steps — Community
Development (CoP)

The next steps in the research plan include: (1) using
the existing questionnaires to collect more
comprehensive data from the Higher Education
Institutions and computer industry companies in Nigeria
related to Higher Education/industry computer
technology partnerships; (2) to conduct a needs analysis
in order to create a list of recommendations for
improving such partnerships; (3) to explore the
possibility of creating a Community of Practice (CoP)
specifically targeted to facilitating such partnerships.

1. Collecting More Primary Data

To date, we have collected completed questionnaires
from four ICT companies in Nigeria, one Higher
Education school in Nigeria, and a representative from
Nigeria’s National University Commission. In the second
round of data collection, all the Higher Education
Institutions in Nigeria will be sent a questionnaire
through e-mail and surface mail. Currently there are
about 40 public universities and 8 private universities,
as well a number of other tertiary institutions of Higher
Education in Nigeria. Our goal is to encourage as many
of as possible to participate in the study. The relevant
computer industry companies will be identified by
turnover and staffing. Follow-up e-mails and phone
calls will be used to attain our target of a fifty percent
response rate for each group. Parties attending the
Nigeria Computer Society 8" International Conference
in June 2005 will be asked to contribute to this data
collection where appropriate.

2. Analysis

The questionnaire results will be analyzed to determine
recommended steps and priorities in order to facilitate
effective Public-Private Partnerships for IT Higher
Education in Nigeria. In particular, the results will be
reviewed as a primary design input for developing a
Community of Practice (CoP) focused on facilitating
these Public-Private Partnerships.

3. The Potential of a Community of Practice (CoP)

The solution to facilitating Public-Private Partnerships
that will improve IT Higher Education in Nigeria will
likely be a multi-faceted one that will benefit from
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government initiatives, international company
initiatives, local company initiatives, school initiatives,
individual faculty initiatives, and more. Two common
problems for any one of these groups as they try to
move forward is in finding the right mix of information
and in contacting the right person to address specific
research questions. A web portal, focused on
supporting the needs of the different people looking to
get involved in Public-Private Partnerships, would
provide an effective means of facilitating the information
content and connectivity needed. Over time, it is
expected that both the information and connectivity
needs will evolve as the needs of the participants evolve.

In a more formal sense, such a portal is referred to as
a Community of Practice (CoP). Allee (1997) described
a CoP as individuals who are informally bound to one
another through exposure to a similar set of problems
and a common pursuit of solutions. Wenger & Snyder
(2000) have applied the concept to the Internet age
by focusing on the potential of online communities.
An online CoP, typically implemented as a web portal,
has three main characteristics:

°  The domain: A CoP is not just a group of
friends, involvement requires some knowledge
in a specific field, or domain.

°  The community: Members of the community
interact and learn together.

°  The practice: Members of the community
develop over time as they individually and
collectively solve problems and communicate
with each other. As such, the web portal needs
to evolve as well in order to continue to serve
the community as the community’s needs
change.

In this case, the domain would be people who are
interested in developing or sustaining Public-Private
Partnerships that will improve IT Higher Education in
Nigeria. The community would be the people from all
the different interest groups who participate. The
practice would be the collective evolution of the
community as they become more practiced at
partnering and as various infrastructure and
environmental components evolve.

As an example of what part of such a CoP might look
like, consider the needs of a faculty member who wants
to update his or her technical skills. As part of the CoP
to support Public-Private Partnership for improving IT
Higher Education in Nigeria, the CoP might include a
section that highlights information and connectivity from
a wide array of sources: university and vendor
workshops and course announcements, technology
company websites and contacts, publishing company
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websites and contacts, professional associations
including listserves, funding opportunities to pay for
continuing education, models for train-the-trainer
programs, and more (Sherer, et. al., 2002).

By including the features identified from the data
analysis, the CoP concept will be an effective means
for facilitating Public-Private Partnerships to help IT
Higher Education in Nigeria. We are interested from
both a practical and research perspective in bringing
the best ideas to bear on developing and sustaining a
Public-Private Partnership web portal that supports
anyone interested in creating or fostering such
partnerships.
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The Next IT Society

Osuagwu, O. E, Ezeji, M.

Abstract

This paper looks at the past, present and future of IT diffusion. We have tried to
forcast what shape all spectra of IT will take at the beginning of the 21st century
and requests the Nigerian IT Society to be ready to face new challenges if Nigeria
must join the emerging global Information Society.

Background of Study

This research is precipice of three things. Firstly, the
unparallel speed in which information system has
evolved. Secondly, is the objectivism of what lan Miles
called information revolution. Finally, is what we are
witnessing as espoused by the great management
grandmaster Peter F Drucker in “The Next Workforce”.
Drucker espoused that the next workforce (which we
are experiencing already) will be knowledge-based.
Hardware, software, mindset and concepts of
information processing® are evolving.
The pace of change brought about by (new)
technologies has had a significant effect on the way
people live, work, and play worldwide. New and
emerging technologies challenge the traditional process
of doing virtually everything including curricula of any
field of study. Easy communication provides instant
access to a vast array of data, challenging assimilation
and assessment skills. Rapid communication, plus
increased access to IT2 in the home, at work, and in
educational establishments, could mean that learning
becomes a truly lifelong activity—an activity in which
the pace of technological change forces constant
evaluation of the learning process itself.

Towards late 20™ century, changes in taste with
subsequent production and use of information become
too pronounced. Information, hence information
specialist and technology have been there as old as
creation. Two things underpin this late 20" C turn.
First is the social and organizational change. This calls
for extra information processing capacity to enable
decisions to be taken. The second is tech change!
The new information technology (IT) is based on
microelectronics, together with other innovations
such as optical discs and fibre optics. This underpins
huge increases in the power, and decreases in the costs,
of all sorts of information-processing. The term
“information-processing” covers the generation,

storage, transmission, manipulation, and display of
information, including numerical, textual, audio, and
video data. The information-processing aspects of all
work can be reshaped through IT.
Computing and telecommunications (and also such
areas as broadcasting and publishing) used to be quite
distinct industries, involving distinct technologies. Today,
they have converged as ICT® around certain key
activities, such as use of the Internet. Using the same
underlying technologies, modern computing and
telecommunication devices handle data in digital form.
Having established the reason cum background of this
study, lets look at journey today, history.

Brief History

The invention of movable type in the mid-15th century
and the creation of the portable typewriter at the end
of the 19th century are but two landmarks. Each of
these inventions led to a profound revolution in the
ability to record and disseminates information. The
first large-scale mechanized information system was
Herman Hollerith’s census tabulator. Invented to
process the 1890 U.S. census, Hollerith’'s machine
represented a major step in automation, as well as an
inspiration to develop computerized information
systems. One of the first computers used for such
information processing was the UNIVAC I, installed in
the U.S. Bureau of the Census in 1951 for administrative
use and in General Electric in 1954 for commercial use.
Beginning in the 1970s, personal computers brought
some of the advantages of information systems to small
businesses and to individuals, and the invention of the
World Wide Web in the early 1990s accelerated the
creation of an open global computer network. This was
accompanied by a dramatic growth in digital human
communications (e-mail and electronic conferences),
delivery of products (software, music, and movies), and
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business transactions (buying, selling, and advertising
on the Web).

The Now: Impacts of information systems
In Organization

Today, information systems bring new vistas to the way
companies interact, the way organizations are
structured, and the way workplaces are designed. In
general, use of network-based information systems
significantly lower the costs of communication among
workers and firms and enhance coordination on
collaborative projects. This has led many organizations
to concentrate on their core competencies and to
outsource other parts of their value chain to specialized
companies. The capability to communicate information
efficiently within a firm has also led to the deployment
of flatter (lean) organizational structures with fewer
hierarchical layers.

“Virtual” organizations have emerged that do not rely
on physical offices and standard organization charts.
Two notable forms are a network organization and a
cluster organization.

In a network organization, long-term corporate
partners supply goods and services to and through a
central firm. Together, a network of small companies
can present the appearance of a large corporation.
Indeed, at the core of such an organization may be
nothing more than a single entrepreneur supported by
only a few employees. Thanks to information systems,
product specifications in an electronic form can be
modified during computerized video conferences
between employees throughout an organization—after
which supplies can be secured and distribution
coordinated, using automatic electronic forms as sales
orders are received. Wide area networks and the
Internet in particular, help partnering organizations to
facilitate the interaction of widely dispersed business
units.

In a cluster organization, the principal work units are
permanent and temporary teams of individuals with
complementary skills. Team members, who are often
widely dispersed around the globe, are greatly assisted
in their work by the use of intranets and groupware.

Information systems built around portable computers,
mobile telecommnications, and groupware have
enabled employees to work not just outside the
corporate offices but virtually anywhere. “Work is the
thing you do, not the place you go to,” has become
the slogan of the emerging new workplace. Virtual
workplaces include home offices, regional work centres,
customers’ premises, and mobile offices of people such
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as insurance adjusters. Employees who work in virtual
workplaces outside their company’s premises are known
as telecommuters.

In Organizational Structures

The “hollow firm” is one effort to gain (more) flexibility.
The company attempts to dispense with the direct
ownership and operation of many facilities that would
traditionally have belonged to it, instead outsourcing
production, distribution, and other tasks to other firms.
Many computer companies, for example, buy in many
or most of their components from specialist suppliers,
and some firms do little more than design the computer
for others to assemble.

A related idea is “de-layering”, or “flattening”, in which
the company tries to do away with the numerous layers
of middle management and administration that have
traditionally processed information, and communication
flows between the senior staff and the shop floor or
fieldworkers. New information systems are typically
used to allow rapid communication across a reduced
number of organizational layers.

In Employment

In the late 1970s and early 1980s, when word
processing first began to be taken up on a large scale,
massive job losses were witnessed. However, this is
no reason to assume that existing structures will endure.
Industrial interest in new forms of organization, such
as novel management structures, coordination of
activities over large distances by means of
telecommunications, teleworking, and other forms of
distance working, indicates willingness to consider
change. Whether a loss of clerical jobs will result
remains much debated. Some commentators point to
job losses in office-based sectors such as financial
services, which use IT intensively, as a harbinger of
things to come. While some office jobs may have gone,
some other traditional clerical jobs have been upgraded
to involve new functions made possible with new IT,
such as desktop publishing, database management,
and customer services.

In Communication

By the late 1990s, the integration of office IT become
apparent: material increasingly exchanged by e-mail
(which has finally established itself); many professionals
use personal computers directly, often at home and
while traveling, as well as in the office; and increasingly,
personal computers are networked.
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In Consumerism

At different rates IT is diffusing into the home. The
implications of consumer innovations can be substantial.
Widespread use of cars facilitated new ways of life,
with a growth of suburban living and out-of-town
shopping centres, and a decline of train and bus
services. The expansion of consumer IT is associated
with changes in ways of working (for example,
telework), playing (new home entertainment systems),
shopping (teleshopping), and learning (multimedia
products of various sorts, such as CD-ROMs, online
lectures, e-learning).

In Medicines

IT can be used in monitoring body conditions (digital
thermometers, pulse meters, and blood-pressure
meters are available), and in providing health and
lifestyle monitoring and advice (recommending exercise
levels, medical check-ups, or diets). Telephone help
lines have long offered advice, counseling, and medical
services; these and many other services are beginning,
sometimes in rudimentary form, to be provided on the
Internet. Technology aided surgery is being given
attention.

Tomorrow: The Next IT Society

It is very difficult to say what tomorrow will look like.
It is above the rein of moltal man. Whatever we will
guess as being the trend of the next IT society is
basically as a result of ongoing researches and present
breakthroughs. Many professions and ways of doing
things will drastically change from the present status
as in few of the following ways;

Communications: It is amazing to know the levels
of innovations going on in telecomm world. Email
address interface with GSM SMS, Email to fax, e-banking
giving way to m-banking. We have heard of e-banking.
Now is m-banking. If in the next IT society we are
going to enjoy popularized strong and reliable m-
banking (mobile banking), the next society will redefine
tradition modus operandi of work and modus vivendi
of telecom equipment. Telephone handset will be used
in self service bank activities like checking of account
balances, transferring of one account to another, etc.
Powerful handset will redefine mobile computing and
remove it from the premise of palmtops and notebooks
to telephone handsets. The also camera coys are in
trouble as they must adapt to infusing camera in
handset as the next cameras will incorporate handsets
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and/or digitized.

Journalism: Journalism in Nigeria is practiced as the
journalist goes about with walkman to pick interviews
and comes to office for transcription. This will become
old fashion as newspaper and TV journalism will
combine communication and microelectronics (ICT) in
future. The computer will scan the newspapers looking
for topics of interest and will check the advertisements
looking for items that we have indicated to it to print.

E-Books: Online e-books are the fastest selling
proprietary rights now. Books that must sell must be
e-books (virtual) heavily loaded with hyperlinks. This
is even the fastest link to covering heavy volumes.
Though prints will be in great demand, e-book will more.

Secretarial Job: Taking dictations with shorthand and
transcribing, typing with typewriter and word processor
are already old fashioned. Email (electronic mail) and
EDI (electronic data interchange), net meetings are in
vogue. Thisis used in business context today, but there
is no reason why EDI techniques cannot be used by
consumers as well. Typesetting aspect of secretary’s
job will be every person’s work in future. Real secretarial
jobs will reside in managing the office and the boss,
eyes on the scheduler. Next society will have full voice
recognition that will translate voice to typeset using
microphone. Now it is not perfect.

Work: The development and subsequent development
of Telediagosis and Teleworking technology will
eliminate the constraint imposed by distance and time
in effective implementation tasks where there is a
dearth of professional personnel. It is has being said
earlier on that work is what you do not where you are.
Telediagnosis uses microprocessor chips and standard
communications facilities to allow a device such as an
appliance or a computer to automatically place a
telephone call to a diagnosis centre. The IBM 3090
computer, for example continually monitors its own
operation. If it detects a problem, the system places a
telephone call to a diagnostic centre or helpdesk. The
engineers can examine the data, request other
information, and essentially operate the IBM 3090 in
diagnostic mode. Assuming the problem is not disabling
the computer, normal data processing can continue
while the diagnostic work is underway. In a high
percentage of cases, the remote diagnostic centre can
determine which part of the percentage of cases is
falling and can dispatch a local technician with correct
replacement part. This concept could just as well be
implemented in home appliances such as televisions,
washing machines, or furnaces. Similarly, an automobile
might be driven to the local dealer’s garage, where it
could be connected to a diagnostic computer that
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communicate with a central diagnostic computer at the

auto manufacturer’'s headquarter. The techie exists
already. Electric computerized car has been produced
in Japan. It doesn't need fuel. In future, the economics
will drive the general availability of such services. The
techie could be adopted for a tele-worker in
maintenance engineering coy.

Medicine: The dearth of medical doctors in remote
communities has caused the death of many Nigerians.
The evolution of medical telediagnosis is going to
eliminate this problem in the next society. Here a
computer could give doctor recommendations about
how to access a particular patient complaint. Using
audio and video signals and diagnostic medical
equipment with communications capability — such as a
communicating x-ray machine — a doctor at one location
could converse with a patient in another location,
conduct tests, examine the results, diagnose the
condition, and prescribe a treatment. The
telecommunications connection would allow patients
in remote geographic location to consult with specialist
in medical centres and provide doctors the capability
to consult with one another and share info about
particularly unique or difficult medical cases. With the
technology one doctor can cover a large geographical
area with high degree of efficiency and with less hassle.
In the next society, surgery can be performed with a
lot of expertise supervision online.

Security [Policing]: Nigeria don't have computerized
police. Go to police station 100 times they will give
you piece of paper to write your case/statement.
Osuagwu (2001) recommended the application of
Automobile Navigation by Satellite (ANS) which is a
car equipped with a small television-like device with
capability to displaying a map of local area. A
transmitter in the car woluld sends a signal back to the
car. A microprocessor in the car translates the signal
from the satellite and display the location of the
automobile on the map. Ocean-going ship have been
using a similar technique with Inmarsat satellites for
years, but until now the equipment has been expensive
and satellite capacity far too limited to make the
technology available to consumers. With the increasing
bandwidth of a satellites and the decreasing cost of
the electronics required in automobiles, the application
is coming closer to being affordable in the consumer
market. This technology could act as excellent
teleworking tool for security agencies and the police.
The future holds lots of prospects for consumer
application of this technology.

Smart Homes: Smart homes are all about controlling
home functions such as heating, lighting and security
alarms using microprocessors. When coupled with
telecommunication, the computer can be instructed to
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call home just before leaving the office. It could be
used to call someone for lunch. Already a robot is
being used to provide jokes to one lonely ones and to
entertain as in sports arena. In the near next society,
the robots shall be more enhanced and commercialized.
A smart home might also contain smart appliances that
have built in diagnostic capability. E.g. in this case are
Xanadu House in Kissimmee, Florida and Ahwatukee
House in Arizona which are designed to be energy
efficient and computer controlled. The smart home of
the future will have a common wiring system.

Conclusion

The outcome of the IT spearheaded revolution depends
on social action and choices as well as on technological
developments. Just as industrial societies around the
world take various forms, and there are very different
ways of life within them, so it is likely that there will be
a wide range of information societies. However, as new
IT permits more global communication, and more firms
expand into global markets, there are also strong forces
at work to share elements of different cultures around
the world on an unprecedented scale. It was Bell
(2004) that said that however disturbing this challenge
may at first seem, the nature of technology is that it
not only poses problems but also offers solutions—
constantly creating opportunities and providing new
and creative solutions to the process of living and
learning. The speed is too fast. The only way to survive
it is to have a regular revisable curriculum.
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factors: Usability and User experience in
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ABSTRACT

The subject of human-computer interactian factars, usabi ity and user experience is
meant to bring about a shi ft in the way software Systams are designed and del rared
to usars. Far every software, be it systam or gopl icatian software, there exdsts a
user. How this user is thought of should be evidenced in the design. At this jurtire
1t should be noted that thinking about the user carotes a design for the user. A
software that passes through this phase would not leave the user hanging or
wandering as to what to do next at any poirt, i.e. it wi I always provick a raute, a
path or a way ait. The focus here is ot just a software that would fuictian, of
course ane should expect a software to fuictian or servei ts purpose. The question
is: how is 1t serving that functian?  This pgper stresses ard justifies the need to
bring usabi Ity and user experience factars into today’s design. Interactian design
represents a system that makes use of most of human skill, judgement and sugport
mther than a system that canstrains the user as in software engineering where

focus is mainly an the productian of software solutian far the given gopl icatian.

Introduction

For the past twentyyears, tedmological developments
have enabled conputers to pervade most aspects of
human 1ife to the extent that almost everyone comes
in axttact with computers in one way or the other.
Today, the range of knowledge and experience of
d ffrent users areverylroad. Therefarg it is inportant
that the way in which pecple interact with computers
is i tve ard clear. So, lrirging interaction design
into aur design processes ard principles is crucial and
wlevant. This has prd ord influence an both individuals
and orcgnisatians ard lack of attention to human-
compure-irteraction (HCI) can endanger 1ife insafeby-
a tal s tuatians. Gacisely, the goals of KT are to
produce usabi Ly, user experience, safefy, as wellss,
finctiaal 1y in systems.

Usabi tiry, akey aocept in HCT, is aoncermed wi th making
systems easy to leam ard easy to use. Poorly designed
systaxs (particularly the interface) can be extremely
annoying ard f netrating to users. Goservatim revesls
that many users basch their keyboard indiscrimirately,
evan strike their terminal to damege, all a consequence
of systems with poor HCT cancepts. This subject is not
just Software Engineering alane. In arder to produce
systems wi th the af ae-mentioned qual iHes, iteraction
designers, HCT special ists strive to understand factars
(such as psydwolagical, ergaxmic, social factars, etc.)
that determine how pecple operate and make use of
conputer technology ef fattively, ad to translate that

understanding into the development of tools and
techniques to help designers ensure that systems are
i t to serve pecople.

The underlying belief in HCT design is people, using
the computer systems should come first. Pecple do
not have to anfam to “fitting in with the system or
berding fait’ but systems must be built to match
teir requirements- serve and support users. This work
is to present the relevance of the lock and feel of
software. That is, what system reslly meet pecple’s
need, what system put understandable face on
technology, ard what system would carry functiael 1y
not at the expense of enjoydal Ity and ease of use. And
what systems are truly user f£riendly as sore user -
hoetile i 11 carry user friendly logo . To jusd fy this, a
review of what has been publ ished wasref erenced and
evaluation of sare software and appl ications was

carried ait.

Problem Statement

The truth is that the importance of desioning for the
user carmot be over -emphasised. To do thet is to design
to touch usability and user experience goals.
Unfortinately, a good mumber of software designers
desion solely far functional ty .i.e. they are anly
concerned with “designing to mekeit work”. The
agurent is that evenif software system should work,
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T must be a delight to the user. Considering Human-
Computer factors which evaved fram the field of
Human-Computer Imnteraction and Interaction Design
e the subject matter of thispresentation. What must
a develgper amsider to achieve usabi lity in a software?
What should the interface be to achieve a system fa
the people? What is a simple and friedly interface
that does not carry bizarre metaphors as well as icas
which confuse ard fnstrate rather than support? What
design would respect Human-Computer Factors and
as such respect, acaxd, honour and serve the users.
Since the procctype we used to defead this cause is a
web application then the question should be what
design would of fer usabi lity, user experience and user -
friedl iress farreal?

When do we say a system is successful?

To say manyIrformation Systems fd 1 does not mean
that they do not work (functian); rather thet they fd 1
to meet ini tial agpirations. Manyfactors can hinder an
Tformation System from achieving its dojectives but

the degree of acosptance or rejection by individuals ar
aganizatiawl users is often important.

Gildos (1994), Sdiati fic Averican, reported that three-

quarters of alllarge systems are ‘qoeratirg fd lres

thet el ther do not function as intended or are not used
aall

Why do systems fail?

There is need to understand what constitute success
for inf ormation systems.

Alnost al liformation systems have a human (user)
element and it is often the way in which this user
element is handled that can determine success or
Hlre

Categorical ¥,fd lre might occar in three ways:

1. Technical failure: This isthe levelfeithera
hardware, software or comunication fait

2. Utility failure: The IBM Dictionary of
Carputing (1993) has this to say: ud Iy isthe
capabi ly of a system, pragram or device to
pexform the functians far which 1t was devised.
Fd lre of this kind might e a consequence of
wrayg requirement capture

3. Usability failure: The IRM Dictionary of
Computing (1993) defines usabilty as: the

qual ity of a system, program or device that
enables it to be easily understood and

convenient 1y gl ied by the user. Usabi Iy
fd re might be, most times, due to a poorly
designed software interf ace.

This paper addresses aspects of the third category. The
methods in which users are invalved might be loosely
@&l 1led human-computer factors. The subject of aoncem
is the need to bear in mind factors as human,
environment etc. at every phase of software
development .

Interaction Design

Tteraction Design is a new and fast growing field that
travels beyad tradi tiawl imdustrial desian / Software
Frgineering discipl ire. Interaction Design comes from
an interdistipl inary field of Hmen-Carnputer Interaction
(HCI) ard is concermed with the design, inplementation
and evaluetim of interattive computing systems far
human use and with the study of major phenomena
sarrounding them.

Other fields thet are cotributory to designing systems
to match users’ goals are human factors, cognitive
egonomics, psychology, and cognitive engineering.
Systems exhibiting good HCI cores from cognitive
theory ard user researd.

Software Engineering versus Interaction Design

Designing products that resl 1y meet users’ needs and
are, indeed, easy to use and enjoy goes beyond
employing Software Engineering principles. Aggin, itis
not just thinking what capebilities the system should
have. A designer needs to amsider the interaction thaet
happens between a user and a computing or
comunication tool/system. Thinking about software
poducts that people actual ly emjoy using has an
immediate competitive advantage in the market place.

Up to date, develgoers are rot aritial ly addressing
issues touching human factors, usabi lity, user
experience. Users stilllave to oope with ‘user-losti B
Irtef aces in the guise of ‘user £ riaxdly . Whi letradi tiasl
design focuses primarily on a working system
foroduction of software solurion f ar given appl ictias),
interaction design invests in understanding pecple’ s
psydrolagical processes when interacting withtools1 ke
computers. Piaeers of HCI in the United State Of
America (USA) were prinerily oconcerned with how
conputers could enrich cur 1ies and makeit essier.

Good Interaction Design programs create usabi hy and
user experiences that enhance the way pecple work,
comunicate and interadt.
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Design Principles in Interaction Design

These are things designers must consider whik
conceptual ising usabi lity. Desion principles are derived
from a mix of theory-based knowledge, experience and
comon sense. They suggest to the designer what to
povide and what to avaid at the interface and other
parts of the system-the o' s ard dn’ ts f Irteraction
Desion (Thimbleby (1990)) . They do not specify how
to desion the actual interface bt tel 1 them things they
must provide.

Common design principles include:
® vicinilicy

Afunction mede visible suggests that the user could
havelkd ihood of knowing what to do next. In
aatrast, wen fuctians are “aut of sight ”it makes
them morediffialt to find and know how to use.
Norman (1988) describes the contrals of a car to
enmphasize this claim. The cotrds for & flrat
operatians are clearly visible e.g. headl idhts, hom,
indicating what can be doe.

Feedback

Feedback is about sending back information about
what action has been done and what has been
accompl ided, al lowing the person to aontime with
the activi ty.

Constraints

This is meking ways of restricting the kird of user
Interaction that can take place at a given moment .
Far instance, activi ty dagram shows which dbjects
aerelated to which, thereby amstrains the way
Iformation can be perceived. Norman (1999)
dlassi fies axstraints into:

1. Physical constraints: This has to do with
the way physicl dojects restrict the movement
of things. For instance, the way an exterral
disk can be placed into a disk drive isthysical ¥
amstrained byits shape an size sothet 1t an
e inserted in anly ane way

2. Logical constraints: They rely an people’ s
common-sense reasoning about actions and
their consequences. Meking actions ard their
e fects dovious enables pecple to logicaly
deduce what further actions are reguired.
Disabl ing menu options when not approoriate
for the task in hard provides lagical amstrairt.

3. Cultural constraints: Rely on learned
convatias, 1ke the use of red for wamirng,
the use of smiley face to represent happy
emotians etc.

@ Mapping

This describes the relationship between contrds
ard their ef fects in the world. A good exanple of a
mapping between control ard ef fect is the up ard
down arrows used to represent the up and down
movement of the cursor, respectively, am a

keyboard
Consistency

Consistency means designing interfaces to have
simi lar goeratians arnd using simi lar elerents to
achieve simi lar tasks. A aasistat interface is ae
that £d lows rules, such as using the same
operatias to select al 1l dojects ar doing selectim
operatim with the same procedure. A axmsistent
interface enhances learning.

. Affordance

This is used to refer to an attribute of an doject
that suggests how to use doject to pecple. Far

example, a mouse buttm inv tes pushing. Simply,
toaf frd means to “ give a clue” (Norman 1988) .

Normen clari fied thet there are two kirnds of af frdance:

1. Real Affordance- belags to the physical
dojects e.g. grasping. This is dovicus and needs
1o learnirg.

2. Perceived Affordance- sxeen-based user
interfaces are virtual and ae need not try
desion farreal af firdances. These are bettexr
oonceptual zed as perceived af firdances. These
e essarial 1y learmed aonventians.

Generd ¥, employing HCI concept has brought our
et tentio to b 1ding designs that would be usable, easy
and pleasuradle.

A Review of Related Work
. A Sample Rude Software

Most digi tal products are bui 1 rom an engineering
point of view. Consider an example of a rude
software which blames the user for making
mistakes thet are not the user 'sfailt, ar gould
ot ke. Error message boxesl ke the ae in Figure
1 pop wp lke weeds ammouncing that the user has
fd ledyet again. These messages also demand that
user acknowledge his fd hre by dicing ‘K
(www.media.wiley.ocom) .

. A design on “comfort and efficiency” of the
user

Bruce Tognazzini in his 2003 (www.askTog.com)
peper has this to say: Sinply put, in interaction
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& wWwrarning: Failed to notify library.

Fig. 1: Whose duty is it to notify the library? The
program or the user in this context? What is it to
even notify? Why tell us this?

design, the user is the prime target. The user cost
more than the machine. The concept goes as fa

as what happens on the users end evenifitwill

be at the expense of the machine. That is, cheat
the machine if thet is wet itwi Il t&ke to promote
user sef ficiary. This wesi Thetrated by the instance
of caditiming a microwave to heating water far
one minute eleven seconds rather than the
af ficient ane mimute ten secads. Here, the user
isfavoured in thet, ifit were one minute ten
secads, the user must press ‘1’ key twice arnd then
visel 1y locate the ‘0" key and as such the speed of
acquirirg the last key is dependent an its location
which must surely teke more than cne second to
achieve [Fitts Iaw Bruce (2003)). Butfar the other,
the user anly need to press sare ‘1’ key trice. So,
in this catext, the lager it is heated the faster In
addi tim, seeking ait a di firent key not anly takes
time, itrequires a fairly hich level of cognitve
processing.

Evaluation of some popular software.

. Some metaphor and composite metaphor do
not pass the message

By definition, a mental model is what the mind
generates when a person sees Or perceives
something whi le irterf ace metaphors are based on
conceptual models that combinefami Har knowledge
with new concepts. This provides users with a
familiar orienting device and helps them to
urderstand and learen how to use a system Bizre
use of metaphor builds in user incorrect mental
model. The interface teds to fdl togive what a
user expects after a click mabuttan. If a metaphor
is to ke mede short, it should not be traded of £
comprehensiveness. A balance must be registered
at this poirt. Fd hre to ui 1d cxrect user 's model
that can provide help in terms of gquiding users
behavior ad of course this is the root cause of
frustratiay resul tirg in sterectypical “wenting”
behaviar. Tre argurent is that a user should be

adle to trace functianl 1y as much as possible from
an ioon or a metaphor. Gheck axt the flaw in the
interface of the POPULAR yahoo site
(wwwyahoo .can) visited by miians of pecple
i Y. New user attearpting to write and send mai b
might not know that COMPOSE (see fig.2)
metaphor is the right answer. &rguably, COMPOSE
could mean composing a song, a line, a message
ec. Instead, WRITE MAIL could pose a better
composi te metaphor just as CHECKMAIL ismore
e ficdet farwhet it stands farie. yaralready know
where you are heading for.

Also, this i Theration could be 1kened to a Compact
Disc Player which having inserted a disc displays
“READING” asaform of getting back to the user or
feeding him back so as not to lock him in worry. We
stard to crd tdze this by asking the designer and not
the system it £ thet whet is the player reading? Could
T be the user s mind, the environment, some things
doaut the inserted disc, ar the disc 1t=el £? This, as meny
designers, so carefree cauld trily raise many questians
in the minds of the users. And designers would remain
ever gi Iyi £ they claim to ui dfor the users ard ye
they st 1L do ot take not of though seamingly 1itle b
vz tal things. We need not border the users with
technical terms ar details if truly we claim to build
for them. Often times, i1t anfuses rather then inf orms
them. A verbal metsphor 1ke “WAIT” isafried to
the user, expert or rovice.

. A typical visual user interface that leaves the
user wandering

The inf ormation box below pops up whi le the user
is trying to wlced a file amm ax favardite hotmail
message site (www.hotmail.com). Fumy enough
the software does well to beg the user (see fig.3)

by displaying the message “ Please wd t whi Ie we
upload yar A &" but has aopletely lost sight of
Tfoming us of the extent of task either with a
gauge bar or percentage or any thing at all
Tteraction design places values a informing the
users and giving appropriate feedbacks.

Regreetably, hundreds of our today’s software are
mather user ‘reti le than user £ riadly .

An Example of a Ticketing System

This desion is a procotype that addresses sare of the
user ard usabi lity isses. Tt is to create a correct model
in the mird of users. The key suoject of this pracctype
is the design ard implementation of a web-based ticke:
reservation system that would emphasis the relevance
of interaction design across software development both
web and non-web appl icatias. Tt presents basical ¥
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Fig.2: Compose what? A song, a message,..? Do I have to dart about the screen with my
mouse, placing it on every icon and menu option and wait for the system to display more
information through the pop-up guide? What can be more miserable than groping in the
dark?
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Fig. 3: Though I enjoy the sight of a paper flying from nowhere into an envelope, though
my file is a little large (about 0.4 Mb), but it keeps flying as if it wouldn’t finish, no
measurement to tell when it would be done, has the system hung or frozen? Also, the
OK button to start the major operation on this interface is not even remarkably visible,
instead, it is hidden in one corner of the screen for only the curiously scamning eyes to
locate.
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interf ace factors that are both consciously and
unconsciously omitted by system develgoers.

Implementation
. The Home Page

Tre first sibject of relevance in implementation is
the hore page. As it is a gmeral cowoespt that
every web appl icatian must start with a hore cal led
the hare page (see fig.4). The page is tedmicaly
e ared to as the index page. Far every www.x.com
at the TRL level, this is the first place a user would
be taken to. Of concern now is what makes up the
usabi ity of a home page of any website. The
answer is not farfetched. It is about a hore page
thet must first anticipate the user. Tet is, it must
be able to provide what the user needs. It does
not necessari ly leve to ke 1ink to the main issue
but a place to meet with the main issue. The main
isse as far as this ticketing system is concemed is
making reservation i.e. bocking a seat far a
scheduled trip . On the hare page of this ticketing
system is this main business straight ahead.
Anticipation is ae of the key principles of
Interaction design. This could be explained in the
light that not every user is interested in browsing
about, or not every ane has the patience to do
thet. This is why wat the site principsl Iy of frs
must be presented at the hore page. This principle
is w to date violated by many web developers
because some have been carried away by
aesthetics and other kinds of pleasure desion.
Human Computer Interaction supports aesthetics
but should not be traded of f aor usabi hy goels.

2 Untitled Document - Microsoft Internet Explorer

File Edit View Favorkes Tools  Help

Also, there is ro overlced of graphics an the interface
as minimal ist desion is ae of the prized principles of
interaction design. Colour omtrast is doserved as not
more thet three colours were used. There is also acoloar
amsistency throughout the pages to be navigated.
Tput vd idetion is doe at cl iat sice bef e submission
of entry.

. The Traveller’s
Pages (see fig.5)

Sign-in and Registration

Another usabi ltyfeature that is worthy of mote is
that each page is short ard al 1 queratians are wi thin
the viewable partio of the scremn. This is a relevant
human computer factor because study and
evalietio revealed that sore percentage of users
does not wat to scrdl down the screen whik
Irowsing the net. So, developer who are campletely
in the business of desioning with “the users in
mind” tries to avoid avoidably lang page designs.

The error checker of the fields flags for wraygly £fi lled
field imrediately after fi Ting the field in questim. This
is moreef fattive than wd tirgtd 1ld 1 the fields arefi Tled.
Also, auto-talbing(a data entry tecdmique which jumps
the arsor from ae irput field to the next) is not
supported because it was said thet this irrd tates many
users. Sare of the error checkers include a deck fa
Incorrect e-mail address, flagging user for compulsory
field that is ansciausly ar nnoasciously omitted. Also
this patim anticipates the user by positioning the
arscr in the first field (i.e. the usemame) of the
interf ace. This logical 1y means that the system is ready
to accept user data without the need for the user to
@ idk the form field as a custam of placing the cursor in

(Do ) %] [&] | ) seansh ¢ Faverkes @APMedia €2 [0 -

Address [ )] hitpsfilocahost: 8081 ftravelfindes htm ~ e |mns = ‘ Searen - ¥

W 2 [search [ -] ...attempting to retrievs buttons from Yahoo! ..

—~Wa— Airline Onli
Ticketing
Latest On Travel News And Update
Click Here To Yiew airlines Ticketing Policies

UfEf Options Iew User? Click here to have Fesh user name and password before maling booking

- Login

- Register

- New ltinerar TRIP AVAILABILITY GHEGK
Departing From firriving At "~ October 2004 |
Part-H Enugu BRI
Departure Date
0z Movember 2004

18
Departure Time
9:30am =
\r\
<>
Home
= o ™ i

Fig. 4: Shows the home page for ticketing

system revealing a home page that anticipates

the user. Fits law (www.askTOG.com) defines placing
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W Airline 0
Ticke!
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Phene | 080333333333
Hoia Addrass 1| "
a2 |
Country | NIGERIA s | LAGOS
a8 - - — o ™ e |

Fig. 5: Shows the travellers sign-in page. This points to the actual error i.e. wrong e-mail
input presenting it on the pop-up menu. Worded in language understandable to avoid
bugging the user with technical terms.

Ifor data entry. Also, irpit is vd idated as som as a
user cl icks suomit ik tm, the relevant omi ted field is
pointed out. Apprgadate feedoack is also implemented.

Sets of heuristics chosen for the evaluation of
this prototype (the ticketing system)

Ours is a web-based application, so web and sore
other appl icatim haristics thet fit this desion were
used. It is worthy of rnote thet hardstics for evaluation
ae decided based on the system/software at hard. 6.

1 TIntermal consistency: among the consistent
things are the page famet, 1irks, text colars,

text size( as texts of same fait but di firent 7.

szes are aarpletely two di flerent thirgs- Scott
W. Ambler (2000) in
www . ambysoft.com), page colaurr etc.

2 Simple dialog: dialog and messages are
ared ly warded and presated in fami liar ways 8
without speaking system-oriented languages.

This is demonstrated in the prototype
wedesign.

3. Mapping: there isdirect mepping of interface
dojects ard action. No hidden function.

4. Vil lry: The dojects are visible encugh an
the interface by courtesy of proper colour

aatrasts. Dark faits arefavoured overlidt
backgrounds.

BErar prevention: This is implemented far
instance where scripting language is used to
vd idate users input as shown above. Erar
caused due to wrag imput is ane of the most
threatening software errors, which easi lygive
rise to systam fd lres.

Feedback: Feedback is demonstrated at every
phase of the system use. This prevents user
from wandering that can giverseto f netratian.

Layout: The home page is compact, not
aowded with irrelevant things; graghics is
conservative (as a principle in KT says “ess is
more not more is more”). This aids dhorter
download time.

Ettslaw (www.askTog.com) : This states that
the tine to acgquire a tarogt isa function of the
distance to ad the size of the target. This rule
is ae of the most ignored principles in design.
B ttslaw dictates that the Macintosh pul 1-down
menu acquisition ghauald be five times faster
than Windows menu and that is proven ait.
Ett's law indicates that the most quickly
axcoessed targets on any screen are the four
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aomrers of the screen because of their piming
action. Also bigger dojects aref aster accessed.
To design for user is also to think about these
thirgs. This is shomn in the procotype.

9 Anticipation: The user anticipates the user by
taking him to the main issue (bocking), which
also acts as the welcare page and the home.

10. No orphan page: The site purpose is clear at
every pace as there is a staric frame showing
te sit€ s purpose on every page. Also each
page leads to the “hore”. No user can get
lost. (d tical ootent and navigation gptians are
wi thin the screen view wi thl itle or no need to
sxdl

Form fields al ignment is appeal ing and
el igtful. Wragly fi lled anes prompts user at
that instance not when all fields are entered.

Concluding Remarks

The interdistipl inary aoospt of interaction desion is
fast growing and may soon bring cut a standard thet
will become a defacto standard for software
development. This paper focus more on showing
Interaction design an the interface because user can
feel this argurent first from the interface. What
happens between the user and a system begins at the
irterface level. That means a poorly designed or
overaxowded interface can be of fput tirg.

This points us to coming up with good designs that
users can actually be happy to interact with.
Tnterestirgly, lots of so-called interadtive software
gool icatians, even web-based, are not what they should
ke but are more ar less user trsti le. Braluation of sare
web-appl icatians as depicted in this presentation
revealed this truth. The prdolem ocould be traced to
designer s negl igence to some interaction design
factors. This means, many user-system factors are

shumed in the course of their design.

This paper presented the place of humen - computer
factars, usabl lity and user experience in system designs.
A software nust be functiawl but must also be a del it
o tnily f dendly so to spesk. Systems must avoid put tirg
frstration to the face of a user. As the interface is the
first point of cotact, ussbi ity and user experience
needs to be checked. A system should be good from
the interf ace to the interral functiamel ties. The search
for usabi ity and user experience is what di flirentiates
a humen- computer special itfrom a software engineer.
They need to care together to bring cut systems that
user real 1y need. To design systemns that will pit an
understandable and contrd ladle face on technology,
the heart of a designer at every phase of development
should parg “user!, user!!, user!!l..
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The Dynamics of Service Differentiation in Computer Networks

Oladeji F. A., Uwadia C. O., Abbas O.

Abstract

The TCP/IP protoaol stack aaitrd ling the trangmissian of sigmals in the Internet
ovides best « fort service model. In this model, every tra& fic is treated equal ¥
using a single queue buf fering and FCFS schedul ing. The emerging gl icatias
such as the real-tine trd fic flaws require ket ter sarvice principle rather than the
best « fort ggorcach. The need to provice di fflraitiated services in arder to meet
the qual 1y of service requirements of these new appl icatiais led to the introductian
of Di flrentiated Service (DS) ard Integrated Sexvice (IS) frameworks by the Intermet
FEgineering Task Farce. While the IS scalabi hty is rot proven, the DS has gained
Intermet users and researders’ attantian. This pgper presents the dynamics of
achieving service di firentiatians in a DS-cgpable network.

1.0 Introduction

The popular Intemet is being used for manydi flferent
advi ties, including ered 1s, software distribution, video
and audio entertaimment, e-commerce ard real-time
games, multimedia etc. Although, some of these
aopl icatias are designed to be adaptive to avd ladle
network resources depending an the congestion state
alag the network paths, they sti Irequest far a special
qual 1y of service treatment such as low delay, lovjite,
o loss or assurance of high bandwidth from the
network.

To supoort this request, there is a need to provide an
d temetive service model far the Intermet, as compared
toits anventianl ae-sizefits-d 1 best €f fort service
model.

The major pradblem about the best €f fort service model
is thet it treats all packet flows from different
applications on equal basis. A single queue is
maintained faral 1 gpl ications ard each is at tended to
m a first care first serve basis. With the emergence
of new appl icatians, this sharing agorcach of the 1 mi ted
resources among users in the network is becoming
unresl istic. This is because best e fort system of
mransmission and 1iresr increase or decrease (TCP-
friendly addi tive increase, mil td ictive decrease may
rernder real time gppl icatians useless at the receiving
end. A motivatim to solve this prdolem led to the
desion of the arditectire far Integrated Services
IntServ) model proposed by the Intemet Engineering
Task Farce (IEIF) in [Bradenetaldd]. In thismodel, all
mouters alang an-end-to-end network path mist reserve
resources such as bandwidth and buf ferf ar each tre fio

flov from the same source and maintain a per flow
state and per -flow processirng at the raters from source
to the destination. The amplexdties of nmeneging infinite
flow queues at the router as suggested by this model
make the IntServ model diffiailt to scale well to
designers. Also, managing and designing such a model
for the present Intemet seams non trivial and requires
a charnge to its adgiral inf rastructures.

Arecent apprcach to overcome the non-scalabi iy of
the IS ard foster service di ffirentiation led IEIF to
@opose a new arditecture thet received a mass
& tention in Internet community. It is cal led
D fferentiated Services arditecture (OiffServ) in
Blakegall, itsfunctional component wi 1L be shown later.

In this paper, we shall ke referring to DifflServ
adi tectire sinply as DS and IntServ ardi tecire as
Bfor easy rferencing.

In DS, tre fic flows are agogregated and identi fied as
classes. Since the runber of tre fic classes is expected
toke farfewer than the mumber of flows in IS model,
IS is much less susceptible to the scalabi liy problem.
The DS service dojective is to di firentiate among
classes of trd fic at the rauters using a speci fied per-
hop packet forwarding behaviar.

This paper examines existing DS models toward
achieving qual 1y of service ard service di ffrentiarians
in computer networks. Sectio two discusses the arrat
del lenges toward computer -based tr& £ic management
whi le sectim three presents relative DS models being
poposed to achieve di flirentiation acaxrding to the
type(s) of performance/qual ity metrics an agppl icatim
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desives. Caxlusion is presented in sectiom four.

2.0 Service Differentiation Models

The huge success of the best ef fort service model in
the Intemmet is at trilbuted to the uderlying transmission
mechanism, the Transmission Contral Protocol, TCP in
[Stevens97] . During the initial stage of the Intermet
developrent, most of the applicatians used TCP as
the rd iable cel irery protocol whi ki tstransport layer
counterpart, the UDP, was less demanded for because
dits urd idd Iy rature. T fic sorces that use the
TCP to transmi t their cata regulate their sending rates
(window size) as recommended by TCP/IP linear
congestion control measures depending on the
cogestive state of the network. The TP transmits
data as faras it can meet the requested capacity of
the head of queue packet. Thistype of sarvice is refared
to as best €f fort service ard al v ficsare cansidered
equal. The model suites nn-real time gopl icatians ad
the goerations an them can be resumed any tine there
isprovisime.g. filetransfer or erail sarvices.

Manyrevaoluriasl zed appl icatias are emergirg from
telecommication industry demending far a ket ter then
est f frt service of this early TCP/IP. Network users
place their mission-card tical data, day-to-daytransactians,
web history and conferences including mul timedia
gool icarians an the publ KIntermet. Such services require
strict gErantee on del ery, ssarity and a desired
service qual ty as no delay, lov jit=r, o loss ar hich
bandwidth from the network. To cffer services that
would satisfy individual users would require extension

to the Intemet existing appl icatias. In arder to do
this, the Intemet Service Provider (ISP) hes to classi fy
ad priad tze trd fics acaxrding to the gppl ictiay s
goeci ficresd. In other words, users wi 1l be discrimirated
through del irexry of &i firent service qual ties such that
users who are wiling to pay more should receive a
et ter f aster service.

These requests for quality assurance, service
d ffrentiatians ard rd idd ity drove the IEIF to define
two qual 1y of service solutians: the integrated services
ad di ffirentiated service frameworks. The f£d lowing
subsections discussed the assumptions of these
ardi tectures.

2.1 Integrated Service Model

This is the ini tal proposal far service d fliratiation in
Bradenetalod]. It seeks to provide strang service
guarantee wi th absolute per-flow bounds on delay, loss
rate ard throgiput. This is achieved by the integration
of these four operatians: the sigwl g function, the
admission contrdroutine, the packet classi fication ard
per flow scheduling policy as shown in Fig 1.

Tre sigel ing scheme currat ly designed is the Resourcee
ReSerVatim Protoool (RSVP) in [Bradenetal97]. The
aopl icatians thet require a pref eratial treatment set
up paths and reserveresources in advance using this
protoool befare actal transmission of data. The
admission contrdraoutines present at the intermediate
routers alang the paths determine whether a request
frresour ce could e granted or denied. The classi fier

Routing Module
—>
Input
queues
Switching
- > Fabric
Signaling
Module

Per Flow
Queue/Scheduler

Per Flow Data &

Control State >
Output

Per Flow Billing Queue

—>

Admission Control

Fig. 1: IS Architectural Layout
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program ved fies each packet 's header and then
forwards the packets to the apgoraoriate source-based
packet queue. The scheduler then decides which packes
to be serviced ard ensureits QoS reguirements are
met.

The arditecture as presented in [Bradenetal97]
requires substantial nodi ficatias to the arrar Intemet
If mstructures. This poses concerms an its salabi by
because maintaining per-flow queue, per-flow
schedul ing and per-flov bi ling would impose large
computational and memory overheads on the core the
mouters of the networks.

Degpi te the flaws in IS, various models such as RSVP,
Expected Forwarding (BF), lawest source-quewe first
have been proposed, designed and some are being
used in sore Internet domains.

2.2 Differentiated Service Model

This model proposed in [Bleketalds] lock at ways of
&l {rerirg di flirentiated service by (1) defining methods
of packet marking with various labels (code poirnts),
©) treating packe: di firent Iy a a per-hop basis and
(3) using service level sgreement to give some form of
end-to-end performance guarantees across network
dareins. It proposes the desion of tra fic sheping
algxi thms ard tre ficpdl ierautines at the edge rauters
to eff arce qual 1y of service aotracts and suggests a
form of schedul ing scheme to produce the diffirent
per-hop behaviors as shown in Fig 2.

The DS model is based on the suggestion that all te
trE fic flows can be grogped into a finite mumber of

tref fic classss. Individel tr fic flows wi th simi lar Qos
requirements are carbined together to fom tre fo
aggregates (classes) . Each packet class is idari fiedby
a short label in the IP header, (Type of service field in
[Nicholset98]), called the DS Code Point (DSCP).
Whenever a host or edge router serds data into a DS
network, it first marks the packet with the aporooriare
DSCP value. The DSCP value is decided by a complex
classi fication procedure at the edge routers of DS
network.

The intermediate routers (hops) trest the received
packets based on the associated DSCP value alae.
The queue and schedul ing behaviar to be gplied an
arriving packet are based aon the value of DSCP. The
queuing and schedul ing behaviar in a IS is cal 1ed the
Per-Hop Behaviour (PHB) and it defines how an
irdividsl router wi lireat a packet when forwardirgit
over to other hops through the network. Acaxrding to
[6], four PHB have been defined and standardized which
are: the defaillt PHB, the class-selector PHB, the
Expedi ted Forwarding PHB and the Assured Forwarding
PHB.

The defail t per-hop behaviar i £ selected, provides the
same kind of service as the existing best - fort model.
The class-selector BB of fers seven di firent queuing
behaviars with increasing packet time forwarding
probabi lity. The Expedited Forwarding per -hop
behaviar of fars premium end-to-end service ansisting
of low loss, low latency, lawii tter ard assured bandwidth
as designed in [Jacobsonetal99]. The Assured
Forwarding per-hop behavior of fers di flirent levels
o forwarding assurances far the received packets in

Roiitina Madiile

E—

Input
interface

E—

Switch

[Heinanen99] . It deliers IP packets in four
Dropper and —»
Scheduler
Outnut
Per-Class Data
and Control State '

Fig. 2: DS Architectural Model
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Table 1: Assured Forwarding Classes and its Recommended Code Points

Class 1 Class 2 Class 3 Class 4
Low Drop Precedence AF11 AF;; AF3; AF4;
(001010) (010010) (011010) | (100010)
Medium Drop Precedence AF; AF;;, AF3; AF4,
(001100) (010100) (011100) | (100100)
High Drop Precedence AFi3 AFy3 AF33 AF43
(001110) (010110) (011110) | (100110)
independent Iy forwarded AF classes (see table 1). Models

Within each AF classes, the IP packetisfurther assigned
to ane of the three levels of drop probabi ity ar
precedence.

DS can be provided either in absolute and relative
manner.Inthe former approach, service di flrentiation
isderived by using admission amtrol, bandwidth brcker
ard resource reservation just as the IS model. The
absolute DS aims at achieving performance measures
in a way simi lar to IS model, but without keeping per
flow state wi thinrauters as speci fied in [Manimeran02] .
t is mellyrdared to as Virtual Ieased Line or
Bremium DS model. The sources are expected to keep
to the trd ficr di 1e such as the premium rate to serd
and are guaranteed the transmission of that rate by
reservirg resouraes from the source to the destination
of thet trd fic. Tt drives to provide strict gurantee
service. Violation of the prdile may lesd to a drp of
such tre fic flov.

The relative service di ffirentiarion, an its own, treats
an aggregpte tr ficdass relative to aoter class. Tt is
achieved through the use of packet schedulers and
packet accept/discard rules. In the relative
d flirentiation approach, intemet tref fic is divided into
N tr& fic classes such thet class 1 gets a better ar at
least o worse service than i+1 trd fic class. This may
be achieved through appl icatim of priad ties (@i,
static or dynamic), differential pricing strategy or
d fferential al location of avd lable resource using
d flferent weights wi thdi fierential peral ty during heavy
congestion. Providing di fferentiated services on
monetary basis inplies that a network user who pays
more will expect a lower delay level ard lcss rate levé
than a user who pay less. Table 2 campares the IS ard
DS models.

3.0 Performance Metrics and Differentiation

In the DS framework, the qual iy of service is measured
in temms of any of the £d lowing perf ormance metrics:

1 Bandwidth - the maximum data transfer
1ate possible between the source ard the
destiratim.

2 Delay or latency - the time a packet takes

to traverse from the source to the
destination and

3. Ré idd lity or packet Icss rate - the average
erarate of medium or average number
of packet discarded o transit

Most of the aongestion responsive-based qual iy of
service models proposed so far aim at antrd ling ane
or two of these metrics for a camection session. As
would be discussed later, sare researchers support
bu 1ding of algxd thms that would guarantee each of
these parameters independent ly such that each trd fo
flow selects the type of qual 1y metrics desired during
the session setup.In [8,9], this independent routine
was ad tidzed in the sense that it would maketrE fio
management complex at each router end. Moreover,
the Intemret trd fic lced fluctuates great ¥, thus, any
scheme that would regulate and guarantee service
performance metrics must be very rdost, fair ad
talerant to changing network condi tias. Schemes that
would provide service di flirentiations using these
metrics in faimess to all netwark trd fic class in IS
domains arereguired for deployment on the Intemet.
Also, any of such schemes must be ef ficient in meneging
trd fic embedded with the qual ties such as fainmess,
responsiveness, low overhead and social optimal iy as
specified in [Jaind0] .

Many ISPs resear ders are praoosing the use of A flerat
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Table 2:

Comparison of IS and DS Models

router

Criteria Integrated Services Differentiated Services
Granularity of service Per-flow Per-aggregate
Differentiation
Scheduling and Buffering per Per-flow Per-aggregate

Traffic classification based on::

Several header fields

6bits DS field in IPv4 or IPv6 Header

Admission Control

Required

Not required, but shaping/policing
may be required

Signaling Protocol

Required (RSVP)

Not required, may provide semi-
static reservations

Type of service differentiation

Deterministic or
statistical guarantee

Absolute or relative assurances

Coordination for service
differentiation

End-to-end

Local router (e.g. per hop basis)

Scope of Service

Unicast or multicast
path

Anywhere in a network or specific
paths

Network Management

Similar to circuit-
switch networks

Similar to existing P networks

Network Accounting Per-flow Per-aggregate
Inter-domain Deployment Hard (requires Simpler (requires bilateral
multilateral agreements
agreements)

tedmiques to diffrentiate ane appl ictim from the
other using the theoretical queue models e.g. the
wd tirg time priarity in [Kleinrock76] . Di ffirentiation
aould e viewed in di firent ways among Intemet users.
From a performance perspective, a real-tine vaoice ar
video on demand transmission must experience a lower
delay level then an ardinary emeila filetransfer.In
this case, distribution of avd lable bandwidth acaxding
to the edgency of tra&fic is inportant. From the
gool ictiay s viewpoint, a traf fic flow shauld have access
to the avd lddle resour ce since each has 1 ts own speci fied
qual ty of service requirements and thus, faimess
becares an important issue. In case of cagestio, to
evar a ol lapse, uwresponsive flows need to be
penal zed by packet dropping. This may be done to
free al 1trd fic to ke responsive to the cogestion no
mat terurgent ard stringent such tr& fic demand might
e. Quratdy, nmost research works focus on metric-
based model ing approaches for del ¥ering the
Dl fferentiated Services.

3.1 Relative Differentiated Service Models
(RDS)

The central idea inrelativedi flrentiated service is that
the network tr& ficisgragped into N service class, which
ae then ordered based an their relative qual iy

Class 1 1s better than class i-1, 1<i<N, in terms

of local performance measures such as queuing
delays and packet losses.

Tn other words, the class a packet belangs, determines
the level of qel yi treceivesfrom a partiadlar router.
This relative di fferentiated service is supported in [9]
with the goal to give a better performence to class i
trad fic then class i -1 twd fichat witha fixed qual 1y of
service spacing amog classes as a faimess yardstick.
If the goal is amsistent ly achieved, thenit is concluded
thet class 1 users receive ket ter perf ormance than class
i1 users, then, in retum, the ISP can legi timetely
charges dlass 1 trd fic a higer tard ffrate then class i-1
trad fic. A popular model for achieving RDS is the
proportional model proposed in [Dowrd is00].
Specifiadl ¥, the model imposes the constraint thet the
local (per hop) performance measures for each class
should be raticed in propartion to certain & firatriation
parameters that the network operatar selects.

During a camection, the network administrator selects
a qual 1y of service parameter to each service class to
serve as its Qual iy Di flfratiation Parameter (QDP) .
At a time interval, the average of a selected
perfomence netric is calculated across classes e.g.
delay ard expressed as a ratio to that of another service
class. This is conpered relatively to their respective
chosen (DPs. If there is a match, the schedul ing and
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dropping models are assured to be fairtoal 1 classss.
The model has the £d lowing dojectives:

f) To provide amsistent service di flirentiation
between classes. This is to say thet a class
with higher advertised qual ity should
amsistent ly at perform a class with lower
advertised qual ty.

i) Toal low the qual iy spacing between classes
ard within classes to be adjusted such that
thereisfaimess in providing the di firentiated
services.

The two goals must be met at all time scales
lag or dort. Speci fial ¥, certain questians
gxrang up from the proposed proportional RDS
mocel in [Kleinrock76] . Some of them have
been analyzed whileresearchisdgd Il going an
the £4 lowing:

1 Given desired qual iy of service request for N
& fic classes, uwder what caditias (e.g.
tra fic load distribucion for N classes) can
feasible catral garameters be ford to achieve

the ratios?

2. Given that the ratics arefeasible, how can one
dotain the aotral parameters that wi Il achieve
the ratios?

3. Given the dotained contral perameters, can we

meintain the spacing of the contral perameters
atall time scales?

Some researchers have attempted these questions.
Sare of their cutcomes are presented in the next
section. The detail can be found in [Dowd is00,
Dowd is99, Dovetal02, Leungetal00, Dowrd is(?].

3.2 Proportional Relative DS Model

The model states that the network resources should
e distributed among users in proportion to the share
they have been assigned. Soifqg,, g, are the network
resources being used by user iand user j ad S,,s,ae
the network share assigned to user i ard user jby the
network operatar respectively, then, the proportiaal
d ffrentiation model imposes that:

9 = S5y
q; 55
3.2.1

Tre kesic idea is that, even though the actual qual 1y
experience by each user will deperd an the total load
of the network, the qual tyratio between users should

ramein fixed, indeperdent of the lcad.

In general, suppose that thereare N classes and g(I)
is an average qual iy metric of class i in a certain time
interval T= (£_,t, +9) of dratim &, the proportianl
d fferentiation model states that faragiven moni taring
interval time scale 6, the £d lowing oonstraints should
hold between the average qual 1y metrics of two classes
iand jfarall time intervals of dratin 6 invhich g,
(I) and g () are defined

q, @ = <
a; @ S
3.2.2

The parameters c,, c, ae rdared to as quality
differentiation parameters (QDP) .

Since higher classes are bet ter inrelativedi faratiarian,
this P should satisfy e relarimc, <c,< ¢, < .. <

G

Thus, for queuing delay di firentiation, the equation
becomes

d, @ é.j
3.2.3

whered >a, > .. &, &absarethedelayd flretiation
parameters far the respective classes; ard for the
popartianl loss rate di flretiatiay;

1o - o
:Ij o = 6j 61 > 62 > .> 6N
3.2.4

Based an this model, ef forts lmve been made to achieve
oportional faimess in traf fic delay as
in[Dowd isstal9d], less rate as in [Dovetal?], ad jite
d ffrentiation in [leungetal00] . Later in this peper, we
grl 1 examine the model using wd tirg time prdad tyf
evaluating delay praoartiael faimess. ZAnother aspect
of praportiael di flfrentiation is how to achieve pro-
portioal schedul ing and dropping of packets when
there is cogestion. Below, these two issues are ex-
amined.

3.3 Scheduling Models in a Proportional RDS
Paradigm

In [3], two schedul irg algxithms for aporoximating
the prapartiael di firentiated services by adjusting the
delay di firentiation parameters under heavy load
oaditions were proposed. The model cal led Backlog
Broportiael Rate scheduler (BPR) is based an a generd
processor sharing model with the modi fication thet the
class service rates are dynamical ly adjusted so that
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they are raticed prooortianl ly to the caresponding
mtios of measured class loads.

The secand algori thm is the wd tirg tine priad ty model
scheduler earlier set aut in [Jain90]. It is kesed m
time dependent priority algxithm and has been the
model behind most proportiasl service di flrentiarias.
Tre priard ty of a packet inflow i at tire t isprgportiasl
to the wd ting time of the packet at time t, where the
roportianl amstant ¢, is a service parameter far dlass
i

The Time dependent Priority (TDP) is a non-preemptive
schedul ing algxd thm which provides a set of catrd
verizbles b, 1= i=N whereO=Db =Db, =..= Db,
ard b, dernctes the instantanecus priority of dass i
packets.

Specifidl ¥ if apacket arives inclass iat time T, then
ITspdarity at time t € £t =T), denotedbyqi(t)js

g, ®©=(-T)b,
3.3.1

EN, ® represents the muber of packet in dass i,
wd ting in the quete at time t adif the sarverisready
totransmi t a packet at the head of queve, itwill choose
a packe fram class i* where

ar® =  mex{q €)

3.3.2

and N,(t) >0 1=1i=N

Whenever there is a tie in the hidhest priad ty, thetieis
resolved using FCFS basis. If there is ro packet in the
system, then the server will be idle ad it will ke
ativated by any newly arriving packet.

The work in [Dowd isetal9®d] proposed proportiaal
delay di fferentiation through the use of packes
schedulers. Three schedulers were addressed arnd their
pexrformances compared. They are: the Proportiael
Average Delay Scheduler (PAD), Wd ting Tine Priordity
Scheduler (WIP) and the Hybrid Prgoorticnal Delay
scheduler (HFD) .

The PZD calculates the normal zed average queuing
delay of al 1 padkets serviced from a tre fic cdlass in the
time interval t ad selects the quese with the maximum
normal zed average delay for schedul irg. In this
scheduler, nomel zed average delay isgiven as:

di(t) = Si/é'pi

3.3.3

where s, is the sun of the queuing delays of all te
class i packets that have been serviced at the arreart
time t ad p, is te caxrespading comt of class i
packets that have been dequed at the time intervad
and & is the delay di firentiation parameter of that

Class.

The WIP atteampts to minimize the normal zed head of
the queue wdting time of di ffiret classes. This is
expressed as

w, 0 = w, 0

i

3.34

d,

i

where w, (t) is thewd ting time of the head packet of a
class or a queue. The wd ting time of a packet is the
d fference between current system time and the time
when the packet is etered the queue.

The WIP schedules packetwith maximum wd ting time.
Whi le the PAD works well inany timescales, WIP only
achieved delaydi firentiation during heavy loads.

The best features of PAD and WIP are carbined in
hytrid proportianl delay di firentiation exoressed in
[13] as:

@dt+@1-9 w0
3.3.5

Where ‘g’ is the HD parameter. Under heavy lced
aondi tian, both PAD and WIP work well but when the
Ul Hzation decreases under low load, the vahed ‘g’ is
set close to 1 so that HPD works morel ke PAD.

Brgoartiasl loss rate di firentiation was proposed in
[Dovetal02] to schedule packets from queue or class
wi th highest loss rate while in [Dowd is(2], a relatdive
bandwidth di ffirentiation was modeled using WRED
and carbination of a relative loss ard a relative delay
d firatiatias for the TCP flows as:

Where bw, is the ttroughput achieved by flow i and &,
is the bandwidth di ffrentiation parameter of flow i.
This works wel 1l in Intsarv -based tr& £ic management .
Research ef forts are being directed on how to contrd

network flows by a simil tanecus control of more than
ane perf ormance metrics.

Arecent proposal far reladive prooortiawl DS is the
ropxtiael jiter d ffrentiation model proposed and
similated in [14] . Acaxrding to the model, the ratiodf
the axrrespading jitter i firentiation paraveters is:.

J, t, t+T) = q
3.3.7

Jj t, t+T) = c

i

wherec,c aete i terdi ffirentiation parameters and
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J (£, t+T7). Inthismodkel, class 1 isbetter ttenclass jif
c >cC.
i ]

Thus, J (€ t4Tk,=  J, & t4Tk,
J € t+T) = J & t+T)c
J t, t+T)C = J, & t+T)c,

3.3.8

Aji tter of a packet k in a class quete iisttedi fierence

of queuing delay of this packet ard the preceding packee

in this class.
JK =

i

ar -
3.3.9

k-4+
d'i

Arelativeii tter proportional scheduler pseudocode is
shown below as used in (Dovetal(2) :

3.4 Dropping Mechanism

One of the key functions of any cagestion avoidance
algxithm is to stop admi thing newly packets into the
queses after a partiacular thredold is reached, even to
drop some of the backlogged packets depending on
the level of the congestion. In proportional
d flirentiation, anytine the buf fer manager discovers
heavy cagestio, itmvokes a drogoer ( e.g. RED) to
select an already backlogged packe-from a target class
asfdlows: The droppeer maintains a ruming average
for the perf ormence metric e.g. delay, Iosraear jither
for each class 1 . When a packet thet is backlogged
needs to be dropped, the target class to drq from is
selected by computing the minimm of their measured
pexrformance divided by their quel 1y di flirentiation
perareters e.g. farleesrate, 1 (I) /6, is caputer far
class i at irtervd I ard so an for the other classes. The
class wi th minimm is selected and one or nmore packess
& e dragoped that would not disturb the proportiaal iy
dits scheduler ard buf fering scheme.

A1 these models are exposed to criticism befare
deployment into the Intermet. The main yardstidk is
tet, a tr&f fic menagement algorithm that would be
far , responsive, social 1y optimel wi th less overhead are
needed high performence of the Intemet switching
protomls.

4.0 Conclusion

The idea behind service differentiation an networks
grang up as the packet swi tch-based Intemet desires
to transmitreal time gpplications to meet current
telecomunication demands. Real-time appl icatians
that dominate its traf fic most essential Iy require
stringent amstraints on how and when to forward

sigmals that the best e fort service model of the present
Tntemet could not provice. To accomodate such tre fo
would reguire modificatias to the axret Intemet.
This trend has led to variocus propositias from
researchers and network designers. Sare of their
outcomes had been presented in this paper. i frts are
keing directed towards IEIF Diffrentiated Service
ardii tecture than the IETF Integrated service
d firentiation framework because of its smlabi liy
e trdhbte. Gd ticisms and evaluatians are expected from
general public and Internet users befare their
deployment. Research ef frts are o 11 beirg directed
toward managing new appl icatias (Uresponsiveresl
time tra fid) ef ficdar Iy with faimess to the existing
elastic TCP-f rierdly apol ictias.
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Requirements Elicitation as a Success Factor in Software Development
Olugbara, O. O., Ayo, C. K., Adebiyi, A. A., and Akinyemi, I. O.
ABSTRACT

There are many problems often associated with requirements engineering, these include (a) defining the system scope,
(b) understanding among the different stakeholders, (c) dealing with the volatile nature of requirements. These problems
can lead to poor requirements acquisitions and consequently render the legacy system unsatisfactory or unacceptable. By
improving requirements élicitation, the requirements engineering process can be improved, resulting in enhanced
requirements and potentially a much better system. Most requirements engineering techniques and tools focus on
specification activity that is, the representation of the requirements, which had been found at the long run not to have
considered essential needs of different stakeholders. However, the goal of requirements engineering is the production of a
good requirements specification. The IEEE 830-1998 Guide defines a good software requirements specification standard.
This can only be achieved through proper requirements elicitation practice. This paper focuses on élfcitation, in order to
address those problems with requirements engineering that are not adequately addressed by several specification
techniques and tools. We critically analyze the responses from various software development firms contacted, with a
result that little or no attention is given to requirements elicitation, which has often, times leads to software failure. We
also describe how elicitation process can be carried out through the use of UML use case diagrams, which is a powerful
tool for elicitation.

Keywords: Software Requirements Engineering, Requirements Elicitation, and Use Cases

1 INTRODUCTION

Requirements are capabilities and objectives to which software must conform and are the common thread for all
development activities [1]. Software Requirements Engineering (SRE) is concerned with analysis and documentation of
software requirements [2]. It is a systematic process of requirements development by iteratively analysing the problem
statement and documenting the resulting observations. Requirements engineering is at the heart of system development
life cycle with the key objective of specifying a system that at the end will be successful. Requirements analysis therefore,
is a process in which what is to be done is elicited and modeled. This process has to deal with different viewpoints, and it

uses a combination of methods and tools to produce requirements document.

Requirements engineering is a major problem area in the development of complex software systems [3]. The hardest
single part of building a software system is deciding on what to build. Studies have shown that deficient requirements are
the main cause of software development failure and incorrect understanding of requirements is one of the most common
causes of errors in computer systems. Applications can overshoot their schedule, deliver less than originally promised, or
be cancelled before release. Therefore, getting the right requirements is the most important and difficult part of a
software development project. Important issues involved in this problem area include [3, 4]:

Achieving requirements completeness without unnecessarily constraining system design

IS

Analysis and validation difficulty
Changing requirements over time
Users do not know what is technically feasible

Users may change their minds once they see the possibilities more clearly

- ®o o o

Users may not be able to accurately describe what they do

Discoveries made during the later phases may bring about change requirements

7 e

There are many social, political, legal, financial, and/or psychological factors

It is impossible to say with high certainty what the requirements are, and whether they are met, until the system is

actually put in place and running correctly

The implication of lack of a complete requirements specification, which evolves from elicitation process, is a grieved one.
According to Connolly et al. [5], one of the major reasons for the failure of software projects is lack of complete
requirements. The problems that result from inept, inadequate, or inefficient requirements engineering are expensive and
plaque most software systems and software development organisations [6]. Despite the current trend to develop
applications in Internet time, companies are realizing that the consequences of inadequate requirements engineering are
too great [7]. In response to these problems, the software industry is exhibiting an increased interest in requirements

engineering and the benefits it yields [8].
95



Many of the problems in creating and refining a system can be directly traced to elicitation issues. Yet, much of the
research works conducted on requirements engineering has ignored this important phase of development. It was asserted
that there is a concentration of research in the area of precision, representation, modelling techniques, verification, and
proofs as opposed to improving the elicitation of requirements. A conclusion was drawn that research efforts should be
directed towards methods and tools needed to improve the requirements analysis process, and in particular, to those
providing more support to the elicitation of requirements [3]. The study conducted indicates that requirements errors are
passed undetected to the later phases of the software development life cycle, and correcting these errors during or after
implementation has been found to be extremely costly. We submit that one way to reduce requirements error is by
improving requirements elicitation, an activity often overlooked or partially addressed by requirements engineering

techniques.

The goal of this paper is to find out the aspect of software requirements engineering phases, which results into software
failure. We conduct an experiment through a questionaire-based findings in an attempt to provide solution. Our opinion
differs sharply from those of respondents who believe that software failure is mainly due to programming effort and that
lack of skilled programmers is a serious debilitating factor. Report from software houses visited shows that the success of
software project rest heavily on ability to program. Stakeholders like programmers and financiers in developing countries
like Nigeria believe only on system analysis and direct coding but they are not too familiar with software enginering

concepts such as requirements elicitation, specification, verification and management.

This paper highlights the negative consequences of neglecting requirements elicitation and enumerates the potential
benefits of its adoption. We argue that software failure is mainly due to lack of requirements elicitation practice, lack of
use of development tools and unawareness of software engineering practices. We attempt to fill these holes by exploring

requirements elicitation as a success factor.

The rest of the paper is briefly summarized as follows. Section 2 overviews software requirements elicitation. In sections
3, we report our experience and the results of the experiments conducted. Section 4 describes an effective approach for
conducting requirements elicitation and we strongly rate use case diagram as a powerful tool for good elicitation practice.
To explore the concept further, use case technique is demonstrated with a case study of an aspect of ongoing project at
Covenant University [9]. This is done in section 5. In section 6, we describe modeling support tools for practicing
requirements engineering with strong emphasis on C# Builder Architect, a new commercial product from Borland and we

draw conclusion in section 7.

2 SOFTWARE REQUIREMENTS ELICITATION

Software requirements elicitation is a process by which all parties involved in the development of a software system
discover, review and understand user needs and the limitations of the development activity and the software [2].
Requirements elicitation serves as a front end to systems development, which involves various stakeholders: analysts,
sponsors, funders, developers, and end users. Requirements engineering process can be broken down into three main
activities [3]:

a. Generate requirements from various stakeholders but users should be the major focus

b. Ensure that the needs of all stakeholders are consistent and feasible

¢. Validate the requirements derived in line with the needs of the stakeholders

This model involves a sequential ordering of activities in iterative mode and the activities should be properly documented.
Requirements elicitation can be broken down into the activities of fact-finding, information gathering, information
documentation and integration. The resulting product from elicitation is a subset of the goals of the various parties, which
describe a number of possible solutions. The remainder of the requirements engineering process concerns the validation

of this subset to see if it is what the stakeholders actually intended. This validation typically includes the creation of
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models to foster understanding between the parties involved in requirements development. The result of a successful
requirements engineering process is a requirements specification, where the goodness or badness of a specification can

be judged only relative to the user’s goals and the resources available [3].

A good requirements elicitation process supports the development of a specification with a set of attributes such as those
define in [3]. The problems with requirements elicitation inhibit the definition of requirements, which are unambiguous,
complete, verifiable, consistent, modifiable, traceable, usable, and necessary. However, the processes of fact-finding,
information gathering, information documentation and integration will be refined to specifically address the problems
encountered during requirements elicitation. This is where our own contribution comes into play. Problems of
requirements elicitation can be summarized into three major categories [3]:

a. Problems of scope, in which the requirements may address too little or too much information

b. Problems of understanding, within stakeholders such as users and developers

c. Problems of volatility, which is the changing nature of requirements.

The following is a set of recommended requirements elicitation techniques [10]: Interviews, Document analysis,
Brainstorming, Requirements workshop, Prototyping, Use cases, Storyboards and Interface analysis. These techniques can
be used in combination and they are effective in emerging the real requirements for planned development efforts and

models.

3. EXPERIMENTAL REPORT

Primary data was collected from programmers and analysts of software development firms through structured
questionnaire that was administered unto them. In all, a total of 128 people were administered the questionnaires for the
purpose of gathering data, of which 100 people fully responded to the questionnaire, and their responses was used to
infer whether requirements elicitation is of paramount importance in software development or not. Thereafter, statistical
analysis was carried out on the primary data gathered with sole objective to examine the impact of requirements
elicitation in overall software development process. The finding shows that requirements elicitation is significantly
important in the process of software development which is often neglected. Chi—square was used to test the following
hypotheses.

Ho: Requirements elicitation is significant in software development

H;: Requirements elicitation is not significant in software development

Testing the hypotheses at 0.05 level of significance, the null hypothesis was accepted, showing that requirements
elicitation is of significant important in software development contrary to the report in Fig. 6. The various charts below

show the responses from the respondents for which questionaires was administered.

MMeetng Time Schedule (Software "ﬁl&&ting User's Needs
Dewvelopm ent)
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o MNeeds Mot ket
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Fig. 1: Meeting Time Schedule Fig. 2: DNeeting User’s MNeed
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From Fig.1, 63% of the respondents agreed that they failed to meet the time schedule for software development of their
clients due to constant changes in requirements. This inferred that improper requirements elicitation was set before

development effort began.

From Fig.2, 52% of respondents attested to the fact that not all their software development efforts meet user’s needs as
a result of improper communication between the system analyst and users. They identified knowing real customers need
is a major task. They acclaimed this problem of not meeting user's needs to not identifying and involving all the

stakeholders in their software development efforts.
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Fig. 3: Project Costin Software Development Fig 4: Participation of Stakeholders

From Fig.3, 71% of the respondents agreed that they exceeded project cost due to not meeting user's needs at the

schedule time and in most cases it is as a result of poor requirements elicitation.

Moreover, it is evident from Fig.4 that stakeholders are not totally involved in software development, which eventually

caused the cancellation of the project or fail to meet users specific needs. The problem is as result of lack of proper

elicitation.
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From Fig.5, 56% of respondents confirmed that they do have problems with various stakeholders in their developmental
effort. These problems range from users inability to express their needs to the analyst, lack of team spirit and

commitment to the project.

Finally, from Fig.6, 17% of respondents attributed the cause of sofware devewlopment failure as result of requirements
elicitation, 30% said it is caused by specification, while 53% said it is caused by poor programming effort. We gather that

the respondents believe in software implementation than any process in sofware development phase. However, by our
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own understanding and knowledge, requirements elicitation is more crucial to the success of software development than

software implementation especially now that code generator tools have been successfully developed.

4. CONDUCTING REQUIREMENTS ELICITATION
The following approach is recommended for carrying-out requirements elicitation. The approach is based on extensive
review of literature combined with practical experiences of requirements analysis. The purpose is to solve the requiremens
elicitation problems earlier identified,
a. Write a project vision and scope document
b. List a project glossary and acronyms that provide definitions of domain words that are acceptable to the
stakeholders for the purpose of effective communication
c. Evolve the user requirements by focusing on product benefits and general acceptability
d. Document the rationale for each requirement when necessary
e. Provide training for requirements analysts and user representatives with the following objectives:
i To identify the role of the requirements analyst, who are to work with end-users to evolve the
requiremnts
ii. To write good requirements document

iii. To identify requirements errors and corrective measures

iv. To identify investment needs on the project
V. To understand the project and/or organization's requirements process
Vi. To suggest methods and techniques that will be used for the elicitation
Vii. To understand the use of project's automated requirements tools
f.  Prioritize the requirements appropriately
g. Establish a mechanism for requirements management
h. Use peer reviews and inspections of all requirements work products

Use an industry-strength automated requirements tools
i Assign attributes to each requirement
ii. Provide traceability
j. Use hybrid of good requirements gathering techniques such as requirements workshops, prototyping, and use
cases
k. Provide members of the project team (or stakeholders) with audience—specific versions of the requirements when
information is being shared
I.  Establish a continuous improvement ethic, teamwork approach, and a quality culture
m. Involve customers and users throughout the developoment effort
n. Perform requirements validation and verification activities in the requirements gathering process to ensure that
each requirement is testable
0. Store requirements in a requirements repository instead of a paper document
p. Keep the granularity of the requirements repository small so that individual requirements can easily be entered,
iterated, approved, traced, managed and published
g. Ensure that requirements repository stores all kinds of individual requirements metadata and requirements

models

5. USE CASES TECHNIQUE FOR EFFECTIVE REQUIREMENTS ENGINEERING

Use cases are pictures of actions a system performs, depicting the actors and they describe the behaviour of a system
when a particular stimulus is sent by one of its actors. Use cases are used during the analysis phase of a project to
identify and partition system functionalities. They are powerful tools when combined with their textual description to give
better semantic information. Many developers believe that use cases and scenarios facilitate team communication. They

provide a context for the requirements by expressing sequences of events and a common language for end users and the
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technical team. Use case modelling facilitates and encourages stakeholders’ participation, which is one of the primary
factors for ensuring project success. In addition, it provides a means of identifying, tracking, controlling and managing
system development activities. Several other benefits of use cases are reported in [11]. Other requirements elicitation
techniques should also be used in conjunction with use cases to provide enough information that enable development
activities.

There are two primary artifacts involved when performing use-case modeling. The first is the use-case diagram, which
graphically depicts the system as a collection of use cases (represented by oval shape), actors (represented by stick
object) and their relationships, which are basically: association, extension, dependency and uses. Use case and actor
icons are assembled into large system boundary diagram. This diagram shows all use cases in a system surrounded by a
rectangle. Outside the rectangle are all actors of the system and they are tied to their use cases with lines. Inside the
system boundary are use cases that are part of the system being modelled and everything outside is external to the
system. The diagram communicates the scope of business events that must be processed by the system. The details of
each business event and how

the users interact with the system are described in the second artifact, called the use-case narrative, which is the textual
description of the business event and how the users will interact with the system to accomplish the task. For detail
description of use cases we recommend the materials [11, 12]. Below is a simple example of uses case narrative and use

case diagram of a case study of digital Course Registration System (CRS) [9].

Use Case 1 Add and Drop Course

Goal in content Student could be required to add or drop a course via CRS if registration process is opened, a user

interface is displaced with add and drop buttons activated

Level This is an extend use case from Add course use case

Parameters In:  matricNo, course code, college and department hosting the course. Out: current session,

minimum and maximum unit allowed per semester, unit registered per semester, students’ name

and photograph, list of courses available in the department and their corresponding prerequisites

Preconditions Course registration is not closed; user is a good academic standing student of the university. If user
is a current student, course prerequisite is not checked. Graded course cannot be added or dropped.

Course unit registered per semester cannot exceed the maximum or fall below minimum allowed

Post-conditions

(Success End)

Adding or dropping of course(s) is achieved

Post-condition

Adding and dropping of course(s) is not achieved, or cancel button is pressed and then the process

(Failed End) is cancel

Actors Students

Trigger A student requests to operate the CRS for a CRS operation such as Add or Drop

Description  (Event | Actor action System respond Affected data objects with
Flow) operations

1. Student requests to

operate the CRS by

2. Verify registration Reading from the system data file

Status for current registration status
clicking the correct

button

3. Displays rich Read and display the lists of

interactive user interface colleges and departments available,

maximum and minimum  units

registrable, and current session
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and department from | their prerequisites and their prerequisites

appropriate lists

4. Select course hosting college | 5. Displays courses and | Read and display the lists of courses

6. Enter MatricNo and press | 7. Verify student Read from student biodata file and
start button display courses registered

8. Select a course from course | 9. Verify course to add Update course unit registered per
list and press Add button semester and add course to course

registration list

button

10 Select a course from course | 11. Verify course to drop | Update course unit registered per

registration list and press Drop semester and drop course if possible

Extensions

Table 1. Use Case Narrative for CRS

s =z
uses Confirm Fee

Payment

EgeSe S

Check Course

z<extends== o
Prerequisite c<extendss >
T
Add and
Student = =
Drop extends

EgeSe S
Checlc

Eequirements

Fig. 7: Use Case Diagram for CRS

6. MODELING SUPPORT TOOLS

In recent years, legacy applications have steadily grown larger and more complex. Monolithic systems have given way to
multi-tier applications and software are now embedded with conceivable type of hardware: phones, automobile, ovens
and automated teller machines. These essential requirements have made engineering task more arduous and challenging.
The appearance of more powerful and user-friendly requirements tools, will definitely minimize this enormous task.
Modern integrated requirements tools must support all requirements engineering tasks such as: elicitation, specification,
management and other related task outside requirements engineering activity such as: scope management, version

control, configuration control and quality assurance or control.

The most related work in this direction is due to Firesmith [13]. The author addressed several problems with traditional
paper-based requirements specification approaches and recommended a requirements specification approach to solve
these problems that is founded on the use of modern requirement tools based on fine—grained requirements repositories.

Using an appropriate tool based on these recommendations, one can automatically, easily and inexpensively generate
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various types of high-quality requirements specification that are tailored to meet the individual needs of their various
audiences. Firesmith proposal is believed to go beyond the simple use of international (e.g. IEEE830-1998), industry (e.g.
OPEN or RUP) or business internal templates for one or more requirements specifications. It also includes the creation of
arbitrary requirements reports for requirement management and other purposes.

The major difference between his work and ours is that while the former tends to focus more on requirements
specification, the latter identifies requirements elicitation as the pivot or source of most errors that hinders the success of
software development. We believe that any improvement at this stage will greatly alleviate the difficulties. On this basis,
we view software development stages as illustrated in Figure 8. By refinement we mean transformation of one source to

the other. Therefore, specification refinement is the process of going from a specification to an implementation.

Elicitors use Anal;,r.sts-"l;)esigper LBl [mplementer use
Al stakehold Elicitation Toals to Specification Tools to Implementation T oals
SLEREADIGET generate elicitation refine elicitation to refine specification
patticpation
. » Fequirerments » Specificatin ¥
Requirements Requirements Dot Requirements Doommernt Implementation
Sources 'y » Elicitation »{ Specification >
Code
Requirement
Management

Testersimaintainers use
tools to refine codes
Fig §8: Models of Software Development

A commercial product we are currently investingating to practice this model (Fig 8) is the Borland C# Builder Architect
[14]. Borland C# Builder brings the object Management Group (OMG) Model-Driven Architecture (MDA) initiative to the
market with one of the tightest integrations of a GUI builder, a modeling tool and a UML execution run-time platform for
the Microsoft .NET framework. The Borland product has succeeded in bringing us to higher levels of productivity through
a unique approach, which combines a two-way UML/C# synchronization engine that can generate minimal amount of code

necessary to unleach strongly typed OOP.

C# Builder Architect auguments the feature set of traditional .NET code, in a pre-built services named Borland Enterprise
Core Object (ECO). These services ensure industrial strength handling of associations, derived attributes, persistence,
subscription, region-based optimistic locking, object versioning, OCL-based constraint checking and query capabilities, and
much more [14]. ECO is a set of software components designed to involve the use of UML at initial design, execution and
design evolution (refactoring and extension) times. The largest ECO components are those that act as a run-time
environment for executing a UML model and the design time ECO components include UML/C# snychronizer (code
generator), handle components to visually connect. ECO objects to Ul elements and model validation. The ECO objects
extend .NET objects and the vision goes beyond .NET initiatives since .NET objects are not UML objects and the .NET CLR
is not as rich as UML models. ECO objects are a particular implementation of UML objects and as such provide the extra

services above that of .NET objects.

7. CONCLUSION
Software requirements engineering has a goal of specifying a succesful software product. The main reason software
projects fail is lack of complete requirements specification, which often results from lack of elicitation practice. The

problems created by inefficient requirements practices are expensive and plaque most software development efforts.
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These problems are best overcome, by the application of established best practices of which elicitation should be given

high priority. Early fault detection in the software development process can significantly cut cost and more importantly,

with improved technology for automatic specification generation from requirements and automatic code generation from

specifications, it is possible to have a highly reliable system design right from the start of the project.
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TRADRAD - A Hybrid Software Development Methodology

Angela Makolo

ABSTRACT

The choice of software development methodology to adopt when designing an
gopl icatian amtinues to be a source of aaxcem to progranmers in particular and IT
rdessianls in gaerd Software development methodology plays a prominent
wle in ef factive software development process. This paper presents a new
development methodology — TRADRAD ahytrid of the tradi tianl waterfd 1 model
and Rapid Aol icatian Develogoment (RAD) model. It examines 1ts wnique features
which makesit a useful model in software development with a view to inprovirg

radcetivity.

1.0 Introduction.

Several software methodologies are ava lable wi th their
deraderistic features and pecul i ties. Sare of the
methodologies are: the tradi tiawl waterfd 1 model, the
Rapid Appl ication Development, Spiral Model,
BErocctyping Model, Fantain Model, Incremental Model
and Bu ld ard Fix Model. TRADRAD A hylrid of
Tradi tiawl waterfd 1 and Rapid Appl icatian Development
software development methodology, which when
adopted in the design of an appliction, resilts in
improved productivi ty, both of the programmer and the
aganization as a whole.

The prablem of inprovirg praductivi tyremains a major
concem in any arganizatian. Productivi ty sinply put, is
the ef ficiency wi th which augput is produced by a given
set of impus. It is gmerd 1y measured by the ratio of
oaatput to imput. An incresse in the ratio indicates an
Inrease in productivi ty. Gnversely, a decrease in the
Quput/irput ratio indicates a decl ire inproductivi ty.In
software development, productivity is the &bl Ity to
aeate qual 1y softwarepraducts ina 1 ini ted period wi th
Timi ted resources. Qual ty being measured in terms of
the appl icatian being able to solve the dl iat sproblems
e fatively and consequent lyreduces overhead cost of
the arcanization.

The measurenent of praodxtivity of pragrammers poses
a 1ot of prdblem because of the diffial ty of oettirg
standard ard ef factive metrics.

Varicus metrics have been identified for measuring
pogrammers praductivity such as runber of 1ires of
adke, fuxtiom points, doject point etc. In this work,
ar focus on productivity is in temms of development
time, e users satisfiabi Iy, ease of maintenance

especial ly in terms of bug detection and code
documentation, change management issues and qual iy
aatrd

TRADRAD combines the advantages of development
using the sequential traditicwl waterfd L its taal
managerial control with the rapid appl ication
development approach of RAD while emphasizing on
regular Joint Appl ication Development (JAD) sessions
with the end users.

2.0 LITERATURE REVIEW

Brogrammer sproductivi ty has been studied for severd
decades, it has been determined that in generd, it can
be measured, evaluated and inmproved. Below is a
rief 1 tmratrereview of sore studies and researches
carried art in evaluating the programmer s perf ormance
with a view to improvirg his productivi ty.

2.1 Programmers Productivity Metrics

O firent software aralysts in evaluating pragrammer s
productivi ty had used various productivi ty metrics.

Livermore [4] in his study titled “Measuring
pogrammer s productivity” idari fied sare of these
metrics. He said, “It should be possible to identi fy the
most commonly used praductivi ty metrics ard also the
pablems associated with these metrics. Research
should enable an orgenization to establ ish a metric
program that willd low far the proper evaluation of the
peple, tools, arnd tedmiques used in the software
development process”

He defined Productivi ty metrics as the ratio of wnitsof
output divided by uni ts of imput. The productivi tyratio
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wi Ivary widely f rom pragrammer to programmer.Some
programmers are capsble of tuming cut ten times the
amount of source code than others. The most common
measure of wmit of cugout is the number of lines of
code (LOQ). It is a sinple process to count the rumber
d lines of aode in a program and there are many
autareted tools that can be used to do this. If an
aganization dhooses to use LOC as ae of their metrics,
axsistacy isvital. Thereare manydi ffrat defini tias
of wet a lire of aode is. If ae programmer counts
caments, blank lines, ard data defini tias their LOC
output wi Il be much greater than a programmer who is
ally comting exeatable 1 ires.

There are several drawbacks to using LOC as a
productivi ty metric. LOC can only be measured after
the software is copleted. Tt is difficilt to estimate
1OC ard use interim LOC counts to measure progress.
The number of LOC used to implement functical iy
varies grest ly between progranmming languages and
evats divect carparisans of programmer pradctivi ty
Ifd ffret programming languages are being used.

In al temative to measuring 1ines of code is to measure
finction points with a tedmique cal led Raction Pairk
Malysis (FPA). FPA was developed in the 1970’ s to
measure cel rerables instead of lines of aode. Bs a
metric, function points represent the components seen
by the ed user including: irputs, outputs, inguiries,
externel interfaces ad internral files. There is ally a
very loose aarrelation between function points and LOC
Measuring function points can e very difficlt ad it
is easy to uder cont the runber of functians. Rnction
points need to be determined by trained special igs
ad auly large orgenizations can af frd the luary of
meintaining a staff of FPA gpecial ists. FPA does not
work well in cartain types of appl ictias.

Clearsmith [2] inhisarticle “Evaluating Productivi b/
hichl idhts the prdolem of oet ting a standard productivi ty
metrics to evaluate programmer s productivi ty.

He states, “If the goal of a software-development
project is tohave working, maintainable software, why
do so many menagers focus an haurly rate, rather than
some moredirect measure of productivi ty? Might it be
that they lack a noredirect measure of productivi y?”
He compared programming as an act of creatiom to
il ting exposi tary prese [2].

Donald Knuth [3] wrde in htmate Programming,
“The praddticer of 1lierate programming can be
regarded as an essayist, whose main concem is with
exposition and excel lence of style. Programmer
pradctivity ad gd Nlerelsvary by arders of megni tide,
it this variation is not sarething ford in a resume.
Essayigs 1 ¥7e in a relative merd tocracy, where edi tas
can read and assess their work; programmers are

generd lyhired and managed wi thaut re&f erance to their
past work, which is generd ly protected as secret
Tformation owned by the previous employers. Bvenif
the progranmer can show software thet they e wd tten
on his or her owmn (their own copyright, or open
sourced) , a manager who has not programmed in the
last hardful of years is 1kely i Tl-equipped to evaluate
the code’ s qual y. Moreover, the soarce code does not
H 1 the interviewer:

. Who real ly wrote the code?
. How lag did it teke this persm to wrd te?

. How unique and diffialt was the inital
pogramming task, as posed to the programmer?

Tre situation is comwparable to having a cormpletely
illiterate boock publ ider.

For decades, there has been in academia a small
imstry of research into programming-productivity
metrics. Starting in the 1960s, the earliest metric,

measurable quantity for assessing programmer
productivity was 1lines of aode. Like hours clocked at
the of fice, this measurement is sinple for a manager
to make. nf ortunately, the worst progranmmer in the
world can (and will, given the incentive of the 1 inesof -
code evaluation) generatereams of heaw 1y comented,

soersely format ted, insporopriate, mel inctioning, and
unmaintainable source code. Judging current and
potential enployees an dol lars-pert ireisroute to bug-

ridden mayhem” .[3]

Other metrics, slidt ly moredi ffiai t to dotain, invave
counting reported defects and speci fied features-
perhaps from bug-tracking and requirements
databases. A few companies employ, grudgirgly, a
smattering of these software metrics to amform to
custarers’ notions of qual 1y carrrol. Thereare saores
of such metrics, but none of them appear in résumés,
and managers rarely use them to evaluate employees,
teams, or projects. This neglect of mmeric measures
ispraoably a good thing; designing and wri ting coce is
ot ani tem-per -hour task instead, the proper evaluatim
of a programmer requires a &d lled reader of source
code. [3.

2.2 Improving Productivity of Software
Development

Tnprovirg praductivity is a mejor issue in software
develogrent, Alan Rouhana [1] inhisresearch work
ttled “ITmproving speed and prodctivity of Software
Development ” based his study an the survey of software
management practices in westem Burope, Japan and
the Uni ted states. He studied practices thet accelerated
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developrent time of a software project ard increase
s praductivity, he idetified time as a fundamental
measure cf perf ormence in software develogrent, since
the reaul t of a late project could ke quite devastating
and embarrassitg, for instance, custarers will it wat
for a delayed product when al temetives arereadi ¥
avd lable ad if the software misses the launch date
the product enters the market without the features
which might further di flrentiate thet product in the
market place. However project delays create
inescapable deadl ire pressure ard a def etive product
will e cdel yered to the customer and he would unl kely
purchase funrereleased products.

He highl ighted the fact that development speed and
roductivity are asymmetrical because a low
productivi ty argenization can be quicker to merket a
poduct by throwing more human resources, keeping
in mind thet by adding human resources at the latter
stages of the process will extend development time.

He also did a survey, which entai 1s a Gldoal Comparison
of Software Management Practices. It showed that all
the fims in the di fliret regions Japan, United States

and Westem Rurgee al locate the ef fort in term of men-

manths per stage. In the same proportians whi le loddrg

at the tine cycle between the regiass, all the fims

assign 15% of the time to the specification phase and
the di flirence was between Japan and Eurcpe in the

coding and implementation phases; the Japanese spend
more time in inpleventing and less time in testing
@verage 22%) while the Bropean spend more time

in testing (average 29%) so the time allocated in
average is higher.

To learn about the importance of certain project
management factors, the survey also asked the
respadents to identify factors that helped reduce
overd 1 software developrent time. These are

. The use of practyping to demonstrate how the
proposed software wi Il wark;

Better custarer speci ficatias imi tH ;

The use of (ASE tools and technology;
Concurrent develcpment of stages or modules;
Less rework or recoding;

Inproved project team management ;

Bet ter testirg strategies;

Reuse of code or modules;

Changes in module size ard/ar linkages (smal
modules and standard interf aces speed, coding and
testing wi th pard lel development) ;

. Inprovements in commmication between team
members; and

@ Bctepogramers or software engineers.

He conducted a survey to determine if sigi ficat
d fferences existing in software management by these
regions (westem Eurcpe, Japan and US) understand
the best practice and whereit is codxted. In the
survey, he asked fimms to describe a recent 1y conpleted
software, the type of project, language used,
procedures to manage and monitor the process,
perf ormance measures and some quantitative
Tfometion 1 ke the project size, praductivi ty over tine,
d locatim of time, ef fort and team size among project
phases, the degree of newness of the project, the
e fadtiveness of di firent tools and tedmiques for time
compressing the development process and the stages
of the process in which the reductions have been
achieved. [1] .

3.0 FEATURES OF TRADRAD

TRADRED methodology is a good tool to adopt in
implementing any projet (Ixrespectived itssize and
complexity) when the development team is a small
aap of highly skilled prd essionals, committed to
tinmely product del rexy , with easy acoess to end users
of the application and when they have a proper
understanding of the marual or electronic system
dready in place in the orgenizatim.

TRADRAD compresses system developrent 1 ife cydles
resdl ting in gooreciable reduction in development time.

Tt advacates tatal invdvement of the main stake holders
of the apl icatim inal 1 the development stages through
tte regular joirt gopl ication develgoment (JAD) sessians
with the develgpers. This ensures that a thorough
werstanding of the system by both parties is easily
& tained. The develqoer & leaming arveisreduced since
he can easi lydan fy any ambiguous speci ficatian.

It also sugoorts the use of struwctured programming
techniques, which incorporates the advantages of
modular programming into the methodology. This
includes easy code reuse, ease of documentation and
maintenance, modularization etc.

4.0 TRADRAD METHODOLOGY

The stages of system development using TRADRAD
methodology includes information gathering, system
implementation, documentation and maintenance.

Information Gathering: The stage of gathering
Tformation about the system to e designed, invdves
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problem definition and setting the requirement
wﬁm i i l-

This stage of developrent is key to success since a
mistake in defining the problem wi lnvariably lead to
unsucaessful inplementation.

To defire the prdolam, a joint agpl ication Development
session would be  orgenized involving the programmer,
who could double in as system amalyst and the key
users of the system..The fui lnvavement of the end
users in every stage of development ensures that any
mistaken speci ficatian is easi 1y detected and corrected
. Tre resul t of this is a detai 1ed system requirement /
soeci fication document which wi IIf orm the basis of the
development work.

Here, the main functianl tries of the system are defined
ad priaritized, the estimated development time is
determined and the frequency of the JZD sessim is
set. Te functiawl specification of the system are
designed and approved.

System Implementation: This stage carbines the
system design, data modeling, coding, testing and de-
bugging. After the fivst J2D sessian, the programming
team, has a thorough knowledge of the system, the
next step is to amalyse the system reguirement and
modularizel t into gl leruiits, then decide how fessi-
ble the requirement is in terms of its being program-
meble and determine the best programming tool to
use; TRADRAD supports object orientation and
modularization. A proactype of the system is devée-
oped, withlifle enphasis on fuxtiawl ities, ancther
J2D sessim is orgenized to demonstrate the proctype
to the users, after agoroval, the actual coding begins.

The decision an the programming language to use,
the design methodology, data structires and schemas
e made here

Depending an the size of the progranmming team, the
roject leader assigns various modules of the appl i&-
tim to the various programmers and a deadl ire is fixed
o thet all the modules can be kni t together in prepa-
wtim far the next JAD session with the end users.

Usual ¥y, the JAD session is organized to demonstrate
analready implemented part of the requirement, which
is then tested by the end users and debugging by the
pogranmmers take place simil tanecusly.

This methodology corbined the systematic approach
of the tradi tiawl waterfd 1with the compressirg fea-
tire of Rapid Appl ication Develgoment, that is itsaai 1
Iy to compress the analysis, design, coding ard test -
ing into a serdes of iteradve development cydles.

Each iteration el rers a functiamel versian of the firal
system and can be modi fied essi lyby the programmer

ance the need is identi fied in the JAD session, this adds
the advantage of ease of change management to
TRADRAD.

The choice of programming language is usualy
influenced by the size of the apol icatim, the level
complexity G fit is cata intensive gppl icatiom ar a lagic
ddven ae) the expertise and ski Iis of e programming
team .

FErom experience, end users always want a conplete
automated process which can be ini tiated just byd iddrg
a hutton, thus a web enabled windows appl icrim is
always pref ered.

The inplarentation is carpleted after ascertaining that
the system meets user specification ad a firel sigof £
Documentation: This task is very inportant, since
any appl ication cammot be deemed complete until te
erd users can use itef faxively. This invalves wri tirg
user docurentation or anline help files ard a detailed
system documentation to help in system maintenance
task. TRADRAD methodology, mekesit essy far the
pogranmer to write standard user documentation,

having had several interattive sessians with the users
inthe JAD sessions and acquired a detai 1ed understard-

ing of the systam, this inveridble irncreases the speed
of producing a well soutired documentation of the
system, thus improvirng his productivi ty.

System Maintenance: This stage of system deve-
opment may last as lag as the etrirel ife span of the
gopl ication. It also includes user sugport ard trainirg.

In the Intemational Iredtute of Tropical Zgriail tire

TOTA, we have a wel 1 developed programming uni t which
hardles all the in-house developrent of appl icatias
needed by the institute. TRADRAD methodology has
been used to implement all the gplicatians such as
the PAYPERS appl ication which is apayd 1 and human
resources package developed using Oracle Forms and
Reports Developer rumning on Oracle database,

interfaced with Oracle Financial Appl ication(CFB). ;

PROMIS - A dapor ard project tracking appl ication thet
monitars the various projects implemented by ITTA
through 1 tsvaricus donors, using Oracle Java Develgoer
and Java Server Pages (JSP); VEHREC- An ailire
Carpool Management system develgeed using Active
Server Pages on Microsoft SQL Server. POTRACKER
tradks the insti tutes purdasing inf ormation developed
using Active Server Page as an add-on to Oracle
Any programming approach can be adopted, it could
ke the doject -orientation peradigm, where each item
is seen as an doject withproperties ard classes that it
irter tf rom a paret doject ar the procedural paradigm.
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Various evealts are associated with the dojects such as
on mouse click, mmbuttm pressed, on mouse rd lover
et.c

5.0 Conclusion and Recommendation

In this paper, we have lacked at the features of the
Hybrid system development model TRADRAD and seen
how itsuse resul ted in inprovirg programmer produc-
i ty using the instance of System development in the
Intermetianl Ired tute of Trpical Zgriadl ire, IITA as
a case study. We also examined the issue of evaluating
podutivity and the concerm of orgenisations to im-
povelit which eventual Iyresil t in the development of
quel 1y software at minimm cost to the orgenizatians.

However, real izing that the choice of design
methodology plays a mejor rale inproductive software

develoment, itisrecommended that the programmers
and the stakeholders in any project development,
cared ly choose the best methodology to adopt in
system implementation.

TRADRAD is a good hybrid methodology to adopt.
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Deploying Usability Engineering Methodologies (uem) for Effective Software
Engineering Design Metrics

Osuagwu O.E., Chukwudebe G., Chika TI.

ABSTRACT

Usabi Ity is defined as the ease of use ard accsptabi hty of a systam far particular
bpe of users carrying aut speci fic task in a partiaular environment. ISO 9126 defines
usabi Ity as the cgpaci ty of the software product to be understood, learmed, used,

ard at tractive to the user, when used under speci fic cadi tions. ISO/DIS 92431-11
(1996) sees usabi lty as the extent to which a software product can be used by
Seect fied users to achieve goect fic gmals wi thef fetiveaness, ef ficiaxy ad satisfactian
ina goecd fic aatext of use whi le IFFE Std 10 (1991) refers to usabi Ity as the ease
wi th which a user can learmn to qoerate , prepare, iquts for ard interpret outputs
of a system or component. The essence of UE and User-caitered Design (D) is
to develgp tools needed to sugport software develqrers in acquiring Software
Ergineering best practices ard to develop methods far speci fying end-user needs
ad far integrating uman factors in the development process. A software tlet is
sinple to use af facts positively user performence and their satisfactian, whi e
accasptabl ity determines the software product usabilty or otherwise. This paper
deals with human-computer interacticn and will discuss extaustively avd lable
Usabi Ity Fngineering Methods such as Heuristic Evaluatian, Cogni tive Walktiwrough
and Action Analysis under inspection method. The other usabilty evaluatian
tecniques such as Thinking Aloud, field dbservatian and questiariaire methods
wi1l also be axsidered. The dbjective of the whole exacise hirges an the bel
that a good awaeness of Usabi ity Engineering Methodology will dive ef fectively
an Irformation Saciety of the 21¢ century. Other UEM techniques to be discussed
include Usabi hty Context Analysis which ensures earl i ad tical design flaws are
detected ard corrected. The User Interface components such as Metaphors, Mental
Models, Navigatian, Interactian, Agoearance and Usabi lty as propounded by Marcus
(2002) will ke presented. Also to be explored incluke the five essaitial usabi hty
daracteristics in software enginesring projects - Leanabi liy, F ficiary, Memorai 1y,
Low Errar Rate, Satisfactian, Castructive Interactian or (b-discovery leamiirg.

Usabi Ity Ergineering is User -Gantred Design (D) technique whose objective isto
soeci fy End-User needs and integrate human factars in the Software Engineering
development process. The ul timate dbjective of this pgper therdare is to dm\re
Iideas about potential and imovatdve ways to aross-pol inate the UE and UCD
methodologies, bui ldtigter fit between Human Computer Interace (HCT), Usabi Ity
and Software Engineering best practices and Researdi.

1.0 INTRODUCTION changes to the interface can indeed be very cost 1y ad

. . . . sometimes difficil t to implement.
The choice of usabi lity engineering method mayaf fat

the qual 1y and workalbi Ity of particular software. It is
therefxre imperetive that every software engineer
should be aware of various usabi lity methods and be
able to quickly determine which method is most suitable 1 is an accepted axiom that every good software
to a partiailar software project. Usability, from our engineering project must have five i tical usddi iy
experience in luman-computer interaction (HCI), must fegtires:

e ansidered first bef e pract yping takes place. This

is because the earl derad tical desin flaws are detected, © Learnabi Ity - the software should be sinple to
the morelkely they can ke corrected at less aost. If use such that the user can rapidly begin working
tre flaws are detected at the end of the design cyde, with the system

2.0 USABILITY CHARACTERICS
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. K ficiency: The user should be able to at tain hich
level of prodxctivi ty by the aontimious use of the
software

o Memordad Ity — The causual user should be able
toretum to the system after a period of non-use
wi thout havirg to releam everything.

. Low Errar Rate: Only easy ard redi fidble erar
should occur when applying the software

. Stisfaction: The system should be pleasant to
use.

Shneiderman (1977) has posited these criteria have
tradeof £ as sare are more important then others; as
for instance lag-temm ef ficiency may be suf ficieat ¥
more inportant for develgeers to be wi Thirg to sacri fiee
13pid leamabi liy then low exrarrate

3.0 USABILITY INSPECTION METHODS

Usabi Iy Engineering methods are divided into two
Iroad groups: Inspection Methods whereby users
&e ot invalved and the Test methods where end
users are invalved.

The Inspection method identi fies usahl liyproblems and
inproves 1ts interface design by chedkdrng it agpinst
establ ished standards. Ttsprgoerties incluce heuristic

evaluation, cognitive walkthroughs and action
analysis.

3.1 Heuristic evaluation (HE is the most common
Tformal appraach. It invalves having usabi lity
specialists judge whether each dialogue or other
interadtive element £4d lows establ ished usabi lity
principles( (Nielsen 1994). The conventiamal
apprcach is for each individual evaluator to
inspect the interface alone. The evaluatars are
dlowed to commmnicate and aggrecpte their
findirgs anly after al 1 the evaluatians have been
oxcluded. This restriction ensures independent
and unbiased evaluations. During a single
evaluatim session, the evaluator goes through
the intercace several times, inspects the variaus
interadtive elements and compares them witha
st f recognized usabilty principles such as
Nei lsav' s Usabi lity Heuristics (Neilsen 1994) .
There arevaried versiais of HE axreat lyavd ladle
that have cooperadve dharacter. The hauristics
must be caredly selected so they reflect the
speci fic system being inspected, especial ¥far
W eb-based services where addi tiawl hawristics
become increasingly important.

The meri ts of this evaluation method include the
gool icatian of recognized and acagpted principles;

3.2

3.3

i tveness; usabi lity early in the development
ocess; ef fadtive idati fication of mejor and
minor problems; rapidity; and usabi lity
ttroughout the development process. The
demeri ts include the separation from end users;
ireld Yy to identi fy ar al low for unknown users;
ireld Yy to idati fy ar al low for unknown users’
needs; and unré iable domain-speci ficproblem
ideti fication. Hauristic Evaluation method does
not evaluate the conplete design as there isro
mechanism to ensure the entire design is
explared, and evaluatars can focus too much on
ae section. Moreover (Sears 1977) has queried
the vd 4 ty of Nielse’ s guidel ires.

Cognitive Walkthrough Method (CW)

CW approach is task-oriented by which the
amalyst explores the systan’ sfunctianl ides, in
which case OW similates sequential ly the user
behaviar far a given task. CW emphasizes
cogni tive issues, such as leandbi lity, by analyzing
the mental processes required of the users. This
can be achieved during the design by making
the repertory of avd lable actions sal iat,
providing an dovicus way to uwdo actions, and
d farirg 1 i ted al tematives (Lewis 1997). W
methodology is derived from exploratary leaming
principles. Varied versions of CW abound
including, of course, plurd istic walkthroughs
wherein end users, software developers, and
usabi lity experts go through the system,
discussing every single dialogue element in a
software-engineering project.

The merits of W are independence from end
users ard a £d Yfunctioning proctype, assisting
designers to take a potential user s perspective
e farive idati fication of prdoleans arising from
interaction with the system, and the abily to
help to define users’ goals and assuptions. The
dererits include tediocusness ard the danger of
an inherent bias due to imprgpeer task selectim.
The method emphasis on low-level details ad
nn-invalvement of the end users as the project

rogresses.

ACTION ANALYSIS METHOD (AA)

The AA method has two broad approaches -
formal (F) and back-f -the-envelcp (BcE). Both
emphasizes more on what the pradd tiaers do
than on what they say they do. The formal
approach reguires close ingpection of the actiom
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3.4

sequences a user performs to carmplete a task.
This is what is known as keystrcke-level aplysis

(Card 1983). It invdves bresking the task into
individual actians such as nmove-mouse-to-menu
atype-an-the keyboard ard calaulating the times
needed to perfomm the actions. BCE amplysis is
less detai led ard gives lesspreciseresul ts, b it
can be performed much faster. This necessi tates
simi lar walkttrough of the actions a user will
pxrform withregard to physical, cognitive, and
perceptual loading. 2A has the advantage of
pecisely predicting how lag a task will tke

ard a dggp insight into usabi ity behaviar of
the users. The demerit is that AA is time-

consuming and reguires amsiderable experience
to implement.

USABILITY TEST METHODS

This isa fundamental and indispensable method
in usabi Ity engineering as it provides direct

Tformation about how pecple use our systems

ad their exact problems with a speci fic iitef ace.

Thinking aloud (TA), Field Qoservation (FO) and
questiamaire (Q are the three major approaches

Ned 1sen (1994) has posited that TA may as wel 1
be the most valuable usability engineering
method as it invalves having an end user
ontirucusly thinking out loud while using the
system. Thus, byverdsl izing their thoughts, the
test users enable scientists to understand how
they view the system. This mekesit sinpler to
idati fy the end users’ major misconceptions. By
showing how users interpret each individual

interface item TA enhances a direct

wderstanding of which parts of the dialogue
cause the most prdolams. Time is critical, as the
contents of the users’ working menory contents

e desired. The other vardant of TA“ aastructive
Interactian” mvaves having two test users use a
system together (co-discovery learming). The
mein benefits of this method is that the test

dtuatio is ratiral then the standard TA with
single users working alane, as pecdple are used
toverkal izing their thoughts when trying to solve
a rdolem as a group. Thus, users may make
more comments when engaged in constructive
interaction than when sinply thinking aloud far
the benefi t of an experimenter. The other benefi ts

of TA include abi Ity to reveal why users do
sorething, TA provides a close gporoximetion
to how individuals use the system in pradice,

povision of a wealth of data, which can be
@l leted from a small rumoer of users; user

3

.5

.6

coments often oontain vivid and explicit quotes.
Ererence and performance information can be
a lected simil taneously . TA assists users to focus
and concentrate. Early clues helps to anticipate
ad trace the source of prdblems to avaid later
misconceptions and confusion in the early stage
of the software engineering design. The dererits
of TA include fa lre to led itl f well to most
types of performance measurement. Diffreat
leamirg style is often peraeived as umaturd,
disracting ard strenuocus by the users; no-
amalytical leamers generd Yyfeel irhibi ted. TAis
time consuming, as briefing the end users is a
necessary component of the preparatim.

FIELD OBSERVATION

This is the sinplest Test Methods. The scientist
hes tovisi t ane or more users in their work places
and take notes as undbtrusively as possible to
avad irterfering with their work as noise ard
disturbance can lead to false results. It is
e erable that the doserver ke virtial lyinvisible
to ensure normal working conditions. Video
overage of work envirament is recommended
to make the doservation process less dotrusive
Though this may not be very necessary, a
complete reqord of a series of user tests can be
used to perform formal impact analysis of
usabi lity prablems (Holzinger 2004). Field
doservatim is usel Iy zeroed to mejor usabi ity
catastrophes that tend to ke so glaring that they
ae dovicus the fivst time they are doserved and
thus do not reguire repeated perusal of a
recorded test sessian.

Data Logging (OL) is ancther method of digital
dbservation, which invaves statistics aoout the
detai 1led use of a system ard provides extensive
timing data regard as important in HCI and
usabi tity. L is gool ied to adl ledt inf ormattion about
the use of a system after release and can be
used also as a supplementary method of
@l lecting more detai led data during user testirg.
In interface log wi Il cattain statistics about the
frequency with which each user has used each
feature in the program and the frequency with
which variocus evats of irterest have teken place.

THE QUESTIONAIRE APPROACH

There are sore fesl ings of users of a partiadlar
aopl ication, which may not be ease to extract

wi thout asking questians. Indeed many aspects
of usabi Ity can best be studied by querying the
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users, pertiaularly those issues related to the
subjective satisfaction of the users and their
possible arxdeties. Questians are excllat far
studying how end users use the system ard their
peEarad features and but design experience.
Q apprcach is an indirect method as it does not
study the actual user interf ace behaviar bt anly
al lects the opinions of the users about the
inerface. The Q method can be supplemented
with aral interview, which can be designed to
erable users respond and encourage elaboration
of discussians. The meri ts of Q agoroach include
those subjective user pr€ erances, satisfactim,
ad possible arxdieties can be easily identified.
Questionnaires can tool far ool lecting and
copiling statistics. The damerits is just thet
the method is indirect and the resilt has low
vd dty and needs suf ficiat respansible to e

SUMMARY AND CONCLUSIONS

Software Engineers need to combine Usabi hty
inspection wi th Usabi lity test methods to achieve
improved software usabi lity evaluatim resilts
For instance, a coonitive walkttrough can be
augmented wi th a task -independent method such
as hardstic evalietian. Irdirvect usabi Lty test
such as questiamaires or interviews should be

augmented with direct usabi lity tests. Wat is
expected is a ocorbination of usabi iy methods
thet wi Iireveal the weaknesses of an appl icatim
software user interface to ensble the software
designers improveits quel 1y and usabi ly. The
4 timete dojective is tolu 1d systems that users
warnt to use!
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Selecting Tools and Methods
Development

for Usability Engineering of Interactive Systems

I. K. Oyeyinka, F. I. Oyeyinka (Mrs)

ABSTRACT

This paper presaits an introductian to usabi lty engineering methods that may be
useful ininterattive software develqanat. It introduces the for hroad categorizatian
of usabi lty engineering methods and goes ahead to discuss some usability
engineering methods that may be usad in interative software engineering. Whik
some of these methods are formative others are summative in mature and we
conclude byrecommending a combination of methods in any software engineering

task.

INTRODUCTION

Usabi ity defires the relationship between tools and
their users. I ef fative tool wi 1ld 1low user to complete
task in the best ard easiest way possible. This principle
apl ies to computers and software

Today, users interface has become a very important
factor in the success or otherwise of a software
development project. Usabi Ity has therefae become
an important aspect of system 1ife cycle. Many practical
tedmiques for measuring usabi ity have been proposed
to ke introduced in interattive software development
Iife cycle (Nielsen 1993). Usability engineerirng is a
disoipl ire thet represents a melting point between
software engineering and humen computer interactim.

Software usabi Ity isrelated wi th making systems easy
touse, easy to leam, easy to remember, plessityg, errar
talerance and supportive to users during interaction
with the computer equipment (Nielsen 2003). The
Intermational Standard Organization (ISO 9241-11)
Jdefined usabi Ity as the extent to which a product can
be used withef fattiveress, ef ficiency ad satisfaction
in a specified aotext of use.

WAYS OF ASSESSING SOFTWARE USABILITY

Acaxding to ISO 9241 usabilty of software system
could be measured in three ways (Swartz K.O. 2003) :

1 By aplysis of the features of the product. The
roduct features, required in a particular
context may e amalyzed to see i fitispresent
and adequate.

2 By amalysis of the process of interaction: This
could be done by model ing the interaction

between a user carrying cut a task with the
system. However, Interaction with the system
is a dynamic process in the brain and carrent
approaches are inadequate at giving a good
estimate of usabi lity.

3. The Effadtiveness and Ef ficieary. This could
e dotained from the use of the system in a
partiailar caotext. This is a direct measure of
the at trilbute of usabi ity

SOME USABILITY ENGINEERING METHODS

Terative perf ormance of usabi Ity engineering methods
is cnuial todevelopment of any gool ication. Apl ication
develooment that does not include a usabi iy strategy
often resilts n fuctim-rich software thet is fil1d
usabi ity isses that axstitute a barrier between
users ard appl iction functiael 1y. The practice of most
software developers has been supplementing software
ergineering by appending a usabi ity assessment at
the end of develaoment. This is insuf ficient. Tf ussl Tty
assessment does not ocar early and frequently nn
the develoorent lifecycle, umecessary Tresources
would have been spent befae the usabi ity issees
ae discovered. This amflict places develgoers in a
acssroad of deciding whether to al low known usabi Iy
isses to remain in the appl ication ar redesion large
sections of the already completed application
neraction. Therdare, user -oatered interaction design
Terabvely gopl ies usabi ity engineering methods that
have been researched and proven successful in te
HCI community. Thereare a mumber of methodologies
used in assessing the usabi lity of interactive
appl ications. Deciding which usabi lity methodology to
use is based on dbjectives, resources, and time
oxstraints of the evaluation. However, tle ultimate
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trade-of £ is lbetween doing sare usabi ity assessment
and none at all. (Nielsen and Mack 1994)

A though there are at lesst four basic categories of
usabi ity engineering methods namely automatic,
apirical, formel, and inspection, anly two of these
categories have gained widespread use. Tade 1 ligs
the four most common categories of usabi lity
erngineering methods and a brief description of each
(Swartz 2003).

Usability Method | Description
Category
Automated User interaction is described using an

interface specification technique. The
interface specification is then validated
using a software application designed to
assess usability of the interface described
by the specification technique.

User interaction is represented using a
set of formal interaction models and then
a set of usability functions is applied to
the models

Formalism-based

Inspection Evaluations are based on a set of user
interaction design guidelines and/or
heuristics and rely on judgment and
experience of evaluators.

Empirical Evaluations are completed using a

representative sample of application
users and a pre-determined set of
representative tasks (Swartz 2003).

Table 1: Usability Method Categories

Same of the methods are describe below. A corbination
of methods may be used in a usabi Ity evaluation task.
Sore of these methods presented here areformative
in matire occorring early in the software usabi iy and
software engineering cycle ard others are sunmative
in ratire useful at the tai 1 ed of the 1 ife cycles.

In arder to achieve good product usabi Iy, tools ad
methods may be used at di flirent stages in the usabi liy
egineering 1 ife gycle. A selection of pragratic usabi ity
tools and methods, commonly used in the industry
today, arel isted in the table below.

To support choosing an appropriate method the table
below indicates:

. The stage in the development process when they
provide best reailts

. The resource levelrequired, which relates to ef fot
ard costs.

. The strength of a particular tool or method and
the kird of informetion itprovides.

FAd lowing this process to develop a product can result
in a rumoer of signi ficant advantages for the develaoer,

by producing products which:

. Ire easier to wderstard ard use, thus reducing
training and support costs.

Improve the qualiy o 1ife of users by reducing
dress and improvirg satisfaction.

Signi ficant 1y improve the productivity and
operatianl ef ficiency of individual users and

consequent ly the arganisatian.

Implementing Usability tools and methods in
develooment 1ife cyde

Evaluation by Inspection

This method invdves for ar six experts ool laborating
to evaluate the system in question. The significat
characteristic of this agaraach is thet it isaal laboradve
tedmique guided by a defined list of design criteria
(Usalod Tity Partrers) .

Heuristic Evaluation

Hardstic evaluation is an expert inspection method that
idari fies general usabl ly prablems that users can be
expected to encounter when using a product or
interface. Usually at lesst three usabi lity experts
evaluate the system with reference to establ ished
aquicel ines or principles, noting down their doservatias
ad often ranking them in order of sevedi ty. It isaqgick
ard ef ficient method which can be completed in a few
days.

Brainstorming

Brainstamirg brings together a set of experts to inspire
each other in the crestive, idea generation phase of
the prdblem solving process. Bmainstorming is used to
generate new ideas byfreeing the mind to accept any
idea that is suggested, tlus allowing freedom of
aestivi ty. The resul t of alrainstorming session is a set
of good ideas, ard a general insidgt into the solutim
ea.

Card sorting

Card sorting tedmiques are used to amlyze ard explore
the latent structure in an unsorted col lectio of
If armation itars, functions, statements or ideas. Each
Tem is written on a small index card. Participarts,
working an their own, sort these cards into groups or
clusters, the data from each individual card sort are
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then combined and are armalyzed statistical .

Cognitive workload assessment

Measuring cognitive workload invalves assessing how
much mental effort a user expends whilst usirg a
pocctype. This can be dotained from questicmaires
such as the Subjective Mental Effort Questiamaire
(SMEQ) and the Task Iocad Index (TLX) (Usabi liy
Partrers) .

Cognitive walkthrough

A process of going step by step through a product or
system design get tiigreactias f rom relevat staf £ ard
users. Nommally one or two members of the design
team will guide the walkidrough, while ane or more
users will coment as the walktrough proceeds.

Context of Use Analysis

Cntext of Use Amwlysis is a structured method far
& 1 ting detai led inf ormation about a product and how
T will be used. Through a workshop attended by the
product stakeholders important characteristics of the
users (ar grages of users), their tasks, their environment
e idari fied. Cmtext Analysis meetings should take
place as early as possible in the desion of a product.
However the resilts of these meetings can be used
throghout the 1 fecydle of theproduct, being cotinmel ¥
updated and used fardeence.

Contextual Inquiry

Cntextual inquiry is ane of the best methods to use
when yau really need to understand the users’ work
aatext. It is besical Iy a strucired field interviewing
method, based an a few core prnciples thet & ffratiate
this method from plain, jourmal istic interviewing.
Cotextual inquiry is more a discovery process than an
evalietive process; morel ke leaming then testing. This
technique is best used in the early stages of
development, to gain an understand of how pecple
feel about their jdos, how they carry aut their work,
how informetion flows through the organization etc.

Cost-Benefit Analysis of Usability

Presants a generic framework far ideti fying the costs
and benefits associated with a user-centered design
adtivi ty. The fivst step is to idati fy the benefits to e
gained by improving the usabi ity of a system include

Inreased user praductivi ty, decreased user errors and
decreased training costs. The costs of the proposed
usabi Ity ef fort  (persamel and equipment overheads)
must be taken into account and subtracted from the
toal projected benefi tvahe.

Focus Group

A focus group brings together a cross-section of
stakeholders in a discussion group format. Views on
wlevatt topics areel 4 ted byafad tatar. The meetings
can be taped far later aralysis. Focus groups are usefd
erly in requirements speci fication but can also serve
as a means of ool lettirg feedback once a system has
keen in use or has been place an field trials for some
time. Focus groups help to provide a mul tfaceted
perspective an requirements and identify issues that
may need to be tackled.

Functionality Matrix

This process specifies the systan functions that each
user willrequire far the di firent tasks that they
pexrform. The most cri tical task functians are idari fied
so that more time can be paid to them during usabi ity
testing later in the design process. It is important that
irpit from di flirent user groups is dotained in order to
coplete the matrix fi Y. This method is perticularly
usefu for systems where the mumber of possible
finctions is high and where the range of tasks that the
user will perform is wel 1 goeci fed.

Interactive/Computer-based prototyping

H kes camputer similations to provide moreresl igic
mock-ups under development. The pratctypes often
have gregter fidel 1y to the finished system then is
possible wi th simple paper mock-ups. Ed-users interatt
with the practype to accomplish set tasks and any
pdolars that arise are noted.

Interview techniques

Expert and/or novice users are asked in-depth questians

by an interviewer in arder to gain speci fic knowledge,

or to dotain the subjective opinions based on product

usage experience. Interviews mayfd low a pre-speci fied
st & items (structured) and/or may &l low users to
provice their views freely (unstructured) . Type, detail
and vddty of data cathered vary with the type of
interview and the experience of the interviewer.
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ISO 9241 conformity assessment

Assesses a prodxt for anformance to the relevant
requirements as detailed in ISO 9241 standarad:

Frgonomic Reguirements for work with Visual Display
Terminals (VDTs). Develgeers provide documentary
evidence regarding their development process and one
or more auditors examine these documents and visit
the si te to interview relevant staf £ Audi tors determine
I anformance is waranted or if nt feedoack is
provided on non-conf ormances.

Paper prototyping

This method uses simple materials to create a paper-
based simulation of an interface with the aim of
explaring user requiirements. When the paper practype
has been prepared, a member of the design team sits
nf rot of the user ard ‘plays the computer ‘by moving
nterface elements aroard in respanse to the user'’s
actions. The user makes selections and activates
neface elements by usirg their firger far irput actians.
Users are given task instructions and encouraged to
express their thoughts and inpressions. The evaluator
makes notes during the test. The method is most
a1 table whereit is easy to similate system behaviar
or when the evaluatim of detailed screen elements is
ot required.

Parallel Design

Several di firent grags of interface designers create
conceptual designs within a pard lel process. The aim
is to develop and evaluete di ffrat interface designs
befre settling on a single design. The groups of
designers must work independentds, since the gl is
to generate as much divesity as possible. Designers
may not discuss their designs with each other until
after they have presented their design oconcepts. The
firel resil t may be ane of the designs or a carbination
of designs with the best features from each. Al though
pard lel design may at first seam expensive, as meny
idess are generated without inplerenting them, itis
hfact a very cheap way of explaring the range of
possible design cocspts and selecting the praobable
optimum design.

Rapid Prototyping

This method develges quidkly & flrent aocspts through
software ar hardware procct ypes, and evaluates them.
The rapid develogment of a simulation/procctype of a
fire product al lows users to visual zeit ard provide
feedoack. Tt can be used to clari fy user requirements.

Later during development, it can be used to specify
detai 1s of the user interface.

Scenarios

Scerarios are characterizatians of users ard their tasks
in a specified context. They of fer concrete
representations of a user working with a product in
ader to achieve a partiailar goal. The dojective of user
scenarios in the early phases of developrent is to
improve the acaessibi Ity of end user requirements and
usabi lity goals to the design team. Later scenarios can
be used during design and evaluatim activi tes.

Storyboarding

Storyboards are sequences of images which
demonstrate the relationship ketween individual events
(e.g. screen ocutputs) and actions within a system. A
typical storyboard will contain a mumber of imeges
depicting features such as merus, dialogue boxes and
windows. The storyboard can be shown to the design
team as wel lastypical users, al lowing them to visual ze
the compositim ard sagee of possible interfaces and
d fr ad el feedback.

Survey

A survey invalves administering a set of written
questiass to a large sanple population of users. Surveys
can help determine information or customers, work
actice ard atttudes. There are two types: ‘closed’,
where the respadent is asked to select from avd ladle
respanses and ‘open’ , where the respadent is free to
answer as they wish.

SUMI - Software Usability Measurement
Inventory

SMI is a questiamaire designed to ool lect siojective
feedoack from users about a software product with
which they have some experience. Users are asked to
carplete a standardized 50-statement psychometric
questiaraire. Their answers were analyzed with the
aid of a computer program - SUMISCO. SIMI data
povides a usabl Ity prdile acaxdirg to five smles:
perceived ef ficiency, af fet (1 keabi lity), amtrd,
leammabi lity and helpfulness. It also provides a gldoal
assessment of usabi lity. The intermatiaal database wi th
which the software is being campared contains some
300 software products. SUMI can be used to assess
user satisfaction with hich fidel Iy prasotypes or with
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operational systems and can be used in conjunction
wi th other usabi iy tools and methods.

Supportive evaluation

Supportive evaluation is a perticipatory form of
evaluatim simi lar to a ‘prncipled focus group’ . Users
and developers meet together and the user
represantatives try to use the product to accompl ish
set tasks. The designers who doserve can later explare
the issues identi fied ttrough a fad litated discussion.
Several trials canbe nn to focus an di firat features
ad flrent versias of the product.

Task analysis

Task aralysis defines what a user is reguired to do in
terms of actions and/or cogni tive processes to achieve
a task. A detailed task anmalysis can be conducted to
understand a system and the information flow wi tiin
. These information flows are important to the
maintenance of the system. Fd lretoal locate suf ficat
resources to this activity inreases the potential far
acst lyprdolans arising in later ghases of development.
Task analysis mekesit possible to desion ad al locare
tasks apprgordately within the new system. Once the
tasks are defined, the functianwl yrequired to support
the tasks can be acarately speci fied

Task allocation

A successful system depends on the ef fativeal location
of tasks between the system and the users. Task
d location decisions determine the extent to which a
given task is to be automated or assigned to a lumen
user. The decisians are based on manyfactors, such as
wElative capabi lities ad 1imi tations of humen versus
tedmology in termms of rd idd Iy, speed, acaracy,
graypth, fledhbi litydf response, cost and the importance
of sucaessful ar tinely accompl ishment of tasks. The
approach is most usefu for systens that af fect whole
work processes rather than single user, sirgle task
raducts. Designers often identi fyfunctians that the
tedrology is capsble of performing and allocate the
remaining fuctians to users, relying m their fledbd Tty
to make the system work. This does not meke best
use of users abilities and skills and can lead to
wnsatisf actory jdo design.

User-based evaluation for design feedback

This method of fars a relatively quick and cheap way to
conduct a user-based evaluation of a arreait product
a practype. The focus is on task conpletion and the

acquisi tim of desion feedback where users are unable
to complete tasks or need assistance to coplete tasks.
The enphasis is a few typical users as participants ard
detal led recordings are not essential. Qoservers make
notes as users interact with a system to accomplish
set tasks and identi fy the most sericus user -interface
prdblems.

User-based evaluation for metrics

This form of user-based evaluation entails a detai led
aalysis of users interacting wi th the particular system
being evalieted. It is gi ted far evaluating ei ther high-
fidel ity pracctypes ar functiaal systans. The real world
working environment and the product under
development are similated as closely as possible.
Observers meke notes, timings are teken and video
ard/or audio recordings made. The doservatians are
subsequent ly analyzed in detail, and appropriate
usabi lity metrics are calailated.

Video prototyping

This method al lows designers to create a video-based
similation of interface functional ty using simple
materials and equipment. Interface elements are
aeated using paper, pens, acetates etc. For example,
using a camcorder, the movements of a mouse pointer
over menus may be similated by stogoing and starting
the camcorder as interf aces elements are moved, taken
away ard added. Users do not diredly irteract with
the procctype al though they can view and comment
on the completed video-based simulation.

WAMMI - Web site Analysis and Measurement
Inventory

WAVMI is an evaluetim tool for web sites. It is based
o a questiaraire thet visi tasfi 1 aut, and which gives
a measure of how easy to use they think a web siteis.
The questions in the WAMMI questionnaire have been
carefd ly selected ard refined to ascertain users’
subjectiverating of the ease of use of a web site

Wizard of Oz

Wizard of Oz is a tedmique used to present advanced
aaxepts of interactians tousers. In essence an expert
(the wizard), possibly located behind a screen,
pocesses imput from a user and emulates system
output. The aim is to dammnstrate canputer capabi Hdes
that carmot be done by the computer,far tedmical
reasas or lack of resouraess. It is hidhly agpol icsble to
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“irtel ligent interfaces” which feature agents, advisors
ard/or natural languege processing (Usabi Mty Partrers) .

CONCLUSION

A total of 30 methods are discussed here. These
methods can be categorized into any of the four
categories presented in table one. The methods
resented hereare not exhaustive but provides a good
starting poirt for would be usabilty engineers and
software engineers that want to incorporate usabi ly
into their software engineering process. Usabi liy
engineering is a whole field of study an its own ard
trainirg in this field is recommended to all software

agineers. Intle fubure, usabi ly engineering wi Il ke

an inherent part of the expertise requirements of any
software engineering project.
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Teaching Software Engineering: A Result-Oriented Approach

Adewumi, A.O., Okunoye B.O., Longe

ABSTRACT

A Iot of efforts had been made to develp a proper curriculun far Software
Egineering for undergraduate and graduate studies. Recently the Natiaal
Uhivasi ties Conmmission showed interest in setting what should be the minimum
standard (course-wise) far univasi ty progranmes in Nigeria. Howeve, d ffrairt
qoups had been set up by di fifrent intematiawl bodies in the past to meke
recommendations regarding software engineering curriculum. These include the
W orking Group on Software Engineering and Training (WGSEET) set up by Software
Engineering Body of Knowledge (SWEBOK), the IEEE-CS and the AQY Software
Engineering Coordinating Committee (SWECC) and the Software Engineering
Fducation Project (SWEEP) to mention a few. The desire of our own univeasi tss is
to meet up with the expected intemmatiamal standards in software erngineering
educatian. This pgper reports a general swvey of sare of the recommendation
and implementation for software engineering curriculum development made by
d flfrent bodies and univeasi ties in develgoed countries with a view of el ightening
an how such dbjectives could be achieve in our own envronment. We makeafew
submissians aimed at develqoing a resul t-orianted ggoroach to software engineering
teaching and educatian. Our recommendations provice a framework for designing
aourses ard other leaming activi ties tat wi 11 lelp prepare studaits for nore advanced
study ad imdustrial del lenges in software engineering.

Keywords: Software engineering, teaching and A lot of ef forts had been made to devel a proper
education, curriculum, curriculum development, arriculunfarSoftware Engineering for wdergraduate

software engineering standards.

1.0 Introduction

Ralstan et al [11] defined Software Engineering as the
discipl ined appl ication of theories ard tedmiques from
computer science to define, develop, Elyve, ad
maintain, an time and wi thin budget, softwareproducts
that meet customers’ needs and expectations.

This defini tion is however inadequate as the Software
HFrgineerirg (SE) as a discipl rerest smother intel lechivl
foundations apart from that of Computer Science
concepts. These are engineering knowledge
complemented by the social and economic
fimdamentals [8] .

Software Engineering is di fferent from mere
pogramming or with Software Management in that SE
etai Isdel ikerate, aol laborative areation and evolution
of software-intansive systeans that satisfies a wide range
of tedmical, husiness, ard regulatory requirements as
opposed to mere inplementation of fuctiowl iy in
pogramming, and managing software in an arderly,
predictable fashion in Software Management .

ard graduate studies. Recent ly the Natiamwl Thives tes
Commission showed interest insetting what should e
the minimum standard (course-wise) for wivesity
pogrames in Nigeria. The fesl ing in meny quarters
is that the NUC documents is not suf ficiat 1y developed
enough to meet up with the regquired standard far
Computer Science graduates in general ard Software
Ergineering (SE) graduates in particular. The desirecf
our own univesi ties should ke to set standardfor SE
education that will meet up with the expected
intermatianl stardards. Is this possible? How resl idtic
isthisg=l? It possible toproduce software enginesrs
who would be able to meet industrial reguirements as
well as develop intemational acceptable products
(software) that can conmpete anywhere in the world?
The simple answer actual lyisyes. However, we must
leem f rom what is dbtained elsewhere ard re-orientate
ar arriadun in the tertiary institutions to achieve
these goals. However, we ghal 1l ke pointing ait in this
paper that the responsibility of achieving these
dojectives is ot auly for the Federal Government
(drough NUC) but farprdessianl bodies. Standards
has to be set w joint lyby the govermment as wellas
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experts in arder fU yreal ze ar dojectives.

In this paper, we try to report a general swvey of some
of the recommendations and implementations far
software engineering curriculum development made by
d firent intermatiaal bodies wi th a view of enl ightening
on how such dojectives could ke achieve in cur own
envronment .

The paper is organized tlhus: Section two discusses
sare of the fundamental prdolems in SE. Software
engineering curriculum develogrent is reviewed in
section three. Sectim four presents our suggestions
foraresil t-oriented approach for teaching SE. Ard the
paper is aocluded in section five

2.0 The Fundamental Problems

Nowadays both industry and academia are showing a
lct of interest in the Software Engineering (SE)

discipl ire. This creates a dwul laxe far wmivesi ties to
povide students with aporgudate training that will
repare them far teir fuhre prdessianl pratice.

Experiences over the years however have proved that

thisisfarf rom being real zed. Few of the fundamental

pdblems respasible far this are highl ighted below.

2.1 The Scope

Software Frginesring is a very hbrcad discipl ire [6]

Mary Shaw [8] also identi fied three core irtel lectivl
fondations that SE is based upon. These are axe
computer science concepts appl ied ttrouch engineering
knowledge and complemented by the social and
econonic ocontext of the engineering ef forts. Ao liy to
impact the discipl ire ef fectively wi thin the axstraints
of time ard resources, such as class hours, ratio of
students to prd essars, etc., pose a great dul laxe.

2.2 Modeling

Qe of the classical diffiai ties in teaching Software
Bgineerirg is to transmit to students the problems
ad situatians thet take place in real projects [6]. It is
very di ffiail t to reproduce such situations in the
classroom to provide a practical leaming environment .

2.3 Tools

Arother basic prdolem in ax tertiary insti tutias is the
avd 1dd Ty of SE tools that canbe used far e real iztion
o practical wark. Al though, we have a rmmber of fresly
distribited taols 1ke ZArgoUML on the web, these are

not enocugh far praddal training as the students are
morel kely to meet withprdessianl taols 1 ke Ratianl
in the industries which are qui te expensive to acquire

3.0 Software Curriculum

Development

Engineering

The fundamental purpose of any engineering degree
ogramme is to equip students to function as
agineers. This invalves both acquiring knowledge and
leaming how to use it [3].

One important aspect of our curricula dojectives
theref are is to defire the dd 1ls et software engineering
students should be expected to develop whi le studying
o their degree progranmes . Software industry expects
software engineer to sucaessfd 1y agoe with tedmical
del lenges as well as deal with non-tedmical issues
arisirg from di fial t project si tuations. How can our
arrent curriculum be revised to meet these needs?

3.1 The Global Nature of SE Profession

One basic prdblem in curricula development in SE has
been the fact that some bodies or wnivesities st
arriadun thet fits perfet lywi thin the 1imi ts of their
envronment without considering the gldoal rature of
the SE prdfession. Thonpson J.B and Edwards H.M.
[1] sulomitted that software egineerirg is a discipl ire
that must operate at a gldml level. Wil ke other
ergineering disciplines such as mechanical engineering
which developed and operates wi thin dorains defined
by nmational and omtinental boundaries, SE must be
viewed in a wider cotext. For example, software
should be such that can be gpeci fied inTBA, developed
nIndia and then used gldoal Iy m the Intermet.

This is the gl of the Intermatiawl Federatim of
If ormation Processing (IFIP) of which Nigerian
Computer Saciety (NCS) is a member. The IFIP has a
mission of being a truly intermaticonal, apolitical
aganization which encourages and assists in the
development, exploitation and appl ication of
Iformation Technology for the benefit of ALL pecple.
In 1994, TFIP s Tedmnical Assenbly set up a task fa e
to consider the harmonization and acceptance of
intemational standards for IT prdfessional. Her
exeartive board moved this activity on harmonization
to the Technical Committee on Education which
eventual lyproduced a draft document “Harmonization
of Prdfessianal Standards”. The standards addressed
issues such as Ethics of prdfessional practice;
Establ ished body of knowledge; Education and Trainirg;
Erdfessional experience; Best practice and proven
methodologies; and Maintenance of competence. This
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work has been acknowledged as crucial to achieving a
world-wide software engineering prdession [1].

3.2 The Need for Involving Professionals

W e have witnessed significant advancements in the
state of camputer science education (and al i tsal Hed
fields) for more than two decades now. A rumber of
prdessional bodies have tried to encourage the
developrent of qualiy and viable arricula. These
inchude the Association for Computing Machinery (AQV) ,
the IEEE Computer Society (IEEE-CS), and the
Computer Sciences Acared tation Board (CSAB) . These
bodies have set wp di firent commi ttees and working
goups to review and design standards arriaila as a
guide for computer science education. These groups
include the Working Group on Software Engineering
Education and Training (WGSEET), Software
Engineering Coordinating Committee (SWECC),
Software Engineering Body of Knowledge (SWEBOK),
Software Engineering Education Knowledge (SEEK), etc.
Sare of the aims of these bodies are to foster the
evolutim of software ergineering as a prdfessianl
aorputing discipl ire; to coardirare the varicus software
engineering “waturing” activi ties; to develop curriculum
reconmmendations for software engineering programs;
ard to set standard upon which individuals can access
their achievement, abilty and competence. We could
leam a 1ot from contribution of these prdfessiaml
arganizations into SE teaching and curricula
development. We ghvll disauss this more in section 4.

3.3 SE Curriculum: A Guide

3.3.1 Introductory SE Curriculum

I informal speci fication far the introductory pert of a
B Sc. degree in Software Ergineering (SE) is presented
by the IEFE-CS group [5]. The specification was
presented as an introductory course that provides the
necessary “knowledge” and foundation a software
engineering student must have. A thorough grasp of
thisfordatianal level prepares the student for higher
lerel of competence and appl icatians. Qe of the kesis
recommendations is that students entering the
Itroductory SE curriculum mist be conpetent in pre-
calculus mathematics. We alsopresent below an extradt:
sumarizing the recommendations of the WGSEET set
up by Software Engineering Body of Knowledge
(SWEBOK) [5]:

1 The introductory curriculum should

emphasize the teaching of prablem solving

2 Hostraction and modeling (a black box
approach) should be used to teach

software ergineering principles.

3. Mathematics should be introduced as a
software-model irg taol for smel lpragrams.

4. Software engineering principles should be
Ttroduced early in the curriculum.

5. Begiming students should be exposed to
good software ard progranming pradices,
to ihstrate the goals of prdfessianl
software ergineering. lLikewise, examples
of poorly developed software should be
used to ilhstrate prablems in software
development .

6. Basic pragramming should be included as
part of the introduction to software
egineering. That is, software engineering
principles and practices should be
integrated into the teaching of

pograming in a high-level languace.

7. Begiming students learn about and use a
defined process for phased development
of smallprograms.

8 Lectures/class discussions should be used
should to teach conoepts and principles,
whi le ard laboratories/tutorials should be
used to teach software tools, processes,
and practices.

9 Where possible the pedagogy should be
“Yrdolem” driven, with miltiple solutians
per prdolem. That is, there is o “rddt”
solution - rather, i tical thinking should
be applied to selecting the “most
appraoriate” solutian.

Upon campletion of the introductory curriculum with
the above stated quide, students should ke able to:

L Describe the prdblems in software system
development and evolutio

2 Discuss basic oconcepts and practices of
software engineering, in the areas of
mequirements, design, amstruction, qual iy,
and management .

3. Model, develop, and document a modest -
sized, hicgh-qual ity program in a high-levd
pogramming language.

4. IAoply core computer science concepts,
including basic data structures, to design
and implement a modest software system.
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Figure 1: CC2001 Course Levels and Implementation Strategies

5 Model a softwareartd fat sproperties, ad
age its aarectness using sound, but
Ifamel, reasoning.

6 Appreciate hasic cooperdive team skilg
and comunicate contributions and other
issues with other members, in a clear and
timely manner.

7. Describe the importance of ethical
behaviour ad prdessiaal practice by a
software engineer.

3.3.2 IEEE-CS/ACM CC2001 Curriculum
Implementation Strategies

A distinction between introductory, intermediate, and
advanced courses was establ ished in the firel report of
2001 [2]. The papose of the distinction is to provide
natural boundaries for selecting implementation
drategies. This repxt [2], for exanple, defines six
four thematic approaches to the intermediate courses.
These inplementations and their relationship in the
structure of the curriculum as a whole arei Thgtrated in
Figre 1. The idea behind this structure is to of fer
aester fledbi liy by meking it possible to start with
any of the introductory approaches and then £d low up
that introduction with any of the intermediate
approaches.

4.0 Towards a Result-Oriented Approach to
SE Teaching

4.1 Teaching Software Development
Methodology within a SE Curriculum

Software Bygineering is a discipl ined appl ication of
theories and tecdmiques from computer science to
cdefire, develp, dElier, and maintain, on time and
wi thin budget, softwareproducts that meet customers’
needs and expectations. The documented col lectio
of policies, processes and procedures used by
development team or organization to practice software

engineering is called its software development
methodology (SDM) . One of the main practical agpect
of SE education thereare is the teaching of SIM.

There have been recat cal Isby the Federal Government
ard other interest groups to software imdustry in Nigeria
to develop ard raise the potentials of our indigencus
software experts just as it is being experienced in the
develgoed world. This defini telywi 11 mean enhancing
the software development skills of the practicing
software engineers whi le integrating the same into the
curriculum of computer science and software
ergineering programs. The primary aim and dojective
is to enhance software process productivi ty and qual 1.
However, achievirg this aim will mean a re-appraisl
of the teaching of Software Development Methodologies
(M) that is currently beirg taght in our tertiary

Hazzan, O. and Dubinsky, Y. [10] pracosed ten principles
for teaching SDM in an undergraduate curriculum.
Sare of the principles will ke useful especial ly in
froducing new SDMs such as agile methods to
students. Principle T addresses the course structure
Prirciples TT VI address the actiel  teaching of the SMs;
Principles VIT-IX address the pegple nvaved in the
educaticnal environment - the students and the
lectires/tutardial /laooratory team; the last principle —
Prirnciple X - is a meta principle which suggests action
over reaching. (See Table 1).

Tre first principle suggests that any SDM should be
taught as a project-based course. In such a course,
students develq, wi thin a single-sarester time frame,
software pr gjects thet are a1 ted for development using
the SIM in question as opposed to the generic way of
resenting lectures wi th students passivelyl istenirg to
Is ghi losophy, process, guidel ines ard practices.

This principle was agoplied in the Computer Science
department of the Uhivesi ty of Tedmian, Uni ted States
of America while trying to introduce eXtreme
BErogramming (XP) as a new SIM in a course titled
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Table 1: Principle for Teaching SDM at a Glance

No Category Summary Short Description
| Project-based Course structure: Project-based team-based course
Course
1 Cognition Teaching an SDM: What aspect to emphasize?
11 Adjustment Adjustment of the SDM to a university course framework
\% Teaching Projection Projection of the SDM’s notions into the project
development environment
\Y Connectivity The SDM in the context of the world of software
development
\ Evaluation Reflection of the SDM orientation in students’ evaluation
policy
Vil People | Listening Listening to students’ objections
VIl Reflection Students’ reflections and progress diaries
1X Feedback Supervisors' hesitations and feedback
X Meta Inspiration Inspiring the SDM rather than preaching it

“Operating System Projects” [10]. As reported in [10],
the principles mede the introduction of XP as a SDM
Interesting to the students who were able to sucaessfd
aply it nrel-l ife projects.

4.2 The Need for In-Course Assessment

Acaxding to Klagdolz, D. et. al. (4], fdalretofdlow
lest pradice, rather than tecdhnological incompetence,
is the cause of most softwareproject £4 Ires. Software
development reguires expertise in both State of the
Art (software tedrology) ard State of the Practice
(software development process) . The respansibi iyl des
theref e on computer sciences departments to assess
the qualiy of the software development process
copanent of their arricula ard the industry to assess
the ef ficacy of their SPI (Software Process
Inprovement) ef fats.

Brdolem solvirng is the highest form of learning and SE
is doatt prabolem solving [4] . However, knowledge alone
is ot suf fidat for sucoessful prdblem solving in a
domain, the students must also choose to use that
knowledge, and to monitor the progress they are
meking [4]. Klapoholz, D. et. AL. (2003) developed an
instrurent for measuring Atttude Toward Software
Engineering (ATSE). These have been administered to
both students and software developrent prd essiasls.
ATSE can be used for assessing the outcore of an
important aspect of the software development process
component of an entire Computer Science degree
ogram [4]. It can also be used in assessing the
autoore of a course in Software BErngineering, or to
compare the relative ef ficacies of di ffirent methods of
teaching Software Engineering. The ATSE survey
instrument has been adapted by sare faail ty member
teaching SE as part of their assessment ard evaluation

of the pragress impact of their teaching an the students.
Feedbacks received from such instrument administered
regularly always go a lang way to assess our teaching
g yle ad re-adjust where necessary to meet up to the
required standard befare the end of an academic
sessim.

4.3 Creating a good Learning and Teaching

Environment

Ieaming style has been reported to have effect an
student ‘s aol Ity to core to grips with the cooepts of
progranming and design [7] . As stated in the previous
section, students must be giving opportunities to
improve their prdolem solving skills and such must
povide them with as much autonomy as possible.
Racl iffe, M. et.al. [7] proposed and created an
integrated envircnment cal led SEILASE ar teaching fivst
year programming and design which has proved to
improve student s performance and motivatim [7].
SETLAS is based an the four models defined for any
Ttel Hgent tutoring system namely, a knowledge model,
a model of the comunication media, a cogni tive model
of the leamer ard a model of the tutoring discourse
See Figure 2 adapted fram [7]).

SETLAS is an autamted learming environment that
began with a sinple dojective testing system having a
question kerk. The aim is to provide feedoack far
students to monitar their individel progress. The
system has the fad Iy to e-mail students their marks
after al 1 sessians had been held. Ieaming dojectives
e set and emailed alagside with the questions to
students, which is able to help them to have immediate
feedback of the areas they need to revise. Students
become aw are also of the learming goals of the course.
Tre statistics an perf ormence also help the lecturer to
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kesp track of students’ progress ard al ter his letires
where need be.

This kird of practice ard tool could help raise the levd
of competence of SE students in the developing world.
However, we nust quickly state that we arel imi ted as
the enabl ing environment and inf rastructures are not
readi ly in place. The covermment as wel 1l as wivesi ty
authori ties could thereare assist by playing more
& tation to proving an IT-based enabl ing environment
for teaching practical siojects 1 ke software engineering
in ar wmivasi ties.  the lag nn, the government
willlave lot to gain when cur wivesi ties can provide
enough, wel lrained, capable software engineers who
wi Iiraise the level ar software industry.

4.4 The Need for proper Software

Engineering Accreditation Exercise

The duty of acareditatiom of programme in Nigerian
wmivesi ties led 1 ied majorly an the Naticwal Uhivesi ty
Comission (NUC). Although some prdfession bodies
ke CPN, ICAN, QOREN, etc. try to acaed trdfessianl
ragramre (nder their jurisdiction) rn by univesi ties,
one camnot say must have been achieved by the
Computing Prdfession in Nigeria as regard settirg
minimum standards that could help in proper training
dfunreprdessiarls. For example, much enmphasizes
of the previcus few acaed tatians were not laid an the

Figure 2: SETLAS Model

Communication media model - SETLAS

o KEnowledpe
Cogmnitive model model
TG ... MOEes
learning
styles ] l practicals
Teznn
- lectures
! &
widens

Tutoring Model

Learning
Obiectives

minimum academic standards fara typical SE aspect
of Computer Science. Moreover, there has not been
enough publ d ty and acceptance of such acaredi tatim
exercise in most of our tertiary institution. The
compositim of the acaredi tation parels especial ¥far
wmivesity computing programme was questioned by
many. The uderscore the need for an establ ished
benchmark that set the minimum standard reguired
foratypical SE education.

Another aspect of the prdessional body which need to
ke taking sericusly i £ we are to have qual ffied software
erngineering prdessiarvls is the role of a mediator
between the industry and the academia. It will assist
alxif a minimum collabaration standerd is st far a
typical SE programme in the univesities (geart from
SIWES) . CEN, for eanple, can also assist in 1irking
manyd their registered corporate merbers (and others
autside) with individal wnives tieswi thin their local 1y
tof cster tedmical assistance ard practical development.

W e provide below a muber of acaedi tation bodies
ad cri teria that were been set bydi flrent prd essianl
in the developed comtries in order to draw some
lessas from them.

The SWECC [10] released the acaeditatimcrd tedafar
software ergineering (revised 25/09/98) and the guide
to the software engineering body of knowledge, Stone
Man version 0.7 [12]. The information Processing
Saciety of Japan (IPSJ) formed in 1999 also started
developing quidel ires for an average curriculum model
for software engineering [12]. Other acaredi tatim
criteria set by other bodies include [12] :

5 Japan Acaeditation Board for Engineering
Bducation (JABEE) Acaeditatio Cri terda

6 Guidelires far Software Engineering Education
Versian 1.0

7 The QMU Master of Software Engineering Core
CQurriculum

8 Acaedtation Board of Engineering and Technology,
US (ABET) Engineering Cri terda Version 2.0

9 Computing Curriculum 2001 set by AM/IEEE-CS
Joint Qurriculum Task Farce

10 CPN/NCS Acaeditation Criteria for Software

Engineering Curriculum versian?

A d 1l standards far infformation technology” was
developed by the Northwest Center for Emerging
Technologies (NWCET) as part of the US Department
of ILabour’s ef fort to develop gkill standards [12].
Erdessioal examinations are conducted twice a year
for each of the identi fied categories of &k 1l laborers
with the recomendation that every undergraduate
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student must pass at least the examination farthe first
categories - the Fundamental Irformation Technology
Engineer Examination. Thus software engineering
arricula of wiversi ties are adjusted to meet the
examination regquirements of this category.

In the UK, the engineering prd essio is regulated bya
set of bodies thet form a hierardhical structure with
two levels [3]. At the top level is the Egineering
Council, which sets the generic starndards for what
mgisration (ar certification). The lower level of the
hiera-chy axnsists of the vardiauss prd essicel insti turias
fordi firat ranches of ergineering, such as the Brtsh
Computer Society and the Irsttute of Electrical
Engineers. These administer the processes of
mgistration and acaedi tation, an the kasis of quidel ires
thet interpret the requirements of the generic document
epared by the comci i ar their partiailar discipl ire.
Locking at this structure, we can then have CPN
conprising of sub-bodies such as Software Engineering
Sub-Committee, IT Sub-Committee made up of experts
thet wi Il ef ace the generic acaredi tation niles set up
by the council to their various sub-fields.

5.0 Conclusion and Recommendations

W e have reviewed the current status of our SE
arriculum ard the state of things with the software
imdustry in Nigeria. We also examined the varicus
factors that have been contributory to very sucaessfd
and practical-oriented SE curriculum developrent in
developed country which has helped their graduating
Software Fgineers fit essi 1y into the imdistry. These
factors include a practical-oriented, student £riedly
approach of teaching new software development
methodology, a IT-based teaching environment,
commitment and deep invalved of wel lartiaulated
rdessiarl bodies in set ting arriculum standards and/
ar evaluetio for software engineers, and so on. We
also presented an overview of the curriculum partner
given by the TEEE-CS body which could serve as a quide
for many of arr tertiary insti tutias.

Qur desire is to see more commitment on the part of
the prdessianl kbodies in Nigeria lke CPN/NCS in
setting up committee/sub-committee of well
experienced and leamned intel lectials thet will set ad
advocate minimum standard for both our software
erngineering students and pradi tiaers wi thregular and
moredirected acaredi tation and examination exercises
carried aut to ensure compliance. Our prdfessianl
bodies could also get an enabl irg law wi th the help of
appraoriate federal govermment ministries and/or
legislative arms of the government to enfarce

compl iance with this. It is ar kel isve that we have
the best of programmers and software enginesrs in
this part of the world, we anly need a 1 itle moreef fat
to articulate things together and sooest we shalllke
competing with retias lke India with ocur software
industry accomnting fareveres 1 ke the present crude
dal
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Fundamental Guidelines for Conducting and Reporting Empirical Software

Engineering Research (A Mini Tutorial)

Akinola, S. Olalekan, Osofisan, O. Adenike

ABSTRACT

Fhpirical software engineering research has been embraced far qui te a lay tine
among Computer Sciairtists ad Software Engineers in the develgoed natians. To
the best of our knowledge, 1itle or nothing has been cantributed by Africans, most
especial 1y the Nigerian Computer Scientists ard Software Hyineers in this research
domain. The reasan for this could be that we lack knowledge of how enpirical
software engineering research should ke carried cut in vivoad /ar invitro, among
others. Fhpirical software exineering resear ch needs research quickl ines to inprove
teresearch ad reoarting process. The primary purpose of this tutarial is to introduce
this fati le area of research’ to the Nigerian Conputer Sciartists ad Software
FEgineers. The tutorial covers quicel ires for what to do and what not to do under

six basic tqpics areas:
Experimental Context;

Experimental Design;

Data Amlysis;

Bresantatian of Resul ts; ard

Interpretation of resul ts

Keywords: Epirical Researd, Software Engineering.
INTRODUCTION

Fpirical software engineering research has played a
tremendous role both at industry and in academic
environments. Far instance, it has been used to ef &t
changes in software developrent process models. New
software tools and tedmiques are evalvirg in the field
of software engineering. Also new qual iy metrics are
evalvirg as a resul t of engineering research. Fpirical
Research, when wisely constructed and executed and
when used to support the scientific method, plays a
fimdamental role in modermn science [1].

Fhpirical studies take manyforms. They areresl zed
ot aily as fomel experiments, but also as case studies,
surveys and proctyping exercises as wel 1, which could
e doserved in the field ar in a laboratary ar classroom.
No matter wet itsform is, the essence of an erpirical
stdy is the attempt to learn something useful by
comparing theory to real iy and to inmprove aur theories
asarealt [1].

Conduct of the Experiment and Data (ol lectiay

Tt has been doserved that meny apol ied discipl ines such
as medicine, have problems performing empirical
studies [2]. Many of the prdbolems they face range from
poor experimental design to inappraorate statistical
techniques enployed. Erpirical software engineering
research is also faced with these problems. To
drcumvent these problems, manyresearch guidel ires
have been proposed for the world software engineering
communitytofd low. Exanples are the anes proposed
by Dewayreet al., [1], Barkara et al [2] ard Shaw [3].
These research guidel ines are geared towards
improvirg the research and reporting processes in the
field of software engineerirg.

This mini tutardal tskes after the research gquidel ires
poposed by the above mentioned authors. In this
paper, we are concerned with developing guidel ires to
assist interested researchers to avoid mejor pifd Isin
their researdh activi ties ad to repxt  this research
axrectias

In the remainder of this paper, we describe the basic
fimdamental guidel ires for conducting and reporting
enpirical software engineering researdh in sectiom 2,
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Section 3 gives an overview of an an-going enpirical
software engineering research ef fort in the thivesi ty
of Ibadan. In section 4, we give the summary,
recommendations and conclusions of this paper.

2. Basic Guidelines for Conducting Empirical
Software Engineering Research

It iskel dsved that guidel ines shauld be tal red towards
pertiailar types of study domains but most arefairly
general [2]. We amsider guidel ires for what to do and
what not to do in empirical software engineering
resear ch uwder six basic topic aress.

2.1 Experimental Context

The three main elements of experimental context,
acaxding to Barbera et al are

® Background information about the industrial
drcumstances in which an empirical study takes
place or to which a new software engineering
tedmique is developed.

® Disaussianof the research hypothesis and how they
were derived

® Tformation about related research.

There are two types of erpirical software engineering
studies. Goservatiael stdies (1.e. msitu studies of
Tdustrial Practice) ard formal experiments evaluating
techniques developed in industry (e.g. inspections or
desion pattems).

In doservatianl studies, there is an immense vadety
toke found in development procedures, arganizatiaal
ail ire ard products. Therefare, enpirical studies based
on doserving or measuring sore aspects of software
developrent in a particular company must report a
great deal of antextial informetion if anyresul ts ad
their inpl icatians are to be properly wderstood [2] .
Tn addi tan, researdhers need to identi fy the partiadlar
factors that might af fect the generd 1y ard uti ity of
the aonclusians. Some of measurable factors based an
dbservatias are:

1 The target industries in which the products
developed are used (e.g. banking, trave,
petroleum, etc. ).

2. The nature of the software industry (in-house or
independent software suppl ie).
3. The skills ard experience of software staf £ (eg.

with a language, a method, a tool, an application
domain) .

4. The type of software products used (e.g. a design

tool, a copl k, ex. ).

5 The softwareprocesses being used (e.g. a campany
standard process, the qual iy assurance procedures,
the anfiguration management process).

Such informetion is essential if the same or other

resear chers wat to repl icate a study .

Formal experiments are meant for evaluating

techniques developed in industry such as inspectians,

testing or design pattems. With this we need to ke
are that the versions of the tecdmiques that we
evaluate and the ocutcore measures we use far testirg

&e rot over sinpl fied. Furthermore, we need to be

are thet the results are applicble in their speci fo

drcumstances.

The fdlowing are therdfae proposed as empirical
research ootext guidel ines by Barbara et al [2].

1 Besre tosgeed fy as much of the industrial context
as possible. Inpartiailar clearly define the enti tes,
g tributes and measures thet are capturing the
axtextial information.

2. If a goedd fic hypothesis is being tested, state it
clesrly priar to performing the study and discuss
the theory from which it is dedived, o thet its
impl icatias are apparat.

3. If te researdh is explaratory, state clearly ard,
prior to data analysis, what questions the
hvestigation is intended to address and how itwi I
address them.

4. Describe research thet is simi larto, ar has a bearing
a, the arxrat research and how current work
relaestoit

2.2 Experimental Design

This describes the products, resources ard processes

hvaved in the study including:

® The population being studied;

® The raticwle ard tedmiques for sanplig from
that populatian;

® The process faral locating and administering the
treatments; and

® The methods used to reduce bias and determine
sanple size

In arder to select an gporopriate experimental design
that matches the study dojectives, Barbera et al [2]
proposed the £d lowing design guidel ires:
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1 Idatify the popdlarion from which the subjects and 1
dojects are drawn

2 Define the process by which the subjects and
dojects were selected (e.g. random sampl irg) . Also
for yaur subjects.

3. Defire the process by which subjects and dojects
& e assigned to treatments. Al locarion of subjects
should be done in an unbiased marmer or else the
experiments will be cormpromised.

4. Resridyarself to sinple study designs, ar, at lesst,
to designs that arefd ly amalyzed in the statistical
ltrabire. Iyou are not using a wel 1-documented
design and analysis method, you should consulta
statistician to see whether yours is the most
e fative design for what you want to accompl ish

5 Define the experimental wnit (individual within the
aganization or the organizatians as a whole?) .

6 Fafomel experiments, perform a pre-experiments
ar pre-calaulation to identify or estimate the
minimum reguired sanple size

7. Use apprguiate levels of bl inding such as bl ird
d location of materials in which the procedurefa
assigning subjects to treatment groups is separate
from the process by which subjects are given any
of the materials they will use during the
experiments; or by blind marking in which we
encode the materials for the experiment such that
the markers camct tell to which subjects or to
which treatment group a particular cutcare script
belongs; or by blind analysis in which the
freatments are coded, and the analyst does not
know which treatment group is which. 2.4

Defire all software measures fi ¥y, including the
ati ty, et tribiate, wnit and comting rules. Measures
nust be defined cared 1y enough so that we can
understand the di ffirences in measurement and
thus, can determine whether we can translate from
one measurement scheme to another.For exanple,
some prafitioners measure ef fort in hours whi ke
others measureit indays.

Describe any qual 1y aatrol method used to ensure
completeness and acaracy of data col lectim.

Far srveys, moni tar ard report the response rate
ad disauss the represatativeness of the responses
arnd the impact of non-respase. It is important to
determine the response rate, bt it iseven more
a tical to esuare that the nn-responders have rot
biased the resilts

For doservatiamal studies and experiments, record
data about subjects who dro axt fran the studies.

For doservatianal studies and experiments, record
data about other performance measures that may
ke af fected by the treatment, evenif they are noc
the main focus of the study .Far instance, inmedical
pharmeceutical studies, it is inportant to record
d 1 adverse ef fects of drnugs under test. In software
engineering, many of our outcome measures
(efext rates, praductivity, lead tine) arerelated
to each other. Ths, if our main interest is in
whether a development method decreases lead
time, 1t maysd 1 be inpartant to investicate whether
T has adverse ar baeficial ef fects an productivi ty
ar def et rates.

Data Analysis

8 Avoid the use of coitrols wunless you are sure the There are two approaches to analyzing experimental
axtrdsi tuation can e unambiguously defined. resul ts [2] : Classical amelysis (often refared to as the
Frequentist” aporoach) and the Bayesian aralysis,

9. Ril ly cefire al ltreatment if experiments are to ke
1l icated ard/ar their results are to be taken up

which provides a systematic means of meking use of
Yo inf ormation” . However, Bayesian methods are ot

by Imdustry . usual 1y used in software engineering studies. We need
to amsul t setisticias 1 f we actual ly wart touse it

2.3 Conducting the experiment and Data Other foms of data analysis are parametric and non-
Collection paravetric aralysis. If the distribution of variables can

be identified, appropriate parametric tests are
The process of conducting an experiment invdves pefered. Basicaly, the data should be amalyzed in
@l lecting the experimental outcome measures. This iS  acayrdance with the study design. Further guidel ines
aparticilar prablem for software experiments because o this could be dotained from the work of Barbara et
our measures are rot standardized. Therefare, thedata 4, [].

@l lection process must be well defined for our
experiment to be replicated. The f£d lowing data
@l lection guidel ines must ke strict 1y adhered to:
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2.5 Presentation of Results

Presentarion of results is as inportant as the amalysis
el £ The reader of a study must be able to understand
the reasm for the study, the study desion, the aalysis,
the resul ts ard the signi ficance of the resul ts. Not aly
d readers want to leam what happened in a study,
but they also want to e able to reproduce the analysis
ar even repl icate the study in the sare or a simi |
omtext. The fd lowing guidel ines as presented by
Barbara, et al [2] will e of relp in regard to this issue:

1 Descrike or cite a rfeence far all gatistical
procedures used.

2 Report the statistical package used.

3. Present quantitabdveresil ts as wel 1 as sigi ficance
levels. Quantitative results should show the
magnitude of ef fects and the oonfidence 1imits

4. FPesar the raw data whenever possible. Otherwise
axnfimm that they are avd lade for amfidential
review by the reviewers and independent audi tars.

5  Provide appraoriate descriptive statistics.

6. Make appropriate use of gradhics.

2.6 Interpretation of Results

The main aim for the interpretation or aoclusians

sectim of a peper is that any aonclusians should £4 1low

drect Iyf rom the resul ts. Thus, researchers should not

Itroduce new material in the conclusions section.

1 Defire the population to which inf eratial statistics
and predictive models apply.

2 D ffrentiate between statistical signi ficance and
practical importance. Research may show a
Satistical sigi ficance in sove regil t, bt there may
e o practical importance. Confidence intervals
can help us in meking this determination,
pertiadlarly when statistical signi ficance is smll

3. Define the type of study: observational or
experimental .

4. Specify anylim tatians of the study. Discuss the
threats to intermal ard extermal vd i ties as relate
toyar research work.

3. FEpirical Software Engineering Research Ef fort at
the Univesi ty of Tbedan.

The Department of Computer Science, Univesity of
Thadan, establ ished in 1974 has been put tirg ef fxts in
the field of software engineering research both at
undergraduate and postgraduate levels inrecent years.

Software Engineering as a course is part of
undergraduate and postgraduate courses in the
department. Students begin to learn the software
engineering tedmiques right fram their thirdyear (300
level) up to the postgraduate level. 300 levd
undergraduate students in 2003/04 recent ly tok up a
resear ch to uwderstudy the software industry in Nigeria
(Lagos, to be specific since we belisve most of the
software houses are sited at Iagos). Their findings
revesl that aut of 11 distinct software houses surveyed,
many of them are into general ggol ication software
developrent, none into system software development,
many of the projects being uwdertaken by them are
unsuccessful die to uresl istic acst, good programmers
who can turm out codes in days are their priad ty, &c.

At postgraduate level, a BD research is agoing by
the student author of this paper to wderstudy the
factars af fecting ef fativeness of software inspectians
at imdustry level . This same topic had been uwderstudied
in the student academic envronment in which was
discovered that inspection team sizes, ef fort and
inspection methods (preparation and meetings) grest ¥
& fect the ef fativeness of software inspectio.

A software engineering research group was formed
recent 1y in the department to foster the development
of airical research in the hivesi ty ard the nation
in Nigeria.

The group has recent ly idati fied problems of
oaducting industrial software experimental research
in Nigeria among which are

) Funding

M) Software pradi ticers resisting being measured

(i) Software compromise in which many of the
inportant steps in software developrents are being
compromised for programming by software
developers.

) Brdblems of meeting deadl ines when experiments
ae/designed around the software development
process of industries ard a host of others.

However, e fiats are being mede to liaise with some
software houses in the area of conducting doservatiasl
studies an their processes so that their development
pat terns could be understudied for possible
improvements.

4. Conclusion and Recommendations

W e have hidhl ighted several guicel ines as presented
by Barkara, et al [2] that we hope willire the Nigerian
conputer scientists and software engineers to the field
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of apirical software engineering research in Nigeria.
W e also hope itwi Il inprove the qual 1y of perf orming
and reporting empirical research in software
engineering for those who arealresdy in the field.

W e hereby aonclude wi th these recommendations:

Nigerian computer science and / or software
engineering community should endeavour to enbrace
arpirical software ergineering researdh at this point
intime. This isa ‘faeti & area of research that has been
embraced by westem scientists for a lag time. A 1ot
of adoroad-based grant argenizations are willing to
spansor empirical software engineering studies, most
especial i f most of the experiments that have been
done can be reproduced in Af riea.

It is also a hich time for Nigerian software imdustry to
embrace the research ef forts of academics in their
software development processes. A lot of benefits can
e gotten from this. New tools and teclmiques can be
Irought up for them in the course of experiments.
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Requirements Engineering Techniques For Building Internationally

Functional Software

I.K. Oyeyinka, A.O. Itegboje

ABSTRACT

Software Engineering involves using disciplined methodology in all stages of program
development. Software intended for international audiences must exhibit functional
and non-functional features appropriate to end users culture and convention
(Mahemoff and Johnston 1999). This paper discusses the issues involved in
developing software for international market. This involves two levels;
internationalization and localization. Software internationalization starts with
separating requirements that are culture specific from the general one. Cultural
factors can be categorized into overt factors and covert factors. Overt factors affect
non-functional requirements while covert factors affect functional and non-functional
requirements. The cultural factors must be understood in other to be able to build
user bases for requirements specification for building internationally acceptable

software.

Introduction

Software engineering involves using disciplined
methodology in all stages of program development.
This sequence of stages from conception to operation
of a program is referred to as software life cycle. There
are five major phases of software life cycle; requirement
analysis, design, coding, testing, operation and
maintenance (WU 2001). At the requirement analysis
stage it is important that all the features of a program
are carefully specified and in a manner that are testable.

Moreover, software intended for international audiences
must exhibit functional and non-functional features
which are appropriate to the end users culture and
conventions (Mahemoff and Johnston 1999). These
cultural factors impact on requirements and must be
specified appropriately to enable the resulting program
be useful to a wide range of users.

Software Internationalization

Increasing connectivity, globalization and increasing use
of technology are making software developers to be
concerned with the internationalization of their products
(Mahemoff and Johnston 1999). There are many
advantages in developing software that can be used
by a wide range of people. Users benefit by getting
software that closely matches their needs. As nations
draw closer, there are great benefits in using the
software that other use. To the organization, there is
an opportunity to boost international market share while
reducing risks through the widening of their market.

Implementation of software for internationalization
involves two levels; Internationalization and localization.
Internationalization prepares the software system to
enable localization and localization is the process of
plugging in the locale-specific data into the
internationalized structure (Mahemoff and Johnston
1999). At the internationalization stage, there is a need
to distinguish between the requirements which are
common to all users and those that are culture specific.
Those features that depend on the needs of end users
are customized while other parts of the system will be
common for all versions.

It is rather not an easy task separating requirements
that are culture specific from the ones which are
general. One way of doing this is through prototyping
and beta testing. However, errors revealed at the
testing stage are always difficult or costly to correct
(Lim and Long 1994). We shall discuss how cultural
factors can be categorized with the intent of helping a
software developers identify culture-specific information
and use them during requirements specification.

Categories of Cultural Factors that Affect
Software Design

Culture extends beyond ethnicity to include factors like
hobbies and lifestyle. This implies that people can
belong to more than one culture. Hence culture usually
goes across geographical boundaries. Locale is a term
used to refer to the realization of cultural variables in
software. Uren et al (1993) reported in Mahemoff and
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Johnston (1999) defined locale as a combination of
language, region code and character set.

Software that were built without a detailed
requirements analysis of the users’ culture may result
in usability problems. Hence a model of culture should
be used in requirements analysis. There are many
models of culture that have been proposed in literature
but Yeo (1995) model of culture is found to be more
relevant in software requirements specification. Yeo
(1995) proposed a model of culture which he
categorized into overt and covert factors.

Overt Cultural Factors

Overt factors are observable features of culture like
the calendars, measuring units, character sets and
codes. These are daily conventions which the society
operates and must be supported in software. Overt
factors most often vary according to national
boundaries.

According to Mahemoff and Johnston (1999), overt
cultural factors can be sub divided into the following:

[ Time factors like the calendar, day turnover
etc.

I Writing issues like character set, text direction,
special character etc.

O

Language like word ordering, use of jargon etc.

O

Measures like currency, unit of length, liquid
measure etc.

O Formatting like number, date and time, number
rounding etc.

[ External system like standard paper size etc.

The users should be able to customize software
according to these factors.

Covert Cultural Factors

Covert factors are those aspects of the society that are
easily misunderstood by outsiders and are sometimes
so subtle that they may not be noticed. Examples of
covert factors include verbal and non-verbal
communication style, symbols meaning and problem
solving techniques (Mahemoff and Johnston 1999).

Covert factors include the following:
[ Mental Disposition

Mental disposition differs from culture to culture
and this may impact on software acceptability
and usage. For instance, Evers and Day (1997)

- L

reported that Indonesians judged software
predominantly on the basis of usability while
the Chinese looks more on the usefulness of
the software. Another example as reported
by Ito and Nakakoji (1996) asserted that
Japanese regard trial and error as time
consuming and tedious. Hence the issue of
reversible functionality takes lower priority in
Japanese software.

Perception

People’s interpretation depends on their
experience. Perception problems may arise
from differences in interpretation rather than
program flaws. For example, Russo and Boor
(1993) reported in (Mahemoff and Johnston
1999) comment that red signifies danger in
America and happiness in China. Hence a red
icon might convey different moods to American
and Chinese users of the same software.

Social Interactions

Human-human interactions vary with culture.
Body language, facial expression and dialogue
styles depend on everyday social interactions.
Different hand postures have different
meanings in different cultures. Hence an
animated agent representing a hand should
be designed considering the culture of the
users. Social rules familiar to the human agent
should be obeyed by the computer agent in
human—computer interaction. Belge (1995)
reported that it is not polite to beep in Japan
since it will attract attention to possible error
by the users.

Context of Use

The environments in which users operate vary
and impose constraints on requirements. For
example Americans work in enclosed areas
while Japanese work in open office (Fenandes
1995). While e-mail facilitates Americans jobs,
Japanese has less need for e-mails but he is
open to embarrassment from beeps after errors
(Mahemoff and Johnston 1999).

Covert factors must be identified early in
software project or they may cause
functionality problems for developers.
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Developing Culture-Enable Requirements
Specification

It is necessary but not sufficient to classify users by
their system-oriented roles like administrator, advanced
users, data entry operators etc. There is a need to
understand variables across markets. This will enable
requirement analyst examine user characteristics to
forecast user bases for system improvement.

There are differences in the way Overt and Covert
cultural factors affect requirements. Overt factors
usually impact directly on non-functional requirements,
for example, the use of metric or imperial format means
that the software must support their preferred
measurement format. This is more of customization
than internationalization. On the contrast, Covert
factors may impact on functionality, for example, user
interfaces such as images, color schemes, and auditory
cues may be affected.

While it is necessary to understand the various cultural
factors, it is more difficult to develop them into a
requirements specification. However, if these factors
are not properly treated, they may lead to insufficient,
unusable and offensive software to people of other
cultures. The use of local experts, prototyping and
tests can help developers acquire and support
internationalization issues adequately.

Conclusion

We have discussed how cultural factors affect
requirement specification. Establishing requirements
for users of other cultures requires the understanding
of such culture. We have distinguished between overt
and covert factors of culture. Overt factors such as

measuring unit, calendar are easily understood. Covert
factors such as mental disposition and perception
require special consideration because they are usually
hidden. Local experts, prototyping and tests are useful
in constructing user bases of culture aware
requirements specification.
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Digital Rights Management Technologies and Intellectual Privacy

Longe Olumide Babatope

ABSTRACT

Digital Rights Management (DRM) technologies have emerged as tools for the control
of access and usage of digital files over computer networks and the Internet in
particular. To achieve the above objectives, DRM systems are designed with the
ability to monitor what is being done with the information obtained from the Internet.
They can also constrain users regarding copying and modifying information to which
they have access. As a result of their mode of operation, concerns are now increasing
over the role of DRM systems as a possible means of intruding into the private
activities of users of digital contents since they have the potential for easy collection
of information about user’ intellectual, social-economic and psychological preferences.
This paper attempts to elucidate the privacy interests enjoyed by individuals when
engaged in intellectual activities and the possible negative impact that DRM
technology implementations such as monitoring, constraints and self-help features
could portent for privacy rights. It advocates for a balance between technology
implementation, protection of author’s right’s and the right to privacy in the individual

domain in the design, development and implementation of DRM technologies.

Keywords: Autonomy, control, constrains, DRM
systems, intranet and intellectual privacy.

1.0 Introduction

Obtaining information from the Web or an intranet and
accessing an e-mail box in the privacy of one’s home
gives users a sense of control and psychological
distance. There is also a sense of privacy and autonomy
over one’s learning as hypertext removes the restrictions
inherent in linear text. However, both informed and
uninformed users of digital data in business, academic,
sports, news, entertainment and the society at large
are in the center. Those with the right facilities can
use the latest management tools to track every
connection or simply observe without being seen.

Developments in digital trailing system have advanced
to an extent that they can now be used to track the
time users spend online, noting log on and log off. It
enables the observer to calculate the time taken to
perform a task, to note laziness, to evaluate the aptitude
of the observed, to judge performance, to assess
success, to monitor the nature and type of the
consumed content and to classify the observed. It all
boils down to the fact that the sense of autonomy,
anonymity, privacy and control over one’s intellectual
and social consumption on the Internet is an illusion!

1.1 The Illusion of Privacy

When we use shared folders, download assignments,
and browse the Internet, data are gathered directly
and indirectly about us. From what feels like privacy,
we participate in on-line chat rooms, leave a message
on a bulletin board, shop online, and register with a
commercial site. With more classes and degrees offered
online, education is becoming consumer oriented.
Knowledge is now considered a content commodity.
Students have a sense of being in control with access
to information anytime and anyplace. Ironically, users
are more visible and open to surveillance (Introna,
1999). New technologies called “ubiquitous computing”
now include the ability to track an employee’s location
at all times.

The threat from invasion and unathorised usage of
digital content over the Internet is very real. Content
providers can provide authorization and access control
to ensure that only paying users can access content.
They can also use encryption to protect content during
transport. The major challenge therefore is how to
control what customers do with the purchased content
once it reaches their premises. As a result of the
limitations involved in controlling what customers do
with Internet contents of all types, content owners are
reluctant to release valuable facts in digital format
because they fear for the unauthorized usage of their
content (What is now popularly referred to as
napsterization) (John, 2003).
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Figure 1 - DRM Functional Architecture (Source: Renato I. (2001)

2.0 Digital Rights Management (DRM) and
Privacy Implications

DRM (Digital Rights Management) refers to technologies
and services that enable legitimate owners of
intellectual property to regulate the right of access to
their assets via electronic means. There is a strong
relationship between digital products and the Internet.
The network provides a vibrant market for digital
products; however, once stolen, digital products can
be broadcast quickly to all corners of the earth.
According to Moffaert (2003) the term “Digital Rights”
refers to copyright and related rights of digital content
(data, audio and video). Digital Rights Management is
sets to achieve the following goals:

o Identify digital rights;
® Describe associated usage rules and
o Enforce these usage rules using Digital

Rights Management Software.

In designing and implementing DRM systems, there
are two critical architectures to consider. The first is
the functional architecture, which covers the high-level
modules or components of the DRM system that
together provide an end-to-end management of rights.
The second critical architecture is the information
architecture, which covers the modeling of the entities
within a DRM system as well as their relationships
(Hoeifmester, 2000).

2.1 Functional Architecture

The overall DRM framework suited to building digital
rights-enabled systems can be modeled in three areas:

@ Intellectual Property (IP) Asset Creation
and Capture: How to manage the creation of
content so it can be easily traded. This includes
asserting rights when content is first created
(or reused and extended with appropriate
rights to do so) by various content creators/
providers.

IP Asset Management: How to manage and
enable the trade of content. This includes
accepting content from creators into an asset
management system. The trading systems
need to manage the descriptive metadata and
rights metadata (e.g., parties, usages,
payments, etc.).

IP Asset Usage: How to manage the usage
of content once it has been traded. This
includes supporting constraints over traded
content in specific desktop systems/software.

While the above models comprise the broad areas
required for DRM, the models need to be complemented
by the functional architecture that provides the
framework for the modules to implement DRM
functionality.
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2.2 The Privacy Implications

Some philosophers conceive of “privacy” as a condition
of inaccessibility or limited accessibility to the rest of
the world (Anita, 1988). Invasions of privacy involve
rendering the individual more accessible to others in
some way. The future of privacy is increasingly linked
to the future of copyright enforcement. In an effort to
control the proliferation of unauthorized copies, and to
maximize profit from information goods distributed over
the Internet, copyright owners and their technology
partners are designing digital rights management
(“DRM”) technologies that will allow more perfect
control over access to and use of digital files.

Unfortunately, the same capabilities that enable more
perfect control also implicate the privacy interests of
users of information goods. Although DRM technologies
vary considerably, at the most general level they
represent an effort to reshape the practices and spaces
of intellectual consumption. They also create the
potential for vastly increased collection of information
about individuals’ intellectual habits and preferences.
These technologies therefore affect both spatial and
informational dimensions of the privacy that individuals
customarily have enjoyed in their intellectual activities
(Julie, 2003)

3.0 Strands of Privacy Theory

Two basic views of the privacy theory inform the concept
of the individual interest in intellectual privacy. These
strands converge to define a zone of privacy for
intellectual activity that has physical as well as
conceptual dimensions. Specifically, the individual
interest in intellectual privacy extends both to
information about intellectual consumption and
exploration and to the physical and temporal
circumstances of intellectual consumption within private

W
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spaces. As conventionally understood, interests in
intellectual privacy derive from interests in personal
autonomy, and are primarily informational (James,
2003).

Surveillance and compelled disclosure of information
about intellectual consumption threaten rights of
personal integrity and self-definition in subtle but
powerful ways. Although a person cannot be prohibited
from thinking as he/she chooses, persistent, fine-
grained observation subtly shapes behavior, expression,
and ultimately identity. Additionally, surveillance and
exposure devalue the fundamental dignity of persons
by reducing the exposed individuals to the sum of their
“profiles.” This is the case in circumstances where
records of intellectual consumption such as libraries
usage, visits to web sites, access to academic journals,
video rental memberships, and cable subscriptions are
routinely generated (Introna, 1999).

The second strand of privacy theory that relates to
intellectual privacy concerns privacy within physical
spaces. Tradition and social practice reserve certain
types of “private space” to the individual or the family.
Chief among these is the home, which is conceived as
a place of retreat from the eyes of the outside world.
Not every invasion of a residential property interest is
an invasion of privacy. For example, most people do
not think that a nuisance, such as excessive noise or
noxious fumes, is also a privacy invasion. Individuals
can have privacy expectations in spaces that they do
not own or rent, such as public restrooms, dressing
rooms, and telephone booths. Acknowledgment of
these expectations suggests a fairly broad consensus
that the interests protected by “privacy” and “property”
is different (Julie, 2000).

Among the behaviors shielded by spatial privacy are
those relating to activities of the mind. Just as spatial
privacy allows for physical nudity (within one’s

¥
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Fig 2.0: Surveillance Using DRM Technologies
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bedroom), so it also allows for metaphorical nudity;
behind closed doors, one may shed the situational
personae that one adopts with co-workers, neighbors,
fellow commuters, or social acquaintances, and become
at once more transparent and more complex than any
of those personae allows. Spatial privacy affords the
freedom to explore areas of intellectual interest that
one might not feel as free to explore in public. It also
affords the freedom to dictate the circumstances i.e.
when, where, how, and how often one’s own intellectual
consumption is, provided it is unobserved and
unobstructed by others.

3.1 DRM Technologies and Intellectual Privacy

Despite all the protection it affords owners of contents,
DRM technologies are poised to affect both the spatial
and the informational dimensions of intellectual privacy.
By directly constraining private behaviors related to
intellectual consumption and by enabling creation of
detailed and permanent records of such consumption,
these technologies have the potential to change
dramatically the way people experience intellectual
goods. Summarised below are the three possible ways
in which this will be done:

3.1.1 Constraint

DRM technologies are designed to set and enforce limits
on user behavior. For example, a music delivery format
might prevent copying, including copying for future
consumption, or might restrict the types of devices that
can be used for playback. The “Content Scrambling
System” (CSS) algorithm used on DVDs does both of
these things, and also implements a “region coding”
compatibility system designed to ensure that DVDs
intended for use in one geographic region cannot be
played on equipment sold elsewhere (Longe, 2004)

Technologies that constrain user behavior narrow the
zone of freedom traditionally enjoyed for activities in
private spaces, and in particular for activities relating
to intellectual consumption within those spaces. In so
doing, they decrease the level of autonomy that users
enjoy with respect to the terms of use and enjoyment
of intellectual goods. This restrictions, to say the least,
amount to an invasion of privacy.

3.1.2 Monitoring

Some DRM technologies are designed to report back
to the information provider on the activities of individual
users. Such reporting may occur in conjunction with a
pay-per-use arrangement for access to the work, or it
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may occur independently of payment terms. For
example, monitoring functionality might be designed
to collect data about use of the work that might reveal
user preferences for particular types of content.

Monitoring can also be used to determine information
about related products, such as the presence of non-
copy-protected MP3 files on the user’s hard drive or
other computer programs a user is running in
conjunction with a licensed program. DRM technologies
that monitor user behavior create records of intellectual
consumption. Indirectly, they also create records of
intellectual exploration, one of the most personal and
private of activities thereby producing records of
behavior within private spheres. Spheres within which
one might reasonably expect that one’s behavior are
not subject to observation.

Gathering information about intellectual consumption
renders intellectual preferences accessible, both to the
information provider and to third parties that might
purchase it or invoke legal process to compel its
production. To the extent that behaviors within private
spaces become accessible, or potentially accessible to
the outside world, the individual has lost a portion of
the privacy that seclusion ought to guarantee. Absence
of stringent privacy protections and the threat of
disclosure may discourage intellectual exploration, and
therefore compromise intellectual privacy interests (Jeff,
1999).

3.1.3 Self-Help

Direct restriction protocols can be designed to encode
penalties as well as disabilities. For example, a DRM
system could be designed to disable access to a work
upon detecting an attempt at unauthorized use. Such
“self-help” technologies (designed to obviate recourse
to legal enforcement procedures) might be directed
and controlled externally upon detection of prohibited
activities. This type of functionality would need to be
implemented in conjunction with monitoring
functionality (Chris, 2002). Self-help technologies might
operate automatically upon internal detection of a
triggering activity, without communication with any
external system or controller.

DRM self-help technologies present a special case of
the constraint problem, and potentially a special case
of the monitoring problem as well. The punitive quality
of self-help implicates privacy interests in one way that
technologies of direct constraint do not. The
identification of a particular consumer as a target for
self-help measures entails loss of the relative anonymity
formerly enjoyed by that individual as one among many
customers. (James, 2003).
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3.2 The Legal System and the DRM Challenge

Many aspects of law bear to some degree on questions
of intellectual privacy, but none is exactly developed to
address the unique privacy problems created by DRM
technologies. Several, however, have the potential to
do so. The common law of privacy, with its emphasis
on control over personal spaces, private facts, and
commercialization of image, can be reconfigured for
the digital age by drawing on the policy and normative
frameworks embodied in other privacy-regarding areas
of law. In addition, because many information goods
are also consumer goods, a more explicitly regulatory
approach to privacy-invasive DRM technologies,
grounded in principles of consumer protection law, can
significantly improve levels of protection for intellectual
privacy (Samuel & Louis, 1990)

The argument that effective privacy protection should
include control over the spaces of intellectual
consumption finds support, instead, within both the
substantive provisions and the overall structure of
copyright law. The fair use doctrine, which sanctions
certain acts of private copying, shields a range of actions
that users might take in private spaces, including time
and space-shifting of copies, loading and reloading of
digital files, and manipulation of digital content. Also
the first sale doctrine, which establishes the right to
dispose of one’s copy of a work without any obligation
to seek the copyright owner’s approval similarly rests,
on the belief that a copyright owner has no cognizable
interest in a broad range of post-purchase user activities
or in the spaces where they occur (NIST, 2003).

More broadly, because copyright law does not give
copyright owners the exclusive right to control all uses
of their copyrighted works, it implicitly reserves to us-
ers the right to engage in conduct not encompassed
by copyright laws. For example, copyright encompass
such acts as reading a copy of a book, viewing a copy
of a movie, or listening to a copy of a musical recording
that one owns; not coincidentally, these are all acts
that ordinarily occur within private spaces (Longe,
2004).

4.0 Balancing Social and Technological

Impact in the Design of DRM Systems.

The notion of balanced design is an outgrowth of the
interdisciplinary study of science, technology, and
society. Careful attention to the social embeddedness
of technologies reminds us that technologies themselves
are social artifacts; they constitute and are constituted
by social values and interests (Batya et al, 2002). This
insight, in turn, suggests that careful attention to values
and value choices at the design stage might produce
important payoffs. A technical investigation of the range
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of design possibilities, and empirical study of user
experiences with responses to different designs options
would do DRM architects a lot of good.

A balanced design process for DRM technologies would
seek, among other things, to create rights management
infrastructures for information goods that respect and
seek to preserve user privacy (Dan & Julie, 2001).
Such infrastructures would have three components,
which maps to the three types of DRM functionality
discussed earlier. Technically, then, the challenge lies
in developing systems that preserve both enough
privacy for users and enough control for rights owners.
One example of such a technology is the serial copy
management system mandated by the Audio Home
Recording Act, which allows the production of perfect
first-generation copies but causes significant quality
degradation in subsequent generations. Another
example is the Digital Millennium Copyright Act’s
(DMCA's) requirements that analog videocassette re-
corders be designed to allow consumers to time-shift
some television programming (Wurzler, 2004). A
careful, iterative methodology, incorporating
participation by the full range of interested parties could
help designers negotiate the challenges entailed in
implementing planned imperfection.

Value-sensitive design for DRM also would investigate
methods of building in limits on monitoring and profiling
of individual users. Since most businesses need to
collect and retain some information about their
customers to manage orders, payments,. and deliveries,
technological limits on data collection and use cannot
fully substitute for other, human-implemented
safeguards. Nonetheless, DRM systems may be
designed either to minimize or to maximize data
collection, retention, extraction and use. To preserve
the intellectual privacy of information users, DRM design
should incorporate minimization principles.

Finally, a value-sensitive design approach to DRM
technologies would consider the desirability of
implementing limitations on self-help. For example, after
weighing the full spectrum of values implicated by auto-
mated, enforcement actions, designers might conclude
that digital content files should never be programmed
to self-destruct, or to deny access entirely, upon
detecting impermissible actions by users. Alternatively,
they might conclude that denial of access should be
permissible, but only in certain clearly defined and
extreme circumstances.

5.0 CONCLUSION

For all of the reasons already discussed, it is analytically
sound to conclude that DRM technologies have the
potential significantly to diminish privacy in intellectual
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consumption. It is worth noting, that the deployment
of DRM technologies of self-help, and more generally
of constraint, also raises questions about the nature
and function of the boundary between public and private
spheres. DRM technologies may represent the future
of information access and use, but their design and
implementation are still open questions. A shift to an
information environment characterized by pervasive
constraints, universal monitoring, and automated self-
help would severely undermine intellectual privacy
values.

Instead, in the era of DRM, law and technology together
must share responsibility for protecting intellectual
privacy. Law can fulfill its responsibility by defining
individual rights and correlative obligations. Technology
will ensure that its designers and their customers in
the content industries practice both inclusiveness and
restraint, but to do so effectively they must come to
terms with the importance of law, and more broadly of
public policy and public values, in establishing design
parameters.
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On Explicit Specification of Software Components with DB-Data Enkryta

Daramola, J.O., Bamigbola, O.M.

ABSTRACT

Although Component-based software development and component technology offer
exciting and interesting potentialities for the simplification of complex software
models in order to gain increased functionality, reduction in time and cost of
development, the desire to enhance the user’s understanding and perception of
components’ behaviours is still a pressing challenge. Since users do not have access
to the program texts (source codes) of component developers in most cases, it
becomes necessary for the developers to give a detailed specification of component
functionalities, behaviour and performance in a way that will enhance their
predictability even before they are deployed. In this paper we have adopted the
semantics of the CSP-like WRIGHT in the specification of a visual component tool
named “DB-Data Enkryta” that can be used to compress and encrypt text stored in
a relational database. WRIGHT is one of the existing Architecture Description
Languages (ADL) used in the formal specification of component-based systems
that enables explicit specification of component and connector interfaces. This we
believe is capable of giving an added insight to prospective users about the behaviour
of components and enhancing interoperability among components in component

based systems.

1. Introduction

Component-based software engineering affords the
opportunity for independent development of
components that can be used in the composition of
software systems. These often include third-party
components [5], [8], [21] which are selected at build-
time and reconfigured for interaction at run-time. One
of the major concerns of component-based
development is the need to minimize instances of
mismatches and misuse of components especially in
the context of assembled systems [7], [9].

There is a general consensus in literature on the need
to extend the level of component specification beyond
the syntactic level [3], [4], [6], [11], [14], [21]. The
existing mode of specification that exist in the available
standard component models like CORBA, COM and JAVA
are mainly syntactic, which only describes the functional
properties of components. These forms of specification
highlights the services provided and services required
(CORBA IDL) by the components, which also represents
a contract between the component and its prospective
clients. These commercial Interface Definition
Languages (IDLS) primarily specify the signature aspect
of software components interfaces i.e. names,
parameters, and data types of the provided services,
they do not provide the necessary support for capturing
the semantic or behavioural aspects of a component

[12] including its usage, capabilities and interaction
behaviour. This limited specification often leads to
mismatches in behavioural interoperability between
components when designing component-based
systems, especially in cases where third party
components are involved [12].

In order to provide a sound basis for component
interoperability, accurate description, precise semantics,
qualities, usage and interaction protocol between
components there is a need for a more explicit
specification, which entails the description of component
interaction protocols and the specification of both
functional and extra-functional properties.

In this paper, we have used an approach [1], [2] which
is based on the WRIGHT formal specification language
in the specification of a visual component called “DB-
Data Enkrypta”. This is a visual tool that we have
constructed which can be made available as an Activex
component across ActiveX platforms for compressing
and encrypting a database file.

2. MotivationThe motivation for this work is to ensure
the precise specification of component interaction
protocols in contrast to what presently exist in
commercial Interface Description Languages (IDLs). In
order to illustrate this, we have used the example of a
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String Encrypta ( in strin
¥

HwONE

HwnNE

}

Interface Compressor_Encrypta {
String Compress ( in string filename, in string filedriver);

Interface Decompress_Decrypta {
String Decompress ( in string filename);
String Decrypta ( in string filename);

g filename);

Figure 2.0 Overview of CORBA IDL specifications for DB-Data
Enkrypta Component.

data compression and data encryption component, DB-
Data-Enkrypta. This component is a composite
component, which comprises of two sub-components
[5]. The first sub-component is the Compressor-
Encrypta component, which compresses a database
file using the filename as input parameter for the
Huffman compression algorithm [10]. Thereafter, it
encrypts the compressed file using a data encryption
standard (DES) method [13]. The second sub-
component is the Decompressor-Decrypta component,
which consists of methods to decrypt encrypted data
and to decompress previously compressed data. The
equivalent CORBA IDL definition for the DB-Data
Enkrypta component is shown in figure 2.0.

From Figure 2.0, it cannot be seen in which particular
order a user or a prospective client should invoke the
services provided by this component in order to correctly
engage it. This underscores the need for protocol
specification, which will indicate the particular sequence
for invoking the services provided by a component such
that performance synchronization and run-time
behaviour interoperability can be achieved. Considering

call ()

:Compress

¢ Compressed fil

:Encrypta

our example, the correct sequence of invoking the
operation of the DB-Data Enkrypta component is to
first invoke the compressor method for compression
and then the encryption method for encrypting the
compressed file. We also need to first decrypt the
encrypted file before we invoke the decompression
method in order to get back the original file.

The configuration of this component is such that any
variation from this outlined sequence of invocation will
lead to system failure and yet this could not have been
discovered in any way from the purely syntactic
specification given in Figure 2.0. Figure 2.1 shows the
collaboration diagram for these transactions.

One common approach to this kind of problem as it is
being done in the specification of commercial
components [15],[16],[18],[20] is the use of informal
documentation, which is attached to a component
explaining the protocol of its interaction in order to
avoid problems. However, this kind of informal
documentation leaves room for ambiguity and
inconsistency and also lacks adequate basis for the

:Decompress

ename T Decrypted filename

:Decrypta

—>

Encrypted filename

Figure 2.1 Collaboration Diagram for DB-Data Enkrypta Component [17]
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precise description and analysis of the behavioural context dependencies only. A software component
properties of a component. This makes necessary, the can be deployed independently and is subject to
need to evolve a more explicit and precise way of composition by a third party [5].

specifying the interoperability requirements of
components in a way that can be verified and proved
for correctness.

The description of a component in WRIGHT has
two parts the Interface and the Computation. An
Interface consists of Ports. A Port represents an

Although a formal approach has been adopted, which interaction in which the component may participate.
ordinarily may not interest many developers with The Computation section of a description describes
relatively low affinity for mathematical formalisms, we what the component actually does. The
can say that the notations of WRIGHT are quite Computation carries out the interactions described
relatively mild and not difficult to understand. It became by the Ports and shows how they are tied together
our choice language because of its attribute of to form a coherent whole. Therefore, in WRIGHT,
containing abstraction elements for explicit specification the Computationis the full specification upon which
of both components and connectors. It also has analysis of the components properties will be based.

automatic support tools for checking for the

completeness and consistency of specifications by using

the FDR (Failure, Divergence, Refinement) as A connector encapsulates the character of the

specification checker. component interactions. It is the link between to
components [19].

3.1.2 Connectors

In WRIGHT connectors represents an interaction

3. Introduction To WRIGHT Specification ) .

among a collection of components. The abstraction
WRIGHT is an Architecture Description Language that of connectors as an encapsulation of interaction
is used for the formal definition of software architecture among a collection of components achieves two
and also provides a basis for the analysis of the system important purposes. First is that it increases the
structure. The notion of WRIGHT as an architecture independence of a component by structuring the
description language is based on the abstraction of the way a component interacts with the rest of the
components in a software system as independent system [1]. In order words, a connector provides
computational entities [5] and the connectors as a in effect a set of requirements that a component
composition patterns among components [1], [19]. This must meet, and an information-hiding boundary
makes WRIGHT very suitable for the specification of that defines what expectation the component can
component-based systems. It also provides a precise have about its environment. The second is that it
semantics that resolves ambiguity and aids in the extends that applicability of analysis of components
detection of inconsistencies. WRIGHT also provides a [1]. A connector between components could be as
set of techniques that supports reasoning about system simple as a procedure call, which indicates a call-
properties [1]. and-return pattern of control.

The WRIGHT's description of connectors divides it
into a set of Roles and Glue. Each Role specifies

3.1 Key Elements of WRIGHT the behaviour of a simple participant in the

The basic architectural abstractions of WRIGHT are interaction. For example a pipe connector has two
components, connectors and configurations. It roles i.e. the source of data and the Sink (the
provides explicit notations for specifying each of component that receives data) while a procedure
these elements, which makes it adequate for the call connector has a Caller and Definer. The Role
specification of component-based systems. indicates what is expected of any component that
Component-based systems are essentially an will participate in that interaction. A Glue of a
assembly of independent components and connector describes how the participants will work
connectors that have been integrated for coherent together to create an interaction. The connector
behaviour in order to achieve a set of requirements. Glue specifies how the computation of the
We now give a preview of each of these elements. component is composed to form a larger

computation. Like the computation of a component,
the Glue of the connector represents the full
behavioural specification. It is the Glue process that
will co-ordinate the components behaviour to create
A software component is a unit of composition with an interaction.

contractually specified interfaces and explicit

3.1.1 Component

142




e nigeria
:__-I:'-__l
nes Society

Therefore, a component specification is interpreted
to mean that if the actual components obey the
behaviour indicated by the roles, then the different
computations of the components will be combined
as indicated by the Glue [1], [2].

3.1.3 Other Elements of WRIGHT Structure

a) Instances : In WRIGHT, components and
connectors are defined as types which are then
instantiated for various uses. An instance
therefore is an occurrence of a type of component

or connector.

b) Configuration: A configuration is a collection
of components’ instances combined via

connectors.

c) Attachment: This defines the topology of the
configuration, by showing which components
participate in which interaction. This is done by
associating the ports of the components with the

roles of the connectors.

d) Styles: This is a set of configurations types that
can be adapted for an entire family of systems.
Styles can also have constraints which represents
predicates that must satisfied by any
configuration declared to be a member of the

style.

3.2 Some Notations of WRIGHT Specification

WRIGHT makes use of a notation that is based on CSP.
CSP (Communication Specification Process) is a process
specification Language for specifying patterns of
behaviour and interaction. The two key features of
WRIGHT behaviour specifications are Events and
Processes. Some of the notations used in specifying
events, and processes are shown as follows [1], [2]:

Events:

1. T-indicates a signalled event that terminates
successfully.

2. Write - indicates a signaled event

3. b?x - indicates a process b receives data x

b!x - shows that a process b outputs data x, it is
signaled event ( initiated by the process itself).

e

Processes:
1. STOP — the process that does nothing.

2. Sequencing — b®P (events b occurs and then P
occurs).

computer

-

3. J®STOP - indicates a process that successfully
terminates.

4. “;” - also used as sequencing operator.

5. P;Q — means P executes successfully, terminates
and then Q executes and terminates.

6. b®f®S; (g®8) = b®F®Y®S

7. ' - An alternative that recognizes the possibility of
two behaviours in its environment. This is called
the deterministic or external choice e.g. b®P ‘' F®Q
is the process that will behave as the process P if it
first observes event b and will behave as the process
Q if it first observes the event F. the deterministic
choice depends on what the environment does.

8. D — A second alternative is a process that makes
an internal choice about which of two behaviour to
perform. This is called non-deterministic or internal
choice and uses the operator B. The process e
® P B F ® Qisthe Process that will either
output e and then acts as P or F and then acts
as Q. The process itself decides which to do, without
consulting the environment.

9. 'x:S?P(x)—indicates an external choice between
different P(x)

10. D x: S?P(x) —indicates the execution of all of the

different P(x) in some order.

4. Eplicit Specification with DB-Data Enkryta

The DB-Data Enkrypta is a composite component
composed of two sub-components, the Compressor and
Decomprocessor with two ports each. The
Compression—Encryption service provided by the DB-
Data Enckrypta entails the compression of a database
file specified by its filename using a Huffman encoding
algorithm [Huffman]. The compressed output is then
passed to the encryption method of the Compressor
sub-component to encrypt the data using a DES (Data
Encryption Standard) algorithm. The Decompressor—
Decryption service involves the decryption of encrypted
data with the decryption method and then the
decompression of decrypted data to get the original
data. Figure 4.0 shows the internal (White-box) view
of the DB-Enkrypta component.

It is composed of two subcomponents as shown. The
external ports are

connected to the ports of the contained subcomponents
by delegation connectors [11]. The direction of the
delegation connectors indicates that the input ports
in1and in2 ports are associated with required interfaces
and the output ports outl and out2 are associated with
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inl

= |

Outl

Compressor

in2

Decompressor

Out2

Figure 4.0 White-box view of the DB-Enkrypta component-based system [11]

the provided interfaces. The internal subcomponents
are connected by an unlabeled assembly connector
[11].

4.1 Formal Specification of DB-Data Enkrypta
with WRIGHT

Component Compressor(string:x:1..2)
Port Compress = read?x ® compressa fi ' close® §

Port Encrypta
close ® §

= encryptaa i ® write!lx ® B

Computation = compress.read?x ®
compress.compressa i ®

encryptad i ® encrypta.write!x ® computation

‘ (compress.close ® encrypta.close ®
)

Component Decompressor(string:Cipherx)

Port decrypta = read?Cipherx ®

decryptaéCipherxﬁ ‘ close® §

i ® write!x

Port decompress = decompressa
ipherx

® decompress D close ® §

Computation
decrypta.decrypta

= decrypta.read?cipherx ®
CipherxrI ®
decompress.decompressa fi ®

®

decompress.write!x

computation ‘ ( decrypta.close ®
decompress.close ® §)

Connector call_Compressor

Role caller = call ® return ® caller b §

Role compressor = call ® return ® compressor ‘ §

Glue = caller.call ® compressor.call
® Glue

‘ compressor.return ® caller.return ®
Glue ‘ §

Connector call_decompressor

Role caller = call ® return ® caller b §

Role decompressor = call ® return ®

decompressor ‘ §

Glue = caller.call ®
decompressor.call ® Glue

* decompressor.return ® caller.return ®
Glue ‘ 8

5.0 Component Specification

The approach of using WRIGHT specification effectively
addresses the issue of protocol specification, affording
the opportunity to clearly spell out in a formal way the
order of component interaction as demonstrated by
our example. This is an improvement on the existing
standard especially the Interface Definition Languages
(IDL) that is mostly used in the specification of
commercial components [15], [16], [20]. The
specifications are essentially syntactic, and say little
about the other aspects of a component that a
prospective user will be interested in. A detailed explicit
specification should therefore include the specification
of component at the syntactic, semantic, protocol and
extra-functional levels.

One of the key advantages of WRIGHT specification as
shown with our example is that it has adequate
abstraction elements to explicitly specify a component
at the syntactic, semantic and protocol level. The
syntactic aspect deals with the names, parameters, and
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data types of the provided services, the semantic aspect
deals with the specification of constraints that
determines the conditions for components interaction,
[17]. The protocol aspect indicates the order of
interaction while the extra-functional aspect deals with
properties like the performance and reliability rating of
the component [23], [24].

In our future work, we intend to extend our explicit
specification to include the extra-functional properties
like reliability using the CoRe (Component Reliability)
method [14] and performance using a performance
engineering approach [22]. This we believe, will further
boost user perception of such component and enhance
interoperability and minimise component mismatches.

6.0 Conclusion

We have shown with our example that explicit
specification of components which includes syntactic,
semantic and protocol specification is possible with an
ADL like WRIGHT. This is recommended for component
developers as it has the tendency to greatly improve
the understanding and perception of component
behaviour, boost component interoperability in order
to minimise misuse and mismatches in the composition
of component-based system.
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Software Engineers and ICT Development in Nigeria: The Challenges,
Opportunities and Potentials

Nnebe S.E., Kenneth Agbasi

ABSTRACT

Since the building of information systems, which is about the life wire of information
and communication technologies (ICT) falls within the domain of software
engineering. Therefore, the rapidly increasing production of information in society
makes a number of demands on the personal qualifications of the software engineers.
In the information society, the ICT qualification of software engineers such as
processing and handling of information and the role as an organizer and constructor
of a number of multiple version software has become as important as the traditional
basic qualification: reading, writing, and arithmetic. This paper outlines the
challenges, opportunities, and the potentials of software engineers in ICT
development in Nigeria. It also presents the problems facing the continuing
development of ICT as an indispensable tool for socio-economic development in
the country. Greater priority on developing this aspect of human capital. therefore,

will facilitate socio-economic development and as such, bridge the digital divide.

INTRODUCTION

Computer and communications technologies, the two
elements of the Information and Communication
Technology (ICT) are transforming national and global
societies and economies into information-driven
societies and economies. Presently ICT account for more
than 5 percent of the global GDP, and much more in
industrialized countries. ICT represents a revolution as
important as it was the Industrial Revolution. It is
already crossing national and regional boundaries
creating challenges for slow-moving bureaucracies, both
public and private, and changing the way we act and
how we think. It is generating a change that will be
difficult to manage but impossible to resist. ICT carries
on high promise both in human and economic terms.
Benefits could be obtained among others in: education
at all levels, job training, health care, food security,
environment management, and government efficiency
but it is necessary to develop and adapt new systems
and technologies to make a suitable use of ICT.

Governments and people around the world have started
appreciating the ability of Information and
Communications Technology (ICT) to stimulate rapid
development in all sectors of the economy. ICT is
redefining the way we do almost everything and it is a
ready tool for all strata of society- it is as much a tool
to the President of any nation in governance as it is a
tool for the housewife in her daily chores! (Ajayi, 2003
). Thankfully, Nigeria is exploring the benefits of ICT as
well.

In Nigeria, the ICT Revolution started after the return
to democratic rule in 1999. The country had gone
through an extended period of military dictatorship prior
to this time. This came with an attendant apathy for
the development of a platform for developing ICT in
the country. In some cases, it was even believed that
ICT would pose a security threat! It dawned on the
government that the digital divide would only continue
to widen except the issue of developing ICT in the
country was given the priority attention it deserved.

This transformation, rapid spread of computers and
information technology and the necessity to develop
and adapt new systems and technologies has generated
a need for highly trained workers to design and develop
new hardware and software systems and to incorporate
new technologies. These workers-computer systems
analysts, database administrators, and computer
scientists-include a wide range of computer specialists.
Job tasks and occupational titles used to describe these
workers evolve rapidly, reflecting new areas of
specialization or changes in technology, as well as the
preferences and practices of employers. For instance,
the growth of the Internet and the expansion of the
World Wide Web (the graphical portion of the Internet)
have generated a variety of occupations related to the
design, development, and maintenance of Web sites
and their servers. For example, webmasters are
responsible for all technical aspects of a Web site,
including performance issues such as speed of access,
and for approving the content of the site. Internet
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developers or Web developers, also called Web
designers, are responsible for day-to-day site design
and creation.

Amidst the seeming sectoral responses to technological
advancement in Nigeria, the political environment and
the enabling regulatory environment for which ICT can
thrive has changed rather slowly. Aware of the role
and relevance of software as ICT tool in fighting global
poverty, enhancing human development, facilitating
communications, creating wealth and relationship
management, the global push for ICT adoption and
adaptation at all levels is of course consequential.

SOFTWARE ENGINEERING TECHNOLOGY

Technological trends have played significant roles in
the evolution of the field of software engineering. The
most important influence has been that of the change
in the balance of hardware and software cost. Where
the cost of a computerized system used to be
determined largely by hardware costs, the software
was an insignificant factor. Today the software
component can account for far more than half of a
system cost. The declining cost of hardware and rising
cost of software have tipped the balance further in the
direction of software, setting in motion a new
economical emphasis in the development of software
engineering.

The birth and evolution of software engineering proper
as a discipline within Computer science can be traced
to the evaluating and maturing view of programming
activity. As computer became cheaper and more
common, more people using them, higher-level
languages were invented to make communication with
the machine easier. In the middle of the 1960s truly
large software systems were attempted commercially.
The large projects were the source of the realizations
that building large software systems were materially
different from building smaller ones.

Another evolutionary trend has been internal to the
field itself. There has been a growing emphasis on
viewing software engineering as dealing with more than
just “coding” instead the software is viewed as having
an entire life cycle, starting from conception, and
continuing through design, development, and
maintenance. This shift of emphasis away from coding
has sparked the development of methodologies and
sophisticated tools to support teams involved and test
plans, in the entire software life cycle (Panzi, 1981).

Information and Communication Technology and its
applications are developing exponentially. The global
ICT markets are growing and expanding. It has become
largest industry in the world, larger than textiles,

CcComputer
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automobiles and construction. The information
technology applications have revolutionized the
organizational program for production of systems and
services. The rapid decline in relative price of
information handling brought about through
microelectronics and digital communications has
fostered information intensity in industry product and
processes rather than energy and material intensity.

Based on the rapid impact on ICT human resources
development, today, all the industrialized countries and
an increased number of newly industrialized countries
use ICT in areas as diverse as macroeconomic planning
and decision making, public administration, education,
healthcare, manufacturing, finance and banking,
transport, commerce, publishing, energy conservation
and management. These afore mentioned areas of
human endeavour involve information systems, which
depend on software resources to help end users use
computer hardware to transform data resources into
variety of information products. Software is needed to
accomplish the input, processing, output, and storage
and control activities of these information systems.
(Wendy, 1997).

As areas of ICT human resources development
increases, software engineering is committed to develop
the full potential of the ICT manpower, to arm them
with the right skills and to perform in the most efficient
and cost-effective way. Software engineers intend to
use latest technologies to change the economics and
logistics of learning radically in order to yield dramatic
benefits in information systems in terms of cost,
accessibility, convenience and effectiveness. These
could be better achieved committing themselves to
certain ethics and principles.

SOFTWARE ENGINEERING CODE OF ETHICS AND
PROFESSIONAL PRACTICES

That computers have a central and growing role in
commerce, industry, government, medicine, education,
entertainment and society at large is now a widely
accepted fact. Software engineers are those who
contribute by direct participation or by teaching, to the
analysis, specification, design, development,
certification, maintenance and testing of software
systems that drive and coordinate the hardware
components of these computers. Because of their roles
in developing these software systems, software
engineers have significant opportunities to do good or
cause harm, to enable others to do good or cause harm,
or to influence others to do good or cause harm.

To ensure, as much as possible, that their efforts will
be used for good, software engineers must commit
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themselves to making software engineering a beneficial
and respected profession. In accordance with their
commitment to the health, safety and welfare of the
public, software engineers in Nigeria shall adhere to
the following Code of Ethics and Professional Practice
as recommended by the IEEE-CS/ACM joint task force;

1. PUBLIC <http://www.computer.org/tab/seprof/
code.htm> - Software engineers shall act
consistently with the public interest.

2. CLIENT AND EMPLOYER <http://
www.computer.org/tab/seprof/code.htm> -
Software engineers shall act in a manner that is in
the best interests of their client and employer,
consistent with the public interest.

3. PRODUCT <http://www.computer.org/tab/seprof/
code.htm> - Software engineers shall ensure that
their products and related modifications meet the
highest professional standards possible.

4. JUDGMENT <http://www.computer.org/tab/seprof/
code.htm> - Software engineers shall maintain
integrity and independence in their professional
judgment.

5. MANAGEMENT <http://www.computer.org/tab/
seprof/code.htm=>- Software engineering managers
and leaders shall subscribe to and promote an
ethical approach to the management of software
development and maintenance.

6. PROFESSION <http://www.computer.org/tab/
seprof/code.htm> - Software engineers shall
advance the integrity and reputation of the
profession consistent with the public interest.

7. COLLEAGUES <http://www.computer.org/tab/
seprof/code.htm> - Software engineers shall be
fair to and supportive of their colleagues.

8. SELF <http://www.computer.org/tab/seprof/
code.htm> - Software engineers shall participate
in lifelong learning regarding the practice of their
profession and shall promote an ethical approach
to the practice of the profession.

The Code contains eight Principles related to the
behaviour of and decisions made by professional
software engineers, including practitioners, educators,
managers, supervisors and policy makers, as well as
trainees and students of the profession. The Principles
identify the ethically responsible relationships in which
individuals, groups, and organizations participate and
the primary obligations within these relationships. The
Clauses of each Principle are illustrations of some of
the obligations included in these relationships. These
obligations are founded in the software engineer’s
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humanity, in special care owed to people affected by
the work of software engineers, and in the unique
elements of the practice of software engineering. The
Code prescribes these as obligations of anyone claiming
to be or aspiring to be a software engineer.

These Principles should influence software engineers
to consider broadly who is affected by their work; to
examine if they and their colleagues are treating other
human beings with due respect; to consider how the
public, if reasonably well informed, would view their
decisions; to analyze how the least empowered will be
affected by their decisions; and to consider whether
their acts would be judged worthy of the ideal
professional working as a software engineer. In all
these judgments concern for the health, safety and
welfare of the public is primary; that is, the “Public
Interest” is central to this Code.

SOFTWARE ENGINEERING
DEVELOPMENT IN NIGERIA

AND ICT

As we try to preach the benefits of information
revolution to Nigerians, we need trained personnel (the
software engineers) to design and implement networks
that are robust and cost effective. While ‘the digital
divide’ conventionally refers to inequality of access to
ICT services such as telephone, computer and Internet,
‘the knowledge divide’, refers to the inequality in the
capability and skills to generate and use knowledge.
(Ndukwe 2004).

In several aspects of ICT, satisfactory solutions to
problems particular to developing nations have not yet
been found. Nigeria must therefore ensure a well
organized, human resources development approach in
this vital sector such that professional education and
training in areas of software engineering in our
universities and other institutions must be well adapted
to a well-articulated set of objectives for the nation.

While progress has been made in the past decade, the
narrowing of the gap in terms of ICT penetration
indications are such that developing and poor nations
may in fact be lagging further behind, in such areas as
software engineering and knowledge creation. Nigeria
must therefore, expand and modernize educational
facilities in order to facilitate the creation of an all
inclusive knowledge base.

It is important that the Nigerian nation continues to
accord priority to the development of software
engineers with a view to developing necessary
infrastructures and access to ICT's for its citizens.
Sustained policies aimed at encouraging widespread
availability of these essential infrastructures must be
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placed at the front burner just as is the case with the
more developed nations of the world, which have
continued to expand their knowledge base and as such
upgrade their ICT resources.

While much research on software engineering is taking
place in the developed world, very little of it is happening
here. Critical to this relative low level of engagement
with the sector in Nigeria in particular is the poor state
of ICT accessibility and software engineering technology
in most of the academic institutions of the country.
There is the need to strengthen interest in these two
sectors with the hope that the institutions and their
researchers would be empowered to utilize them both
as tools for research and administration, as well as
subject of research.

To create an enabling environment for the use of ICT,
foster information exchange among local scientists, and
to facilitate the interactions and collaboration between
researchers in institutions and the world, several
initiatives have been made by the government of Nigeria
and other agencies to develop the ICT-infrastructure
so as to bridge the digital divide between Nigeria and
the world.

Investment in software engineering is critical to
narrowing the knowledge gap and is fundamental to
the development of the capacity for integrating
knowledge into social and economic activities and for
participating in today’s digital economy.

ICT INFRASTRUCTURAL DEVELOPMENT
NIGERIA (DEC 1999 - DEC 2004)

IN

The development of a modern nation to its full potential
today can never be attained without adequate ICT
infrastructure for adequate ICT infrastructure utilization
means adequate software empowerment. In today’s
world, modern digital telecommunications networks are
as necessary to economic growth- and to attracting
foreign investment as are programs dedicated to
promoting healthcare, electricity, transportation and
agriculture. It is also true that reliable
telecommunications networks can improve the
productivity and efficiency of other sectors of the
economy and enhance the quality of life generally.

Regrettably however, most of the values derivable from
infocommunications development have been
concentrated in the developed countries of the world.
Africa for instance has less than 3% of the world’s main
lines although it accounts for more than 12% of the
world’s population. (Ndukwe, 2004).

In Nigeria the telephone density is estimated at about
5 telephones for about 100 people or 5%. As telephones
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tend to be concentrated in the cities, access in rural
areas is even much more limited and non-existent in
many parts of the country.

Studies by the International Telecommunications Union
(ITU) and the World Bank show that there is a direct
correlation between telephone penetration and
economic growth.

Information tools such as telephones, personal
computers, and the Internet are increasingly critical to
economic success and personal advancement. There
is therefore a big divide separating the world'’s
information “haves” and “have nots” which is what is
now commonly referred to as the digital divide - the
divide between those with access to new info-
communications technologies and those without.

Since year 2000, the Nigerian Communications
Commission (NCC) has licensed Digital mobile
operators, Fixed wireless Access Operators, two Long
Distance Operators, Internet Service Providers and a
Second National Carrier, thus ensuring competition in
all segments of the market. This activity has increased
and promoted rapid deployment of ICT services,
resulting in exponential growth in the number of
telephone lines. It is instructive to note that while
connected lines only grew at an average of 10,000 lines
per annum in the four decades between independence
in 1960 and end of 2000, in the last three years, an
average growth rate of 2 million lines per annum was
attained. Table 1 below summarizes the ICT
infrastructural development in Nigeria (Dec. 1999-Dec.
2004). NCC (2004).

December
2004

December
2003

December
2002

December
1999

Infrastructure

Number of Connected Fixed
Lines

450,000 702,000 850,000 1,120,000

Number of Connected Digital
Mobile Lines

None 1,594,179 | 3,100,000 | 9,200,000

Number of National Carriers 1 2 2 2
Number of Operating I1SPs 18 30 35 40
Number of Active Licensed Fixed 9 16 30 17
Line Operators

Number of Licensed Mobile 1 4 4 4

Operators

Private Investment $50m USD $2,100m

USD

$4,000m
USD (est.)

$6,000m
USD (est.)

Table 1: ICT Infrastructural development In Nigeria (Dec.
2000-Dec. 2004). Source: NCC (2004).
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Total teledensity was 0.40 lines per 100 inhabitants in
1999; reached 1.96 in December 2002, It increased to
3.33 in December 2003. By December 2004, the total
teledensity was estimated at 10.00 lines per 100
inhabitants

As of June 2004, Nigeria had attained over 6 million
lines, (5 million of which are digital mobile lines). Total
teledensity, which was just 0.4 lines per 100 inhabitants
in 1999 stood at 10.0 per 100 inhabitants by end of
December, 2004.

CHALLENGES, OPPORTUNITIES AND
POTENTIALS OF SOFTWARE ENGINEERS FOR
ICT DEVELOPMENT IN NIGERIA

The major deficiencies in software engineering services
on the African continent can be traced to neglect of
the past and the lack of adequate infrastructures and
facilities, resulting from long years of state ownership
and control of economic activities. However, following
global trends in the last two decades, African countries
have created, and are adopting national policies that
are private sector driven, and aimed at delivering
services to communities throughout the countries. In
the ICT environment, these policies have made some
positive impact on the human and economic
development of the nation. (Ndukwe, 2004). In Nigeria,
the story is now more exciting than was the case before
the dawn of the new millennium. Though the country
still has a long way to go as far as development of
software engineering technology and ICT infrastructure
is concerned, there has been remarkable progress in
the installation and uptake of subscriber lines in the
last four years (see fig 1 above). However a lot more
could have been achieved if not for a number of factors
including, the lack of adequate infrastructures and
appropriate technologies. Consequently, the challenges
to achieving increasing access to ICT infrastructure in
the country will include ensuring deployment of
appropriate infrastructures, and adequate connectivity
within states and across the country.

The major challenge in the development of the full
potential of the current generation of software
engineering in ICT for education, research and
development in the country is brain drain, which has
resulted in the lack of the critical mass of ICT-engineers
and scientists relevant for undertaking ICT-related
projects professionally. They are faced with the
challenges to build systems that enable and support
the kinds of business initiatives typical of the internet
age, combining innovation with quality, scalability, and
robustness a very tall order indeed. This requires
approaches that;

(i) Exploit new technologies to their full potential
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(i) Rive new business initiatives to provide competitive
advantage in increasingly crowded market place
of solutions.

Meeting these needs is always the challenge faced by
enterprise application development in the Internet age.

Another major obstacle is the lack of an enabling
environment and a sound ICT-roadmap and strategies
by policy makers resulting in uncoordinated and
unsustainable ICT-development activities. Other
challenges include; identification of information sources
that meet the needs of users, poor quality of service of
the Internet and telecommunication services, ineffective
management of network traffic and infrastructure and
unreliable power supply.

In today’s information and knowledge driven world, a
whole new concept of skills is required. A relevant
education in software engineering is more important
today than ever, because today’s networked world
demands a work force that understands how to use
technology as a tool to increase productivity and
creativity. These skills include “information reasoning”,
a process in which reliable sources of information are
identified, effectively accessed, understood,
contexualized and communicated to the society we live
in. The professional development of software engineers
sits at the heart of any successful technology and
education programme. They need not only formal
training, but also sustained and ongoing support from
their colleagues to help them learn how best to integrate
technology into their activities. Training must go well
beyond basic cutting-and-pasting.

In the light of the above synopsis, government should
make more powerful pronouncements on Nigeria’'s
digital revolution. All schools in Nigeria should be
equipped with IT laboratories stuffed with software kits.
Every secondary school in Nigeria should be connected
to the Internet in order to spread and propagate IT
awareness among our youths. Government and private
sectors should support engineering programmes
adequately in tertiary institutions (for instance, India
graduates about 178,000 software engineers yearly,
second only to the United States). (OVIA, 2001).
University lecturers should be exposed to more IT
conferences and seminars both locally and
internationally. They should create awareness on the
importance of IT as a way of life, and a part of our
business culture. Import duties on computers and IT
equipment should be reduced to zero. Digital villages
(Nigeria’s belated Silicon Valley) where software
developers would test out their knowledge and skills
should also be created.

Quoting an excerpt from the Silicon Boys and their valley
dream by David Kaplan: “ if the Silicon Valley were a
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nation, it would rank among the world 12 largest
economies”. The boys “love to live in the valley so they
can work there.” Nigeria should learn to patronize
indigenous software. Government should make research
funds available. For Nigeria's digital revolution to
blossom, government must recognize that there is a
direct relationship between a highly digitalized economy
and the prosperity of that economy. Government should
demonstrate serious commitment in creating digital
villages in strategic business districts, where adequate
infrastructure and security are provided for software
engineers.

Consequently, the solution strategy towards bridging
the digital divide demands an aggressive human
capacity building in ICT through software training
workshops, seminars, and courses in collaboration with
local and international institutions. In fact, an integral
part of improvement in Nigeria in the 215t century will
be a deployment of software engineering technology,
to take the advantage of all the possibilities of the latest
technology, and if we take advantage of the
opportunities presented to us, ICT will enhance socio-
economic development in all areas of our life.

CONCLUSION

As our society is growing increasingly dependent on
software for ICTs, so also is the task and challenges of
software engineers in Nigeria. The critical functions from
industry to education’s software provide the glue for
many services and devices on which we now rely our
banking services, home security devices, air traffic
control, air plane navigation, etc. As software is being
used to provide more functions, our need for larger
and more complex ones grows. This growth of society
reliance on software both promise exciting opportunities
and potentials for the software engineering community
and at the same time places responsibility on the
community to find better ways of meeting society’s
expectations. To meet these expectations the software
at a reasonable cost and within a reasonable schedule
is targeted. That is exactly the role and potential of
software engineering in Nigeria.
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Software Freedom as the Future of Nigeria’s Economic Growth

Adesesan Barnabas Adeyemo; Oladipo, Onaolapo Francisca

ABSTRACT

This paper underlines the role of software freedom in achieving Nigeria’s economic
growth. We present an analysis of Open Source Software/Free Software (OSS/FS)
and analyze reasons why software should be free. We specially emphasize the
concepts of Software Freedom and finally argue that free software could turn from
a fad into an efficient economic institution under certain conditions. i.e. if developer
communities could be created with appropriate incentive structures and if sufficient
initial momentum could foster its diffusion relying on purely cultural feelings such as
giving “freely” to the community in the hopes that the community will be better off
for it in the end. The idea behind this work stems from the fact that digital information
technology contributes to a nations economic growth by making it easier to copy
and modify information and computers promise to make this easier for all of us. In
addition, we believe that to achieve proper economic growth, the society needs
information that is truly available to its citizens; for example, programs that people
can read, fix, adapt, and improve, not just operate as is obtained in the typical black
box delivered by software owners that we could not study or change. We show that
software freedom is necessary for a good way of life, and permit useful programs to

foster a community of goodwill, cooperation, and collaboration.

Introduction

One major need of a nation proposing to achieve
Economic Growth is information that is truly available
to its citizens [11]. These includes, software products
that people can read, fix, adapt, and improve, not just
operate. Proprietary software vendors on the other hand
typically deliver a black box that we cannot study or
change. To achieve economic growth, we also need
freedom to control part of our own lives, such as
software freedom, and we lose this freedom when a
program has an owner. Above all the Nigerian society
needs to encourage the spirit of voluntary cooperation
in its citizens. When software owners tell us that helping
our neighbors in a natural way is “piracy”, they pollute
our civic spirit necessary to achieve the level of economic
growth we desire. This paper analyses the concept of
Open Source Software/Free Software (OSS/FS) and
present its importance towards achieving Nigeria’'s
economic growth. The paper gives reasons why
software should be free and specifically examine the
concepts of Rights, Duty, and Making a Living in a
software community. Business models that can assist
in achieving economic growth in the face of free
software are examined. In conclusion, the idea of
creating value from Free Software in a developing
country with special reference to today’s Nigeria was
discussed.

The Concept of Software freedom

The term software, refers to both the operating
systems, and the applications, such as electronic mail
and other communications, spreadsheets, electronic
commerce, writing tools, sending and receiving FAXes,
Web site creation, engineering, research, mathematical
computations, modeling, image manipulation, and
networking. It also refers to applications that are
embedded in a machine, applications that control a
fuel injector, or operate a telephone, or control a
washing machine[1].

There are many shared principles between OSS/FS and
society building especially the free and equal access to
information[14].The concept of Open Source/ Free
Software is about communities, communities that have
been easier to create with the advent of globally
networked computers. It is about “scratching an itch”
to solve a problem, but it is also about giving “freely”
to the community in the hopes that the community will
be better off for it in the end [13]. The term “free” in
free software should be equated with freedom, and as
such people who use “free” software should be: Free
to run the software for any purpose, free to modify the
software to suit their needs, free to redistribute of the
software gratis or for a fee, free to distribute modified
versions of the software. The term “free” should be
equated with liberation, and not necessarily giving

153




~ . migeria
:__-:'__l
nes Society

without return made or expected. The term “open
source” is used to describe how software is licensed.

The opposite of OSS/FS is “closed” or “proprietary”
software. Software for which the source code can be
viewed, but cannot be modified and redistributed
without further limitation are not considered here since
they do not meet the definition of OSS/FS. Many OSS/
FS programs are commercial programs, thus OSS/FS is
not equivalent to “non-commercial” software. OSS/FS
programs are not in the “public domain” (which has a
specific legal meaning). OSS/FS is not “freeware”;
freeware is usually defined as proprietary software given
away without cost, and does not provide any right to
examine, modify, or redistribute the source code. Free
software is software that can be copied, studied,
modified and redistributed. It is straightforward to copy
and distribute software that is hard to study and modify.
This is often done with Microsoft products, even though
such actions are banned. Not much can be gained from
software that is hard to study and hard to modify since
the user learns nothing from it and cannot improve it.
In the short run, the user benefits because such software
makes it possible for the user to run his computer; which
is why most people use such software. But in the long
run, the user loses also since he can neither learn from
it or advance.

Why Software Should be free

There are two reasons to prefer free software to
restricted-distribution software. The first and most
important reason is that a free society is better than
the alternative. Open Source Software gives software
users the freedom to create and use software. This is
part of living in an economically viable society. The
citizens have the legal right to choose a business, to
choose a vendor, to choose software, to share with
others, and to collaborate. A second reason is that free
software, over time, tends to become more reliable,
efficient, and secure. As a practical matter, the key to
the good use of software is to ensure freedom. In
software, this leads to reliability, efficiency, and security,
to lower prices, to collaboration, and fewer barriers to
entry and use as more people will be able to enter into
the software industry by climbing on the shoulders of
early developers.

The implementation of OSS/FS principles in communities
represents a method for building the community and
foster collaboration. As people add what they can to
the community, the community is strengthened. The
rewards for these contributions are rarely monetary.
Instead, the contributions are paid for with respect.
People who give freely of themselves and their time
are rewarded by the community as experts whose
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opinions are to be taken seriously. True, participation
in open source software activities does not always put
food on the table, but neither do other community-
based activities our society values to one degree or
another such as participation in community clean-ups,
being involved in church activities, picking up litter,
giving directions to a stranger, supporting charities,
participating in fund-raisers, etc.

The right to copy, study, modify, and redistribute

The key, is freedom, the legal right to copy, study,
modify, and redistribute software[1[, [11], [12]. Rights
generate freedom and it is important to ensure all these
rights in the Nigerian Software Industry to achieve the
nations economic growth. Without them, the small time
programmers and the new entrants into the software
industry lose the social and technical benefits.

The right to copy: Everyone with access to a computer
owns or manages a software factory, a device for
‘manufacturing’ software, that is to say, for making new
copies. Because copying software is so easy, we do
not use the word ~manufacturing’; we usually do not
even think of it as a kind of manufacturing, but it is.
The right to copy software is the right to use your
property, your Computer system, your own means of
production.

The right to study: This right is of little direct interest
to people who are not programmers. It is like the right
of a doctor to study medicine or lawyer to read legal
textbooks. Unless you are in the profession, you
probably wish to avoid such study. However, this right
to study has several implications, both for those who
program and for everyone else. The right to study
means that people in places like Mexico, or Germany,
or China or Nigeria, can study the same code as people
in Japan or the United States. It means that these
people are not prevented from learning how others
succeeded. Many programmers work under restrictions
that forbid them from seeing others’ code. All they see
are the toy programs of school textbooks. Many years
ago, a wise man said that the best way to see ahead
and to advance is to sit on the shoulders of a giant.
Programmers who are unable to see others’ code do
not sit on the shoulders of anyone; they are thrown
into the mud. The right to study is the right to look
ahead, the right to advance. Moreover, the right to study
means that the software itself must be made available
in a manner that humans can read. Software comes in
two forms, one readable only by computers and the
other readable only by people. The form that a
computer can read is what the computer runs. This
form is called a binary or executable. The form that a
human can read is called source code. It is what a
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human programmer creates, and is translated by
another computer program into the binary or executable
form.

The right to modify: This is the right to fix a problem or
enhance a program. For most people, this means the
right to hire someone to do the job, in much the same
way one hires an auto mechanic to fix a car or truck or
hire a carpenter to work in one’s home. Modification is
helpful. Application developers cannot think of all the
ways others will use their software. Developers cannot
foresee the new burdens that will be put on their code.
They cannot anticipate all the local conditions, whether
someone in China will use a program first written in
Finland.

The right to redistribute: This means that you have the
right to make copies of a program and redistribute it.
You can charge for these copies, or give them away.
Others may do the same. The redistributed code must
include source code. Redistributed binary code only
allows the user to run a computer. It traps him in
dependence. This is not the way to achieve economic
growth. Being able to create and distribute new code
that fixes or extends older code also imposes a duty,
which is to distribute the sources for the new code,
under the same license as the older code. This means
that people who use the new version of the older code
retain the same rights and freedoms that they had when
they used the older code. It means that if you fix my
code, | have the right to use your fix. Most programs
do have licenses. But some licenses do not impose this
obligation to redistribute fixes or extensions.

Licenses, such as the famous BSD license, permit a
person or company to take software that is itself free,
and fix a bug or make an improvement, and then restrict
who can use that fix or improvement. The United States
government created the original BSD license. It was
actually a way to subsidize partially monopolistic
companies, since each received code that was paid for
by the United States tax payer. The original Netscape
Public License was also like this. The original source
code can be viewed but if modifications or
improvements were made to it, America On Line, the
company that purchased Netscape, had the legal right
to take the work and prevent the user from using any
fixes to it or improvements to it that he made. That is
they could legally prevent the user from using software
with his own code in it! For success, a company must
contribute to the community as well as take from it.

Redistribution brings competitive, free market
collaboration

The right to redistribute, so long as it is defended and
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upheld, means that software is sold in a competitive,
free market. Low price is one consequence of this. This
helps consumers and consequently, the society.
Primarily, these legal and economic rights lead to
collaboration and sharing. This outcome is contrary to
many people’s expectations. Few expect that in a
competitive, free market, every producer will become
more collaborative and more sharing. Few realize that
there will be no visible or felt competition among
competing businessmen. The more competitive a
market, the more cooperation is seen. This apparently
counter-intuitive implication is both observed and
inferred. Sharing occurs when people are not harmed
by doing what they want to do. A competitive free
market brings about cooperation. Visible competition
indicates that the market is not fully free and
competitive. If software is sold in a free market,
competition among vendors will lead to a lower price.
That is the price of software is determined primarily by
legal considerations: by the degree of freedom that
customers enjoy. If customers are forbidden to buy a
product except at a high price, and that prohibition is
successfully enforced, the product will be expensive.
This is what occurs with most proprietary software
nowadays. On the other hand, if software is sold in a
free market, competition among vendors will lead to a
lower price. This means that software itself, a necessary
supporting part of a business or community project,
will be both inexpensive and legal. Think of this from
the point of view of a business or community supported
group. The organization can use restricted-distribution,
proprietary software, and either pay a lot of money it
does not have, or break the law and steal it. On the
other hand, free software is inexpensive and legal. Itis
more accessible. It is also customizable in ways that
restricted software often is not. This is empowering.

The benefits of freedom (in terms of software)

What does freedom bring in terms of software?
Programs are complex entities. They have thousands
or millions of components. Because the components
themselves are mathematical objects, that is to say,
numbers and symbols, the components will not and
cannot break, any more than the number 3 can break
but the components can be combined wrongly, or
inserted wrongly. Such bugs cause havoc. An advantage
of free software is that lots of people have the
opportunity to look at a piece of code. Somehow one
of them will notice the problem and it will get fixed. In
contrast, a proprietary company that sells updates will
have a financial incentive to leave at least some bugs
in its code. This ensures that customers will have an
incentive to buy the upgrade. People purchase
overpriced, buggy code, because they either do not
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know about alternatives or they see what they are doing
as less difficult than switching.

A notable feature of free software is that many
applications run well on older, less capable machines.
This frugality means that people can use older
equipment. At the same time, manufacturers are
building modern, low-end computers that do as much
as the older ones, and are not too expensive. There is
no need to acquire expensive hardware to run software.
Free software brings with it frugal standards.

The benefits of freedom (to customers and
businesses)

Freedom means that the customer has a choice among
those who can provide software and associated
services. Its not a ‘take it or leave it’ situation. The
customer can choose among the vendors. While it is
easier for a customer to leave, this also means that
customers are not frightened of working with a small
business that they like, but might collapse in five or
ten years; the customer can move without trouble. The
opposite situation can also occur: there can be the
customer who decides to avoid a business because
moving from it will be expensive, and the customer
fears that the business will vanish in ten years. If its
easy for customers to leave, then, employees know
that they come to the business because the customers
like the solutions the business sells. Employees like this,
because it tells them they are doing a good job. Owners
sometimes like this, too, since they too want to know
they are living morally.

Freedom means that you, as a businessman, have the
legal right to start a business. You are not hindered by
overly expensive licenses. You are not forbidden.
Likewise, as a customer, you may use the code.
Freedom means that businesses are rewarded, with
sales and profits, for satisfying customers legally, rather
than rewarded by overcharging and hurting customers.
Restricted software often means you are forbidden to
start a business. Since free software is sold in a
competitive market, its price is low. This means no one
sells software as such. Instead, they sell services or
they sell hardware as, for example, IBM does.

Success depends on satisfying customers. This makes
both employees and customers happier. The alternative
is policing, that is, making sure that software is not
used or copied illegally. Generally speaking, the word
‘policing’ is not used. Instead, the trerm ‘License
Compliance’ or some other such phrase is used. This
practice is expensive and unpleasant. Software freedom
create a world in which software does what the user
wants. There is always the option that the user could
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write his own code (or hire someone to do it) if he
cannot find an application that he needs. The user has
the legal right, and with the source code, the practical
right, to adapt other code to what he needs. This is
often more efficient than writing from scratch. If a user
does not want to spend the money and resources, then
he can look around; often, it will be discovered that
someone else has faced nearly the same problem, and
has solution that can be used.

The benefit of freedom (ethical consequences)

Free software permits legal sharing. Yet, this is also an
ethical issue. Do we want to encourage sharing or do
we want to teach people to be selfish. Students in school
like to give copies of programs to their friends. Often,
this giving is illegal. The programs’ distribution is
restricted and the school children are supposed to insist
that their friends, or the school, purchase additional
copies. If you are a student, teacher, or administrator
in a school, you can spend a great deal of time trying
to enforce the law. On the other hand, you can teach
your students to disobey the law. The solution is to
adopt free software. Then students can be encouraged
to give copies to each other: they can be encouraged
to be both law abiding and to share with others.
Students can also be encouraged to study the software
that they have. Students can learn to program, to
maintain systems, and they can learn to learn, which
is very important in a changing world. Freedom brings
the freedom to share. There is the legal right to help
others. The legal right to collaborate. People who use
binary-only software packages are forbidden to study
them, learn from them, modify, or customize them.
They gain no power from the software, except as far
as the package itself solves a problem. Free software
provides more than a solution; it provides the means
for people to learn and become as good as or better
than the programmers who wrote the software. It
empowers people who previously were kept out of the
circle.

Advantages to business

Free software imposes no legal barriers on the use of
software. Free market means that software is
inexpensive. Combined, these factors mean that free
software reduces the ‘barrier to entry’ that often halts
or prevents people from going into a new business. In
addition to reducing barriers to entry, free software
reduces costs of operation. From a managerial point of
view a free software business is easier to run than a
restricted distribution business. Free software requires
less policing than proprietary, restricted code since the
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product is sold in a competitive, free market where
artificial restraints are not required. Also free software
requires that a business focus be on selling solutions
to customers rather than on policing them.

The idea that software should be sold has been
described as a ‘manufacturing delusion’. This is a
business model. It is a decision to operate a business
as if the software being distributed is similar to shoes
or trucks. Software is not like a shoe or truck that is
manufactured and then sold. As a practical matter,
perhaps 3/4 of the costs for a typical software package
come after the software is first released. This are costs
of ‘maintenance’: the costs of adapting existing software
to new hardware, the costs of debugging it, and the
costs of extending the software to handle new tasks. A
person who obtains a computer program does not want
just the original, as with a pair of shoes or a truck.

The user wants the debugged versions, the extended
versions. The ‘manufacturing delusion’ says to sell
software at a high initial price, as if it were a truck or
shoe, and then provide the fixes and improvements at
little or no additional cost. This leads to disaster. For
one, the owners of the software company see that fixes
and improvements cost them money, rather than
generate revenue.

Therefore, they cut back on fixes and improvements.
Instead, they encourage their staff to focus on initial
sales to generate revenue. However, existing customers
then become upset and move to a competitor who offers
a similar product that is better and since it is cheap to
manufacture new copies of software, a competing
company will reduce its prices to attract people to it.
Customers will only stick to one company if they feel
they have no choice: they will stay only if they see that
the cost of changing is higher than the cost of staying.
This means that a successful company must become a
monopolist, and drive everyone else out of business,
or at least, drive enough competitors out of business
that the majority of its customers feel they have no
choice of vendors. In addition, the company must make
sure that no one else manufactures CDs with its
software on it. Therefore, the successful monopolist
will persuade its government to use its courts and police
and foreign negotiators to prevent what it will call,
dramatically, ‘software piracy’. The ‘manufacturing
delusion’ leads to catastrophe for all except the
successful monopolist.

The Open Source/Free Software Business
models

Because competition in a competitive market forces
down the price of free software, no one should enter
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the software industry to sell software as such. Instead,
a business should enter the industry to make money in
other ways. In a free software industry, companies and
people hardly sell software itself (manufacturers sell
CDs with software on it, but the prices are reasonable).
Instead, software companies and people sell services
associated with software or hardware or other solutions.
What type of services are these? Many companies help
in using a computer, or, to take more specific examples,
help in setting up a packet radio network, or help in
creating and nurturing a warehouse database. Less
directly, and increasingly, hardware companies that sell
telephones or desalinization plants, add software to
their products to make them more attractive to buyers.
The most common software business is that of support:
to introduce people to computers, teach them how to
use computers, fix problems as they arise and to
customize the software to local conditions. Free
software distributions include programs for secure
communication via email, publishing, browsing,
budgeting etc. Training and support includes these as
well as helping people to manipulate images, serve
Web pages, or run an e-commerce site.

There are several business models proposed for new
entrants into the software industry. One model is Paid-
for Training. Private educational and training services
provide quick profits for those who enter the business
early. (Eventually, the ease of entry means that more
enter the industry and profits decline). Another model
is summarized by the phrase ‘Give Away the Razor, Sell
Razor Blades'. This describes the business model that
the Gillette Company adopted a century ago for its
razors. It did not quite give away the holder for its
razor blades, but it sold them at a loss; and it made
money by selling razor blades and it still does. People
have paid the Gillette Company far more for the razor
blades than for their razors. Ron’s DataCom and other
free software companies, like Red Hat, also use the
software as a ‘Market Positioner’: the software brings
people to them to purchase their other services. A third
business model has Free software companies sell a
brand, like EasyLinux or Red Hat. The companies get
paid for providing a trusted product. This depends on
having a known and good reputation. Companies can
do this in two ways: one, quite obviously, is to sell a
software distribution. Customers know the company
selected the software and did a good job, so the
customer does not have to do the work. A second,
more subtle way to sell a brand is to sell certification:
to guarantee to others that some other product is good.
Besides selling services, or selling a brand, or selling
the value inherent in a complete system, businesses
can sell other kinds of products. A fourth business model
is ‘Selling an adjunct’. This kind of product is that which
goes with or explains a program. For example, O’Reilly
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sells computer books. Similarly, a computer
manufacturer can put together hardware, or recondition
old machinery, and load it with inexpensive, customized,
free software. (Again, early entrants can make large
profits, before the industry matures). A fifth business
model is ‘Widget Frosting’. This is similar to ‘Selling an
Adjunct’, except that the product sold is more important
than the software. In English, a widget is an unspecified,
manufactured object. Frosting is what you put on a
cake, to make it tastier. ‘Widget Frosting’ is the process
of making a manufactured object more desirable to
customers. IBM, a large corporation, found that some
of its customers refused to buy bigger and more
expensive computers from IBM, even though they
needed the larger capacity. The customers were afraid
that their existing software would not run on the bigger
machines. Hence IBM has adopted GNU/Linux to its
whole range of hardware from its smallest laptop to its
largest mainframe. As a result, an IBM salesman can
say ‘look, GNU/Linux runs on the machine you are using
now; and it runs on this bigger machine. Your software
will run, too. So you can buy the bigger machine safely.
IBM uses the software to sell its hardware. It is
important to note here that most software is not written
for sale, and never had been. Many people do not realize
this. Instead, most software is written for use in other
products, like airplanes or ships, or in business or
database systems. On its own, none of this software
has what might be called a ‘sale value’; it has only a
‘use value’. In the US for example, less than 10% of all
software is written to be sold [11], [12], [13], [14],
[15]. However, the software that most people think
about is sold under the ‘manufacturing delusion’. It is
visible. People who see a PC often think of the software
on it. People who see a washer or truck seldom think
of the software in it.

Companies that manufacture trucks or washing
machines or electric generating plants often use the
‘Widget Frosting’ business model. They create software
that runs inside their products (embedded software)
and thereby make their products better than they would
be otherwise. There are two reasons such companies
adopt free software. First, free software provides the
company with an existing, complex system that works.
The companies need to do less work of their own. It
costs them less. Second, the free software leads to
better products, so customers like them more. So the
companies sell more. Of course, other companies can
use the same software: you need to give people a
reason to buy from you. Here is where virtue becomes
profitable; people will buy from you if your hardware is
better, or your service is better, or if they like you for
some other reason. And, of course, if you are not well
known, people will be more likely to risk buying from
you if they know they can hire someone else to work

on your product. You reduce your customers’ risk by
providing them with free software. It is the paradoxical
rule: if it is easy for your customer to leave you, your
customer is more likely to stay.

Creating Value from Free Software in a
developing country

Economic growth and development is often an elusive
goal. Thus, when a new source of economic
development is offered, it attracts attention. In recent
years, several policy advisors have offered OSS/FS as
a source of economic growth and development. In
developed nations, especially in the United States (U.S.),
software has made a significant impact on the economy.
If the U.S. experience could be translated to other
countries, even on a smaller scale, the potential impact
could be large. Hence, the interest in a low-cost means
of developing a local software industry is easily
understandable. As a percentage of total GDP, the
software industry in the U. S. is actually relatively small.
Nonetheless, as a percentage of total exports the effect
of the software industry on the economy is much higher.
The software industry ran a trade surplus of $13 billion
in 1997; without software’s contribution, the U.S. trade
deficit would have been 36 percent higher [16].
However, a digital divide continues to exist between
developed and developing countries. Considering for
example China’s software industry, which is still
relatively small, it constitutes roughly 2% of the Worlds
software industry, whereas the U.S. market share is
40% and Europe’s market share is 31%. In the U. S.
97% of software is provided by local companies whereas
in China local companies provide only one third. In 2002,
China’s total software industry revenue is about $13.3
billion (USD), which is insignificant when compared with
developed countries when considering China’s 1.3 billion
people, which constitutes more than one-fifth of the
world’s population [17].

It is common to have people refer to the Indian software
industry and many people think the Indian software
industry is successful. The Indian software industry is
mainly outsourced work from other countries [17].
However, India, which is largely a Microsoft
environment, is also adopting OSS/FS because with
limited funds to support ICT development, they do not
want to become vulnerable to sudden, uncontrollable
changes in pricing by being tied to one vendor. In
addition, there is the need for Indian scientist and
engineers to have the technical knowledge to develop
and maintain their own systems without being
dependent on any vendor [18]. China and Peru have
also raised security and transparency issues as
arguments for open source deployment, as they can
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exert control over the use of open source encryption
methods. In the case of countries saddled with large
foreign debt payments, such as Argentina, policies that
favor OSS/FS have been adopted because of expected
cost savings.

Some key issues that have been raised that are
vital for establishing the worth of Open source in the
context of development. These are: can developing
countries create value through OSS? What are the
barriers to OSS/FS? Moreover, what practical
approaches can be encouraged? There is a need to
address these issues if OSS/FS is to develop and have
the potential to bring benefits to the economy and
society. The main constraint incidentally is that which
provides most open source software its legal backing.
The famous GNU GPL licence. If a program is distributed
under the GPL, all source code must be made available,
free. The GPL also stipulates that any user can modify
and distribute the program, either in original or modified
form. Any redistribution, though, (whether of the
original or modified program) must also come under
the GPL. This condition has earned the GPL the label of
“viral” because it typically means that once code is
licensed under the GPL, any other program that
incorporates that code falls under the GPL as well. The
GPL provisions were intentionally aimed at preventing
open-source code from being incorporated into
proprietary code. One result of the source code
distribution requirements is that programmers can
charge no more for programs than the cost of
reproduction (which are typically quite small). If a
programmer tried to charge license fees substantially
above the reproduction costs for GPL software, anyone
else could acquire the source code and redistribute it
on their own, driving the price back down to
reproduction costs. With license fees thus foreclosed,
the only profit opportunities remaining are for additional
services, such as software support or training, or for
complementary proprietary programs that run with or
on the open-source program. The licensing provisions
clearly have implications for firms hoping to earn a
sustainable return on software production.

While it has been shown that that open source enables
a country to develop its local software industry without
having to tackle thorny intellectual property rights
issues. However, can the fact that open-source software
can avoid some intellectual property issues answers
the question whether it has the ability to promote
economic growth? The case for open-source software
as a growth and development tool is weak. Often, the
arguments muddle reasons for using the software with
reasons the software might promote economic growth.
The low initial cost of open-source software, the
freedom it affords from Western-based companies and

the opportunities it can provide for local programmers
are all valid points however, none of them show the
ability of open-source to spur economic growth or even
to its ability to establish a viable local software industry.
Regardless of the specifics, the underlying economics
imply that pure open-source software production cannot
generate sustainable profits, which is an important point
to bear in mind when considering the arguments for
governments to use open-source as a development tool
[16].

IBM has been cited as the epitome of a profitable firm
with open-source offerings. In 2001, IBM spent $1 billion
(USD) backing Linux [3]. In 2002, it announced that it
had recouped this investment in full. Certainly, IBM’s
highly visible support of open-source software has been
profitable for the company. IBM is not, however,
primarily a software company. It is a services and
hardware company that has successfully deployed Linux
as a means to sell its services and hardware as well as
its proprietary software. Thus, IBM’s experience does
not provide developing nations with a road map to large
financial rewards via open-source software. To even
attempt this route to economic growth, countries would
first need to foster a high tech hardware industry, along
with a services and proprietary software industry. The
most prominent example in the developing world of a
newly emergent software industry is India, and this
was without any open-source contributions. The rapid
growth of India’s software exports, which comprise 70%
of its software industry, is due to its comparative
advantage in labor. India has a large reserve of well-
qualified, English speaking engineers and technicians
that it has parlayed into outsourced proprietary software
production for mostly Western clients. These particular
circumstances raise the question of whether India’s
experience can be replicated among other developing
countries. Only a few developing countries, such as
Russia and China, have a larger reserve of engineers
than India. These countries have other disadvantages,
though, such as a lack of international language skills
[16].

While the interest of developing nations in open source
is understandable, given its low investment costs and
the overall appeal of software as a source of revenue,
the pure open source model on its own does not appear
to provide a solid foundation for profitable business
operations that can meaningfully contribute to a
developing nations’ economic growth. The pure open-
source model is not capable of supporting proprietary
software firms. While the service-support model can
provide sustainable profits, as the U.S. experience has
demonstrated this model can only support a handful of
firms at best. Proprietary software applications designed
to run on open-source software (operating system)
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appear to be the most viable profit-making option (like
IBM). Since hardware and software production can be
separated, developing nations can complement the
progress of developed nations without necessarily
entering into direct competition with them.

The Nigerian Software community needs a legal and
institutional framework to protect and preserve the
rights of the programmers. Without law, there are no
practical sanctions and the agents of the law must be
reliable, quick, and honest. One legal tool is a specially
drafted copyright license, to protect and preserve free
software (just like some of the hybrid licensing schemes
that have been proposed and used to license OSS/FS
software in some developed countries). This is not a
technical or business issue: what makes software free
rather than imprisoned is the legal and institutional
framework in which people work.

Conclusion

Today and in the future, Information Technology
promises to change the landscape of the Nigerian
Business, Social and Economic communities. Anyone
who own or uses a computer system deserves to be
able to cooperate openly and freely with other people
who use software. The programmer and users deserve
to be able to learn how the software works, and to
teach their students or protégés with it. Not being a
programmer is not a constraint, you deserve to be able
to hire your favorite programmer to fix your program
when it breaks down.

The achievement of economic growth for any nation
depend on the opportunities to do business which in
turn depend on the legal and practical freedom to: copy,
study, modify, and redistribute software under a free
license. The key is freedom. Freedom leads to
collaboration, lower prices, reliability, efficiency, security,
fewer barriers to entry, and fewer barriers to use, more
opportunities in business. Freedom leads to a better
society.
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Users and Developers Expectations in Software Products

Zsolt Lipcsey, Edem Efiong Williams, Eyo Okon Ukem, Rufus Chika Okoro

ABSTRACT

Software development is business oriented and one expects some measure of profit
margins on the side of the developers and assurances on the side of the users.
Software products are important in Information Technology (IT), in that the
functionality of a computer system depends largely on the quality of the software
installed. Like any other business, the products of software development must be
competitive in the market in order to achieve the above stated goal of remaining in
the business. This implies that software quality must be evolving beyond static
assessment to include behavioural attributes, such as availability and maintainability.
Developers and users therefore would expect that the software meets certain
standards and provides satisfaction. This paper gives a survey of these behavioural
attributes, the various factors that can lead to both the developer and users deriving
a reasonable measure of satisfaction from the software product. The paper also

tries to analyse a group of quality parameters and model their relationships.

Key Words: software, reliability, maintainability,
portability, usability, cost-effectiveness, compatibility,
efficiency.

INTRODUCTION

Software products are important in Information
Technology (IT) in that the functionality of a computer
system depends largely on the quality of the software
installed. It is therefore very important for a user to
be able to rely on the software used in the computers.
In this era of monetary acquisitions by many people in
the technology, there is bound to be varying levels of
quality in the production of computer software. This
varying quality of software invariably affects the
performance of the computer. The user therefore would
not be happy to have a computer system perform below
expectations. It is therefore necessary for the users
that the software used in computer systems be assured
to have certain characteristics.

When these characteristics are to be formulated, it has
to be taken into consideration that there are various
types of users; there are the eager users and the
reluctant users, the expert users and the novice users,
the major users and the minor users, the professional
users and the amateur users. All categories of users
have their expectations, which are invariably included
in the assurance of quality of the products they use.

The performance of a functional computer system
depends on two broad categories of products —
hardware and software. While the assurance of the
quality of the hardware is the sole responsibility of the

equipment manufacturers, the assurance of the quality
of software is a responsibility of a large variety of
software developers.

Since the user requirements depend on a large variety
of users of different categories, and also many
developers with varying views produce the software, it
is the professional’s duty to fill with contents the concept
of assurance of quality of software for the client. The
assurance of computer software covers the qualities of
upgrade-ability, maintainability, compatibility and
portability just to mention a few important ones. Any
software that runs short of these can be regarded as
not reliable and its functionality will be in doubt as
related to efficiency. Most software in the market today
are pirated copies, which sometimes does not contain
the vital information about the software, for example
the program keys (CD Keys or program numbers). It is
obvious that some software cannot be effectively
installed without this program keys and if for any reason
one manages to install this pirated copy of the program,
the efficiency of the software will certainly be low. The
paper therefore seeks to address the evolving
characteristics or attributes of software products,
address needed user characteristics, and also address
the developer’s expectations.

USER EXPECTATIONS

Software acquisition and usage usually involves
expenses. Users therefore would expect that the
software meets certain standards and provides
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satisfaction. The satisfaction can be considered broadly
under the following sub-headings.

Reliability (Rb): Reliability of a software product can
be considered to be the extent to which it can perform
expected functions with required precision over a given
period of time. It would be very disappointing for a
user to purchase software only to discover that the
software is not performing to expectation. Every
software system or product exists to provide value to
its users (Hooker, 1996), therefore the developer should
have this in mind as a legitimate expectation of the
user.

Maintainability (Ma): In software usage there is often
the need for changes to be made to accommodate new
functions in a particular environment. The process of
changing a system after it has been delivered and it is
in use is called software maintenance. The changes
may involve simple changes to correct coding errors,
more extensive changes to correct design errors or
significant enhancement to correct specification errors
or accommodate new requirements. Sommerville
(1996) considers maintenance in this context to mean
software evolution.

Portability (Po): Portability is defined as the ease of
transporting a given set of software to a new hardware
or new operating system environment. Software forms
the basic item for system functionality. User expectation
therefore is that the software purchased could be
installed on any alternative system as the need may
arise with due regard to copyright protection.

Usability (Us): The use of software should not need
sophisticated knowledge to operate. In this context a
minimal idea of the software should be enough.
Software design is not a haphazard process. There are
many factors to consider in any design effort, and all
design should be kept simple, so as to facilitate having
more easily understood, easily operated, and easily
maintained systems (Hooker, 1996). However, there
should be an easy to understand users’ manual for
referencing.

Reusability (Ru): Reusability involves the use of most
modules from an existing software for the development
of a new one. For a developer therefore, to effectively
develop continuously he will need to pick up some
modules from already existing software in form of
upgrading. Otherwise it will be wasting efforts to
duplicate modules in software development. Reuse
saves time and effort, but achieving a high level of
reuse is the hardest goal to accomplish in developing a
software system. The reuse of code and design has
been proclaimed as a major benefit of using object-
oriented technologies (Hooker, 1996). In expecting
reuse, the developer should bear in mind that planning
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ahead for reuse reduces the cost and increases the
value of both the reusable component and the systems
into which they are incorporated.

Cost-effectiveness (Cs): For any user who spends
money for software would certainly want to get the
result of the expenses. It is actually this desire that
makes him/her achieve his goals for which purpose
he/she procured the software. There is no gain saying
that any software that does not justify the expenses
on it is useless. Cost effectiveness has to do with the
quality of an item measures by its ability to satisfy a
solution in a given period.

Compatibility (Co): Compatibility has to do with the
ability of software version to be substituted for any
other lower version, achieving the same goal. In this
effect the user will always expect to have this upwards
compatibility. Otherwise he/she will tend to believe that
the software is not meeting his/her desired goal. Since
the software technology is dynamic there is the
tendency that newer/higher versions of software will
always be available in the market and if a user is unable
to change to this newer/higher version without affecting
his data/information then the software is unsatisfactory.
For the user this will be a wasted effort.

Efficiency (Ef): Efficiency is the extent to which software
uses minimum hardware resources to perform its
functions. Although , many software require a particular
hardware standards for operation it is therefore
important that a software developer takes this into
consideration during the process of developing a
software with view to producing that which will make
use of the minimum hardware resources in a given
computer system for operations.

Users want to buy quality software. Quality (Q) can be
used in place of satisfaction. Software quality is no more
considered in terms of static assessment of the code
structure. Jeffrey and William (2004) redefine software
quality to include also the non-functional or behavioural
attributes of reliability and maintainability. From Jeffrey
and William’s redefinition of quality, the developer must
consider some set of key behavioural attributes such
as reliability (Rb), performance (P), fault-tolerance (F),
safety (Sa), security (Se), availability (A), testability
(T), and maintainability (Ma). Software quality (Q) is
therefore a function of these combined attributes plus
an error term, e, representing the quality aspects which
these attributes can define.

Q:

As rightly observed by Jeffrey and William, the quality
equation is impracticable in its current form, but it serves
as a starting point to use for examining the elements,
which software developers should consider globally and

f(Rb, P, F, Sa, Se, A, T, Ma) + e.

162




~ . migeria
:__-:'__l
nes Society

in Nigeria in particular.

The various software quality measures contrast each
other in the sense that making any of them absolute
requirement and producing a software perfect in that
sense may lead to a product which is either not
operational, extremely costly or brings in grossly
unsatisfactory attributes. For example, software, which
is over-sophisticated, may cost unreasonably high, a
perfectly portable software may have compromises
which reduces performance etc. Another example is
that as security increases, performance decreases,
because increased security consistently reduces
performance. Also, as fault tolerance increases
testability decreases because if software can more easily
reveal hidden defects at test time, failures are more
likely to propagate when the software is operational.
Hence we are facing a typical game theoretical situation
in the case of software quality measurement: The
various requirements cannot be satisfied to the
extreme; hence we want the best acceptable
compromise. Hence if we want to model software
quality, we have to set up a game theoretic model for
it. This means that to formulate the various quality
functions in terms of observable random variables and
after establishing their interactions, we may be able to
determine how far a product is close to what we may
call the best acceptable compromise. Such compromise
would be a reflection of the application environment.

DEVELOPERS EXPECTATIONS

Software developers also have expectations. Losing
user loyalty is a problem that companies take seriously,
especially in a dynamic market where customer
allegiance lasts only until the competition produces a
more user friendly version. For example, Merril and
Feldman (2004) suggest that users flocked to Google
almost overnight because the company understands
the logic of how people want to search the web.
Therefore every producer wants to satisfy the user, stay
in the and make his profit.

Normally, the software developer will be concerned with
safety, mission criticality of the software, size and
complexity of the product, size and operational
complexity of the development staff.

Safety here means reducing risk factors, which include
among others time schedule that can be kept,
specifications that assure a working solution.

The mission criticality refers to the importance of the
product — how critical a problem is that is to be solved.

Budgets and schedules are closely interrelated. Tight
budgets and tight schedules normally go together.
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A clear vision is essential to the success of a software
product, so there is need to maintain vision. Without
conceptual integrity, a system threatens to become a
patchwork of incompatible designs held together by
the wrong kind of screws (Hooker, 1996).

The developer expects the product to have long life,
because a system with a long lifetime has more value.
However, in today’s computing environment, software
lifetimes are typically measured in months instead of
years, due to the fact that specifications change rapidly
and hardware platforms become obsolete when just a
few months old as a result of fast moving technology.
In order for software products to enjoy long lifetimes,
therefore, they have to be designed in a way that makes
them adaptable to these and other changes. The design
should be future-looking (Hooker, 1996).

SOCIAL CONSIDERATIONS: THE NIGERIAN
SITUATION

Admittedly, Nigeria is relatively new to IT applications.
As such, the generality of Nigerians are not well placed
to reap the benefits of the IT revolution. Some of the
reasons for this situation are poverty, illiteracy,
ignorance, and inertia. Further expectations of software
users in Nigeria would be:

Low Cost: The cost of software should deliberately
be made to be reasonably low, so that more Nigerians
would be able to afford the products, thereby permitting
more Nigerians to computerize.

Simplicity: Because of the level of literacy in the
country, which is generally low, software products
should be kept simple. This way more Nigerians would
be attracted to software applications and would not be
intimidated by them.

Awareness: Software developers, in conjunction with
such bodies as the Nigeria Computer Society and the
Software Practitioners Association of Nigeria, should
create proper awareness in the software market place.

Education: Software users in Nigeria, perhaps more
than in some other places, need to be much more
educated on the capabilities of the products in existence,
and generally on the inherent advantages of
computerization or automation.

Adaptation: Software designed for use in Nigeria
should be adapted to the locality, by as much as possible
reflecting the good customs of the land. This way
Nigerians would feel more at home with such software.

From the above survey of the Nigerian peculiarities,
we can say that a developer who wants to stay in the
Nigerian market should give attention to these factors.
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CONCLUSION

Every software product is developed with a definite
aim and for a definite purpose. In the process of the
development, the developer has to consciously take
measures to ensure that the product meets set
requirements. The developer expects that others will
ultimately use what he develops. Hardly is a software
product constructed and used in a vacuum. In some
way or other, someone else will use, maintain,
document, or otherwise depend on being able to
understand the product. Thus the audience for any
product of software development is potentially large,
and the developer bears this in mind, and expects to
add value to the system by making the jobs of this
user audience easier. He has to ensure that whatever
standards are in existence are adhered to in the process
of development.

REFERENCES

Carla Merill and Diane Feldman (2004) Rethinking the Path of
Usability: How to Design What Users Really Want, IT
Professional, IEEE.

Hooker, David. 1996. Seven Principles of Software Development.

Jeffrey Voas and Williams W. Agresti (2004): Software Quality from
a Behavioual Perspective, IT Professional, IEEE.

Jorgensen, Magne and Sjoberg, Dag I. K. (2003) Impact of Customer
Expectations on Software Development Effort Estimates.

Software Assurance guidebook NASA GB-A201

Sommerville, lan (1996) Software Engineering. Addison Wesley
Publishing Company.

164




e nigeria
&) computer
nes Society

-

Risk Management Model: Techniques and Application to Information
Technology Management

Peter O. Olayiwola

ABSTRACT

Risk management provides a structured approach to decision analysis. It is about
minimizing the probability of loss and maximizing the chance of success of your
decisions. Operational risk management is about operational excellence and it
follows the plan-do-assess-adjust process. These four steps will be adequately
covered in the paper with particular application to Information Technology. The
process begins with identifying the sources of risk (or hazards) for the operation.
This can involve all sources of potential loss to the business, including business
interruption, damage to hardware/software, the facilities, the corporate image,
property and other assets or things of value. Most methods of hazard identification
are qualitative in nature. The end result of the risk identification process is an
inventory of the organisation’s sources of operational risk. The next step is to
quantify the risk associated with each hazard. This provides a basis for setting
priorities in terms of which risks are acceptable, which ones need to be addressed
immediately and which ones are a lesser priority. Risk mapping is an effective tool
to estimate the risk that various hazards pose. Risks are plotted on a matrix (Risk
Matrix) with consequence likelihood (or expected frequency) along one axis and
consequence severity along the other. Participants will be taken through an exercise
on how to develop a Risk Matrix. After you have completed a risk profile, you will
never look at the information technology operations of your organisation in quite
the same way again. You will be keenly aware of how risks and opportunities can
arise, and what you need to do to effectively and efficiently manage your operational
risks so that your organisation can continue to grow and thrive.

1.0 INTRODUCTION mean for the organisation and its stakeholders, given

the values, goals, needs, issues and concerns of each
Risk is typically defined in terms of the potential party.

downside of a decision or action. It is commonly de-

scribed as probability of a loss or the combination of
the probability of an event and its consequence. How-
ever, the essence of modern risk management is as
much about taking advantage of opportunities to pros-
per as it is about avoiding potential losses. With every
action we take or don't take, there is risk - positive and
negative. On the upside, the opportunity is there for
benefit; on the downside, there is the threat of failure.
Risk management provides a structured approach to
decision analysis. It is about minimizing the probability
of loss and maximizing the chance of success of your
decisions. If no decision needs to be made, then there
is probably no risk.

There are two dimensions of risk analysis: gquantitative
- how big are the risks associated with a decision, usu-
ally expressed as the probability and magnitude of
potential benefits and consequences - and qualitative
- what the decision and the range of possible outcomes

Traditional risk management disciplines, such as insur-
ance and finance, tend to focus on the quantitative
elements of risk analysis. However, ignoring the quali-
tative or value-laden side of risk can be disastrous.
One example is the failure of a political party in a geo-
political zone of Nigeria to return most of its governors
in the 2003 general election by its failure to present its
own presidential candidate.

The field is of growing interest to public and private
sector managers. One driver is the demands by the
public and the shareholders for well-run operations that
achieve their objectives and avoid losses. Twenty years
ago, the risk manager was the organization’s insur-
ance buyer. Today, risk management professionals deal
with many issues that fall outside the scope of an in-
surance policy, such as threats to reputation, demands
for due diligence and communications with stakeholders
about the risks and benefits associated with the activi-
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ties of an organisation.

A growing number of organisations are embracing en-
terprise risk management, which involves ensuring all
risks across the organization are managed in a consist-
ent and disciplined way. It is an holistic approach that
considers strategic (what products/services should we
offer to achieve our goals?), financial (how can we pro-
tect the organisation against currency/monetary risks?)
and operational concerns (what loss prevention pro-
grammes and contingency plans have we put in place?).

2.0 OPERATIONAL RISK MANAGEMENT

Operational risk management is about operational ex-
cellence and it follows the plan-do-assess-adjust proc-
ess that is used for quality management. There are
four steps to the continuous improvement process that
is applied to operational risk management:

= Planning involves analysis to identify risk ex-
posures and what they mean to the organisa-
tion’s bottom line. It also involves assessing
the current level of risk controls and deciding
what actions are needed to address any gaps
in the risk management program that could
prevent the organization from achieving its
business goals (ensuring the right things are
done).

= Doing involves the implementation of risk con-
trols and other risk management activities.

= Assessing involves monitoring and auditing
to ensure that risk controls are carried out as
planned (ensuring things are done right).

= Adjusting It is critical that senior manage-
ment conduct periodic reviews to ensure that
its risk management program continues to
meet the organisation’s needs and that neces-
sary changes are made.

The planning stage typically includes the following
steps:

e Hazard identification. Various hazards or
sources of risk are identified. The end result is
an inventory of risk sources.

< Risk assessment. The organisation assesses
the likelihood and potential severity of conse-
guences for identified risks. It also determines
its risk tolerance levels that reflect its appetite
for risk.
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e Gap analysis. When significant risk is in-
volved, the effectiveness of up-to-date risk
management controls for specific risks is as-
sessed. The strengths and the weaknesses in
the organisation’s overall continuous improve-
ment cycle for operational risk management
are identified.

= Risk control options evaluation. Beginning
with the higher risks that are assessed as poorly
managed in the gap analysis, risk control op-
tions are generated and evaluated in terms of
potential risk reduction, resources required and
other costs and business benefits.

The process begins with identifying the sources of risk
(or hazards) for the operation. This can involve all
sources of potential loss to the business, including busi-
ness interruption, damage to health, the environment,
the corporate image, property and other assets or things
of value. Most methods of hazard identification are
qualitative in nature and benefit from a team approach
that brings in representatives who have knowledge of
all aspects of the organisation’s operations. Checklists
are an effective way to ensure familiar risks are identi-
fied. A series of “what if” questions can help uncover
latent risks. Regardless of the method, the risk analy-
sis team should start by reviewing the operation through
a site tour that is combined with a review of documen-
tation, including the organisation’s risk management
policy, operations procedures and any other available
risk information (such as summaries of past insurance
claims, health and safety incidents, downtime or em-
ployee satisfaction surveys). The end result of the risk
identification process is an inventory of the organisa-
tion’s sources of operational risk.

The next step is to quantify the risk associated with
each hazard. This provides a basis for setting priorities
in terms of which risks are acceptable, which ones need
to be addressed immediately and which ones are a
lesser priority. Risk mapping is an effective tool to esti-
mate the risk that various hazards pose. (See Figure 1:
“Risk Matrix” below) Risks are plotted on a matrix with
consequence likelihood (or expected frequency) along
one axis and consequence severity along the other.
The risk map example shows three categories to rank
expected frequency: Unlikely, Occasional and Often.
The consequence axis can reflect a wide range of po-
tential consequences but for the example shown, the
consequence severities are: Low, Medium, and High.

The organisation’s risk tolerance is codified when it
documents what risk level it assigns to each cell in the
risk map Just as each organization has a unique risk
profile, it will also have a unique risk tolerance. A or-
ganisation’s appetite for risk is linked to corporate val-
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ues, objectives and culture. It is critical that the lead-
ership team determines criteria for risk tolerance and
provides the commitment, support and resources to
managers to develop and implement risk management
activities.

HIGH 6 8 9

MEDIUM 3 5 7

LOwW 1 2 4
UNLIKELY | OCCASIONALLY | OFTEN

FIGURE 1: RISK MATRIX

3.0 RISK MANAGEMENT MODEL: APPLICA-

TION TO PROJECT MANAGEMENT

Risk is a major factor to be considered during the man-
agement of a project. Project management must con-
trol and contain risks if a project is to stand a chance of
being successful. This section covers the main aspects
of the management of risk as they apply to project
management.

3.1 WHAT IS RISK AS APPLIED TO PROJECT

MANAGEMENT?

Risk as applied to project management can be defined
as the chance of exposure to the adverse consequences
of future events. Projects are set up to bring about
change, and hence project work is less predictable than
is typically the case with non-project work. The project
is unique and usually its objectives have to be achieved
within certain constraints. In addition, projects can be
large and complex, and can deal with novel or unusual
factors. There are a number of ‘standard’ risks that
are most likely to affect all projects. Some examples of
these appear below. There will be other risks that are
project-specific, in that they exist because of a particu-
lar project and its circumstances. Management of risk
is an essential part of project management. There are
a number of techniques available that can be used to
achieve this.

3.2 TYPES OF RISK

Broadly, there are two types of risk - Business risk and
Project risk.

computer
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3.2.1 Business Risk

This covers the threats associated with a project not
delivering products that can achieve the expected ben-
efits. It is the responsibility of the Project Steering Com-
mittee to manage business risks. It includes such ar-
eas as:

< the validity and viability of the project

e whether the project continues to support the
corporate business strategy, including such el-
ements as: strategic direction, commercial is-
sues, and market change

« the consequences to the corporate body of fail-
ure or limited success

< the stability of the business areas involved
e programme requirements

e legislative changes

e political factors, including public opinion

e environmental issues

e the impact on the client of the results of the
project

the risks of the end result meeting the stated
requirements but not fulfilling expectations.

3.2.2 Project Risk

This is the collection of threats to the management of
the project and hence to the achievement of the
project’s end results within cost and time. These risks
may be managed on a day-to-day basis by the Project
Steering Committee, Project Manager or Team Man-
ager or Team Leads. Risks will be many and varied,
but would include the following broad categories:

e Supplier issues, covering those risks caused by be-
ing dependent on a third party, including:

failure of the third party

failure by the third party to deliver satisfactorily

contractual issues

a mismatch between the nature of the task and
the procurement process
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e Organisational factors such as:

- additional staff responsibilities alongside
project work

- the project culture, or lack of it, within the cli-
ent organisation

- personnel and training issues
- skill shortages

- potential security implications

culture clashes between client and supplier

e Specialist issues: there will be a wide variety of
issues here because each project has its own par-
ticular specialist elements, which bring with them
their own risk elements. However, there are some
general issues that will apply to many project types,
such as:

- how well requirements can be specified

- to what extent the requirements can be met
using currently available and understood fa-
cilities and approaches

- the extent to which a project involves innova-
tive, difficult or complex processes and/or
equipment

- the challenges and problems regarding qual-
ity testing

- the risks that the specified requirements will
not be achievable in full, or that not all re-
quirements will be correctly specified.

It must be stressed that the above lists are given purely
to illustrate the areas of risk that need to be consid-
ered as part of project management. Each project must
be considered in its own right. Once identified, risks
are not kept separate. Both business and project (and
other relevant) risks are all entered in the one Risk
Log, which is always reviewed in its entirety.

3.3 MANAGING RISK

The management of risk is one of the most important
parts of the jobs done by the Project Steering Commit-
tee (a committee set up by the client to oversee the
project) and the Project Manager (a professional Con-
sultant or Consulting firm). The Project Manager is re-
sponsible for ensuring that risks are identified, recorded
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and regularly reviewed. In this regard, the Project Steer-
ing Committee has four main responsibilities:

notifying the Project Manager of any external risk
exposure to the project

making decisions on the Project Manager’s recom-
mended reactions to risk.

- striking a balance between level of risk arid the
potential benefits that the project may achieve

- notifying programme management of any risks that
affect the project’s ability to meet programme con-
straints.

It is the responsibility of the Project Manager to modify
plans to include agreed actions to avoid or reduce the
impact of risks. An ‘owner’ should be identified for each
risk, who should be the person best situated to keep
an eye on it. The Project Manager will normally sug-
gest the ‘owner’ and the Project Steering Committee
should make the decision. Project Steering Committee
members may be appointed ‘owners’ of risks, particu-
larly risks from sources external to the project.

In order to contain the risks during the project, they
must be managed in a disciplined manner. This disci-
pline consists of:

« risk analysis, which involves the identification and
definition of risks, plus the evaluation of impact
and consequent action

e risk management, which covers the activities in-
volved in the planning, monitoring and controlling
of actions that will address the threats and prob-
lems identified, so as to improve the likelihood of
the project achieving its stated objectives.

The risk analysis and risk management phases must
be treated separately, to ensure that decisions are made
objectively and based on all the relevant information.

Risk analysis and risk management are interrelated and
undertaken iteratively. The formal recording of infor-
mation is an important element in risk analysis and
risk management. The documentation provides the
foundation that supports the overall management of
risk.

Risk analysis requires input from the management of
the organisation. The organisation’s management, in
turn, is kept informed by the analysis in a highly itera-
tive manner. Communication is particularly important
between the project and programme levels within the
organisation.
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Where the project is part of a programme, the man-
agement of risk procedures used by the project must
be consistent and compatible with those of the pro-
gramme unless there are valid reasons not to do so.
Where a risk is uncovered in the programme, any af-
fected projects should be involved in the analysis of
that risk. Similarly, project risk evaluation should in-
clude staff from the programme. Project risks that
threaten programme milestones or objectives must be
escalated to programme management.

CONCLUSION

After you have completed a risk profile, you will never
look at the operations of your organisation or a project
management assignment in quite the same way again.
You will be keenly aware of how risks and opportuni-
ties can arise, and what you need to do to effectively
and efficiently manage your operational, business and
project risks so that your organisation and clients can
continue to grow and thrive.
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Business Process Reengineering (BPR)

Opara Pascal

ABSTRACT

A business process is a set of activities that transform a set of inputs into a set of
outputs for another person or process using people and tools. Improving business
processes is paramount for businesses to stay competitive in today’s marketplace.
Many companies began business process improvement with a continuous improve-
ment model. The model attempts to understand and measure the current process,
and make performance improvements accordingly. This method is effective to ob-
tain gradual and incremental improvement but not enough because new technolo-
gies and globalization have raised the competitive bar. In today’s marketplace,
major changes are required to just stay even. As a result, companies have sought
out methods for faster business process improvement. One approach for rapid change
and dramatic improvement that has emerged is Business Process Reengineering
(BPR). Business process re-engineering is the fundamental rethinking and radical
redesign of business processes to achieve dramatic improvements in critical, con-
temporary measures of performance, such as cost, quality, service and speed. In-
formation Technology plays a central role in Business Process Reengineering through
process automation, simplification and improvement. The Microsoft Solution Frame-
work, Alchemy Approach, is one of the best in class software engineering process

and practices for early realization of BPR project benefits.

Introduction and Concepts

If you have ever waited in line at a super market store,
you can appreciate the need for process improvement.
In this case, the “process” is called the check-out
process, and the purpose of the process is to pay for
and bag your beverages. The process begins with you
stepping into line, and ends with you receiving your
purchases and leaving the store. You are the customer
(you have the money and you have come to buy
beverage), and the store is the supplier.

The process steps are the activities that you and the
store personnel do to complete the transaction. In this
simple example, we have described a business process.
Imagine other business processes: ordering cheque
booklets from banks, requesting accommodation from
Hotel Presidential PH, developing new products,
administering NCS conference participants registration,
building a new home, etc.

Business processes are simply a set of activities that
transform a set of inputs into a set of outputs (goods
or services) for another person or process using people
and tools. We all do them, and at one time or another
play the role of customer or supplier.

You may see business processes pictured as a set of
triangles as shown below. The purpose of this model
is to define the supplier and process inputs, your
process, and the customer and associated outputs. Also
shown is the feedback loop from customers.

Inputs Outputs

Your
Customer

Supplier

Process

Feedback

Why process improvement?

Improving business processes is paramount for
businesses to stay competitive in today’s marketplace.
Over the last 10 to 15 years companies have been forced
to improve their business processes because we, as
customers, are demanding better and better products
and services. And if we do not receive what we want
from one supplier, we have many others to choose from
(hence the competitive issue for businesses). Many
companies began business process improvement with

170




~ . migeria
:__-:'__l
nes Society

Document § - . biish

Measures

Follow
Process

As-is
Process

Continuous Process Improvement Model

a continuous improvement model. This model attempts
to understand and measure the current process, and
make performance improvements accordingly.

The figure below illustrates the basic steps. You begin
by documenting what you do today, establish some
way to measure the process based on what your
customers want, do the process, measure the results,
and then identify improvement opportunities based on
the data you collected. You then implement process
improvements, and measure the performance of the
new process. This loop repeats over and over again,
and is called continuous process improvement. You
might also hear it called business process improvement,
functional process improvement, etc.

This method for improving business processes is
effective to obtain gradual, incremental improvement.
However, over the last 10 years several factors have
accelerated the need to improve business processes.
The most obvious is technology. New technologies (like
the Internet) are rapidly bringing new capabilities to
businesses, thereby raising the competitive bar and
the need to improve business processes dramatically.

Another apparent trend is the opening of world markets
and increased free trade. Such changes bring more
companies into the marketplace, and competing
becomes harder and harder. In today’s marketplace,
major changes are required to just stay even. It has
become a matter of survival for most companies.

As a result, companies have sought out methods for
faster business process improvement. Moreover,
companies want breakthrough performance changes,
not just incremental changes, and they want it now.
Because the rate of change has increased for everyone,
few businesses can afford a slow change process. One
approach for rapid change and dramatic improvement
that has emerged is Business Process Reengineering
(BPR).

Business Process Reengineering (BPR)

BPR relies on a different school of thought than
continuous process improvement. In the extreme,
reengineering assumes the current process is irrelevant
- it doesn’t work, it's broke, forget it. Start all over.
Such a clean slate perspective enables the designers
of business processes to disassociate themselves from
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Identify and
Implement
Improvements

Measure

Performance

today’s process, and focus on a new process. In a
manner of speaking, it is like projecting yourself into
the future and asking yourself: what should the process
look like? What do my customers want it to look like?
What do other employees want it to look like? How do
best-in-class companies do it? What might we be able
to do with new technology?

Such an approach is pictured below. It begins with
defining the scope and objectives of your reengineering
project, then going through a learning process (with
your customers, your employees, your competitors and
non-competitors, and with new technology). Given this
knowledge base, you can create a vision for the future
and design new business processes. Given the definition
of the “to be” state, you can then create a plan of
action based on the gap between your current
processes, technologies and structures, and where you
want to go. It is then a matter of implementing your

solution.
Scope Learn from Plan
Project Others Transition
In summary, the extreme contrast between continuous

Breakthrough Reengineering Model

process improvement and business process
reengineering lies in where you start (with today’s
process, or with a clean slate), and with the magnitude
and rate of resulting changes. Reengineering can be
defined as a business development activity that focuses
on improving the effectiveness of business processes,
rather than on improving the efficiency of current
operations. The focus of reengineering is a business
process: a set of activities oriented toward assuring a
given outcome. A business process always has a
customer associated with it and frequently crosses
traditional departmental boundaries. The business
process forms the center of a business capability,
which defines how the business will produce the desired
outcome. Improving business results through improving
a business capability is the goal of any reengineering
effort.

Create
To-be
Process
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Customer

Business Capability

Over time many derivatives of radical, breakthrough
improvement and continuous improvement have
emerged that attempt to address the difficulties of
implementing major change in corporations. It is difficult
to find a single approach that exactly matched a
particular company’s needs, and the challenge is to
know what method to use, when, and how to pull it off
successfully such that bottom-line business results are
achieved.

Reengineering involves making changes to what people
do, they way they work, and the tools they use. These
changes are used to improve business performance by
improving business capability. Applications are an
important part of a successful reengineering effort;
however, for an application development effort to be
successful, all personnel involved must be aware of
the broader context of reengineering and must work
within that context. This involves understanding what
reengineering is, its impact on application development,
and approaches for addressing that impact. The process
of changing the business through the use of systems
and applications will be the focus of this discussion.

An application can support a business process in three
ways. It can provide knowledge—for example,
determining a customer’s credit status—through an
automated portion of the business process. Applications
can also provide information that enables people to
make decisions, and can record the results of business
processes. Finally, an application can also be responsible
for automating a portion of the business process.

An application assists human performance by providing
performance support in the form of on-line help,
wizards, templates, and various navigation aids. The
application development teams need to be aware of
performance support requirements to ensure that they
are included in the new application

computer

Performance

- L

Reengineering: Systems & Applications Projects

Human Performance

Business
Processes

Application Systems

Reengineering involves improving business capability.
Information systems are only a part of the reengineering
effort; to be successful, an application development
project must be able to integrate itself within a
reengineering program. That integration requires the
project to recognize that reengineering scope work is
broader than applications scopework.

Applications are only a part of improving a business
capability

Applications and Systems projects normally result from
the need to improve or reengineer a business process
to harness emerging opportunities.

in executing the wo “qries, there is

d id({ Application
nto a sensible !usi

Human

example, theppli
coordinate the/

elopment team needs to
\ the personnel responsible
for designing pusiness process. These
interactions helprrah the alignment between the
parts of the new business capability.

Business
Process

Interaction among the parts of a capability is
required in reengineering
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Business Process Design Project

Business Process Definition

Analysis

Design

Build || Integrate | | Roll-out

Traditional application development efforts rely on a
set of business representative requirements to define
scope and structure. In reengineering, these
requirements are reflected primarily in a business
process design that defines the application at a
conceptual level. This model defines the boundaries of
the application in terms of the business process. The
application is therefore developed or acquired within
the context of the business process.

In custom development situations, the business process
definition provides the basis for the application analysis
model. The application development team then
implements the application in accordance with the
business process. This creates a hand-off between the
business process definition and application
development, as shown in the figure below.

Packaged software represents an important option for
implementing new systems during reengineering. It
supports the reengineering effort by providing
established application functionality based on a
predefined business process. Packaged software
selection therefore involves choosing the package with
the requirements and process that best fit the needs
of the reengineered business process. This is done by
defining an initial business process definition to the

Systems Building Project
level required to select among the various packages.
The overall flow of work is shown in the figure below.

Business Process Design Project

> B
Package

Initial Process Definition

“ Ssgx:; W? Design|| Buld || Integrate || Rollout
Systers Building Project

Irrespective of the business driver, and to an extent,
the application delivery option, successful projects have
been found to follow auditable framework shown on
the picture below.

The framework can be grouped into three main
categories of work viz:

e Project Management Processes and Techniques
e Project Execution Processes and Techniques and
e Project Close-Out Processes Techniques

1 Project Management Processes

Project management is the framework surrounding a
project to ensure the project is brought to a successful

-~

Project Management Processes

~

Conclude
the
Project

Structure
the
S Project
E
T
Plan
U the
P Project

Assess Change
Report Project Status
Control the Project

In—2-—m

-

MONITOR AND CONTROL

/

Structure the Project
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outcome. This framework of processes constitutes the
project management life cycle and is re-usable for any
project.

Some of these processes (Structure the Project, Plan
the Project, and Conclude the Project) are used at
specific points in the project. Other processes (Assess
Change, Report Project Status, and Control the Project)
are more event-driven and are used continuously
throughout the project.

The Structure the Project process is used to develop
the initial definition of a project. The aims of this process
are: to identify and document the business objectives
that the project will support; to establish sponsorship
for the project; to define the objectives, approach, and
controls of the project; and to estimate the project’s
effort, duration, and cost. For some organizations, this
first project document, Terms of Reference (sometimes
called the project prospectus) is the definition document
or Business Case.

To structure a project, the project manager selects the
appropriate route to take, determines the deliverables
that will be created, and develops a high-level workplan,
estimates, and budget. In addition, key strategies for
acquisition/development, quality management, risk
management, issue management, scope management,
and training are defined. All these components are
contained in the Project Charter and should be
completed to a sufficient level to gain sponsor approval
of the project.

Plan the Project

The Plan the Project process refines the project charter
and creates various detailed project plans, which
comprise the operational plan that is used in the day-
to-day management and control of the project. These
plans should include task schedules, resource schedules,
a quality plan, a risk management plan, an issue
management plan, a scope management plan, a
knowledge co-ordination plan, and a project budget.
This effort normally occurs during the start-up stage of
the project, but this process is used to revise the
detailed project plans as necessary throughout the life
of the project.

Assess Change

Change is defined as an addition to, deletion from, or
modification of project scope as it is defined in the
project charter. The Assess Change process involves
the documentation, evaluation, and disposition of
change requests arising from sources internal or

CcComputer
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external to the project team. The project scope is
determined by the content of the project charter and
all approved change requests. If significant changes
to the project scope are encountered, the project
charter should be updated.

Report Project Status

The Report Project Status process communicates
project progress against project plans. Project status
is communicated to members of the project
management and control structure, the user community,
and other interested parties. Information on project
status is provided by the Control the Project process.
The Report Project Status process is invoked periodically
on a formal basis and as required on a less formal
basis.

Control the Project

The Control the Project process monitors and evaluates
progress of the project against project plans and
initiates corrective actions. As such, it is a continuing
process. Control is applied periodically on a formal basis
and as required on an informal basis. One primary focus
of the Control the Project process is damage control -
avoiding damaging, uncontrollable circumstances and
limiting their effects.

Conclude the Project

The Conclude the Project process normally occurs in
the final stage of a project. It takes place only after
members of the project management and control
structure have agreed that the project is to be
terminated. Termination is intended to be the successful
completion of the project in achieving its objectives
according to the standards laid down in the project
charter. However, termination may also be the controlled
conclusion of a project which is to proceed no further,
for whatever reasons. It is the process by which the
project is formally concluded, and the project and its
resources formally evaluated. As such, it occurs only
once during a project.

A key objective of the Conclude the Project process is
to augment the historical base of project information,
and to provide information for improvement of the
project management processes. This base is used to
improve the metrics (e.g. estimating guidelines) for
future projects and to identify reusable deliverables.
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Project Execution Processes

Prior to this stage, the necessary documentations (TOR,
Project Charter and Plan) would have been completed.
Also required to have been completed are the Business
Area Analysis, Solution Definition, Conceptual Design,
Entity Relation Diagrams and where necessary the
Algorithms and the Database size estimates (initial disk
storage and expected annual growth rate). A decision
on the implementation strategy would also have been
taken based on the maturity of the application area.
This will help if things go wrong during the project.

The work can then be executed in measured steps as
outlined below

Set up the application development/delivery
environment

If data is to be shared in the application, then set
up the application’s database

Create and compile the application source modules
(the basic units and logical groups)

Create test data in the database

Debug the basic units (the Functions and Sub-
procedures)

Carry out unit testing of the basic units and
integration testing of logical groupings of the basic
units (the program modules)

Build an installation script for use to install and
integrate all modules and components

Debug and Test the installation script

Run the installation script to install the whole
application

Make ready for System and User Acceptance testing
of the application ensuring the completion of the
four levels:

(1) Unit testing - the testing of basic units (e.g.
Functions and Sub-routines) to ensure that they
are working according to design specification

(2) Integration testing - the progressive testing
of major components or modules, which are
logical groupings of the basic units that have
been unit-tested, to ensure that the basic units
work harmoniously together and properly and
the major components work as designed

(3) System testing - the testing of all the
components of the application as a whole in its
final form (as it will be in production mode) and
the purpose is to ascertain that it meets all the
requirements of the system.

CcComputer
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(4) User Acceptance testing - like the System

testing but done by user representatives to
certify that their requirements are met and
therefore formally accept the system.

Project Close-Out Processes

After the testing and acceptance procedure is
completed, the applications shall pass through the full
operational acceptance procedures to implement it for
operational use. The implementation process consists
of quality assurance and control (QA/QC) and
transfer to production which includes the change
management procedure (user training and roll-out).
The purpose of the QA/QC procedure is to ensure that
the application is of acceptable quality in terms of
meeting business, technical and operational
requirements. The transfer of the application to
production environment must follow the QA/QC
procedure for a full operational acceptance. The purpose
of the transfer is to install the application and its
database in the production environment in such a way
that it fits in to the environment without adversely
affecting other existing applications and services.
Transfer to production involves the following steps:

4

Initiate change management procedure for the
purpose of installing the application and its
database in the production environment.

Execute the change management procedure to
install the application and its database in the
production environment. Ensure that all
stakeholders are adequately informed before any
installation begins and it is recommended that
installation be done outside prime time

Include this application in the standard house
keeping procedures

Check-in the source code of developed modules
and other available source files into the source code
library in the production environment

Register this application in the inventory of existing
applications

Hand over to the Application Support and
Operations teams and sign-off Agreement-to-
operate.

Techniques Building Synergistic

Teams

Projects are better delivered by a team of people. There
must therefore be a clause that should include the right
to monitor the performance of individuals in the team
and to change non performers. Team membership
should include both IT professionals and the owners of
the business process requiring changes. Therefore it is
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advisable to define clear roles, responsibilities and
where authority lies. Encourage communication with
team members on team and individual basis to help
them perform well. It can be an incentive to team
members if they know that they will be trained to
improve their skills.

Defining the Project Organisation

Resources can be obtained from a number of different
sources, such as users, IT department or third-parties
(e.g. software houses, sub-contractors, independent
consultants). It is advisable to consider all the resourcing
options. The aim is to ensure that appropriate type
and level of resources and skills are available throughout
the life of the project.

The level of involvement of different groups will change
as the project progresses. For example, users may
dominate in the some phases (e.g. specification), whilst
IT involvement will be greater in other phases (e.g.
construction). Roles and responsibilities can be used
to identify and assess the resources and competences
required from the team.

Developing a Project Charter

The project charter is the “contract” between the project
implementation team and the project sponsor. The
charter can be used as the basis of the agreement
with sponsor, because it:

e Provides a clear statement of the purpose of the
project and what the team is committed to deliver,

e Defines the deliverables, broken down by
components, that must be produced,

e Defines the project roles and responsibilities,

e Defines the risks and the strategies to minimise
them,

e Makes visible the development process and the
approach that will be used to manage the project,

e Establishes the ground rules for the project,

e Provides a baseline for scope and expectation
management,

e Provides the foundation for preparing detailed plans
to be used throughout the life of the project.

Developing a Project Workplan

The project workplan is the basis for measuring the
progress of the project and the performance of the
team. It should make visible all project-related work,
not just the development tasks. Include administration
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tasks to cover scope management, issue management,
risk management, reporting, etc. Also, schedule regular
progress meetings with the sponsor and formal reviews
of deliverables as an integral part of the project, not a
peripheral activity.

Establishing Scope

A clear, agreed scope of the project is fundamental to
a successful completion. Don't skimp on this. The scope
of the project can still be made clear even if one is
unsure of the specification of the system. Establish the
strategy so that additional risks associated with a loose
specification are covered.

Estimating the Work

Make an internal estimate of the work to be done.
Estimate the work from different perspectives to provide
a level of confidence in the figures. For example, an
estimate based on a work breakdown structure can be
checked against an estimate from a Function Point count
or a commercial database. Don't rely on an estimate
from just one perspective.

Managing Issues

Issues arising have to be dealt with in a timely manner.
Have the issue management procedures in place before
starting the work. Specify escalation procedures and
responsibilities for when agreement cannot be reached
at the project working level.

Managing Quality

Use of knowledgeable staff in the project will lead to
improved quality of delivered applications as they
increases their understanding of the business over time.
If several people are involved in the project, include
walkthroughs of the interfacing between the different
tasks with all parties present. Don’t allow one member
to change anything without letting the others know.

Managing Risk

The work activities should be geared to the risks
involved in the project. For example, if prototyping is
to be done, ensure you can review the project if the
prototype is unsuccessful. Regularly review the risks
as the project progresses, for example at the initiation
of an issue or change request. You should also re-
evaluate risks at the delivery of each major deliverable.
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Be prepared to review the project if the re-evaluated
risks are unacceptable.

Managing Scope

Changes to scope are often allowed. Have change
control procedures in place before starting the work,
and enforce them rigorously. Make sure that the scope
change procedures are agreed with the sponsor.

Managing User Expectations

Users may be more remote from the project. Use the
project charter to set users’ expectations, and project
status reporting to manage expectations. Educate the
users on the importance of change and respond to
issues timely.

Monitoring Activity

Deliverables form the basis of the project. Ensure that
all deliverables are produced to the agreed specification
and timing. Any attempt to combine deliverables or
delay delivery could be treated as non-compliance.

Use regular meetings of the steering committee and
project team and the inspection of deliverables to
monitor progress and flush out potential problems
before they occur. Problems should be discussed and
resolved but if not possible then record the item on the
issues log and on the agenda for the steering
committee.

Reporting Project Progress

Adopt standard forms for reporting progress. The forms
should capture any required company-specific metrics.
Report progress using the forms.
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System Integration: Towards ATM Networks Implementation in Nigeria

W. N. Ekemezie, E. U. Ezeorah

ABSTRACT

The implementation of a bank’s consumer networks is often complicated by the
unusual degree of reliability needed. One of such networks, an n-terminal Automated
Teller Machine (ATM) network that can be installed at its branch locations, while
supervising its control at the head office, typifies the extent of the measures taken
to ensure this reliability. The number n could range from 10 to 200 or higher,
depending on the strength of the establishing firm. The day-to-day financial
transactions and other related issues carried out by Nigerian banks, insurance firms,
schools, seaports, airports, road and rail transport systems require such cash
dispensers as Community Electronic Teller System (COMETS), Customer Account
Management System (CAMS), Electronic Cash Register (ECR), and/or the 24-hour
ATM network to facilitate the problem of handling visa accounts, authorizing and
verifying credit cards, bank-by-phone system, student loans operations, and cashing
cheques/withdrawal slips. The key to an ATM network is the degree to which a bank
and its customers can trust it to be accurate and dependable. In the light of the
above, this paper discusses the implementation of an ATM network under the
following headings:- network configuration, tracing a transaction through a network,
reliability guaranteed, social and economic benefits of ATM network application in

Nigeria.

Keywords: Configuration, Reliability, Challenges, and
Benefits.

Introduction

Aside the unquantifiable man-hours lost in queuing up
in banking halls, is the cost of adopting modern tools
and processes in delivering banking services. Changing
the way financial services are used in international
trade, local trade and individual needs, according to
Jain (1996), electronic finance is forcing standardization,
adding speed and reducing costs. These changes can
help developing countries (Nigeria and others) improve
their international competitiveness.

For any bank not to be left behind in the race to achieve
multi-branch banking and deliver faster, with more
innovative services, it must have to install the most
modern systems available. These include the banking
software, computers with high speed processors and
large memories and the right personnel. For most
banks, the right mix has not been achieved, and that is
why return on investment has not been as high as many
expected. Perhaps, that partly explains why some of
them are going close to bankruptcy. According to
Odubele (2003), flex-cub is gradually penetrating
banking applications, owing to the need to have

different delivering channels for the customers and also
making banking business convenient to them. With flex-
cube, one can have different delivering channels such
as ATMs, POS, Tele-banking, Internet banking, etc. Arise
(2004), in his statistics of cash dispensers world wide
showed that there are about 900,000 ATM locations,
32.8 million merchants’ acceptance locations in over
30,000 financial institutions across six continents.

The CBN’s sledge hammer of bank’s capitalization base
of N25 billion, by 315t December, 2006, has forced many
financial institutions, particularly banks, to devise
means of meeting the target by merging or attracting
different categories of customers to beef up their
transactions. The new generation banks rely on the
latter. ATMs are employed as a means of meeting the
e-commerce and e-payment strategies, which are the
order of the day in developed economies. With this
new technology, customers other than Nigerians are
attracted.

System Requirements

The key to an ATM network is its degree of dependence
and accuracy to which a bank and its customers can
trust. In other words, its acceptance depends heavily
on two considerations: ease of operation and high
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reliability. A network offering the greatest possible ease
of operation would hardly be received in the absence
of its reliability. On this basis, the following devices are
inescapable in ATM configuration:

ATM controllers (software and hardware)
ATM machines

Host computer

Front-End-Processor (FEP)

Data communication links running at 2.4Kbits/s.
These interface directly with customers.

Modems Sharing Devices (MSDs)

Modems (dedicated types) running at 1.2Kbits/s
Telephone lines, which provides dial-up-line backup
EIA RS-232-C switches

Remote Transfer Switches (RTS) running at 9.6Kbits/
s

Communication Management Systems (CMS)
modular switches, which transmits financial data to
and from the Host computer via the FEP. Each of
these is attached with two modems running at
1.2Kbits/s.

Multi-node Telecom Bridges, which are interfaced
with the ATM controllers.

Remote Digital Mixing Modules

Network Diagnostic Controllers, which serve as the
main channels running at higher frequencies than
the diagnostic channels in EIA RS-232-C switch.

Diagnostic Channels, which serve as the secondary
channels running at lower frequencies than the NDCs
thus, avoiding data collision with the main channel
during commands.

Fig. 2: Telco Bridge Table

Address Port Number

BOF61A1
BOF61A2
BOF61A3
BOF61A4
BOF61A5
BOF61A6
BOF61A7
BOF61A8
BOF61A9
BOF61A10
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The ATM Network Configuration

Significance to network success is alternate-path
switching, which places an ATM back on-line if a modem
or line failure occurs. In alternate-path switching, if a
phone line or a modem should fail, the ATM continues
to operate on alternate communications line of the
second ATM at the site. The second ATM’s modem would
act as a backup and provide data to both ATMs via the
built-in Modem Sharing Devices (Fig. 3).

It is possible that components added to a network to
achieve higher reliability might have a negative impact.
The reliability of the backup hardware and the
techniques used to implement this hardware must not
degrade the overall network. All backup equipment must
be monitored and tested to verify that it will operate
properly. The control unit of the CMS switches provides
an integral part of the diagnostic network (Fig. 3). This
control unit has it own address, just as the diagnostic
channel of each data modem has a separate address.
This is discussed further in the preceding paragraph.

A command sent from the Network Diagnostic Controller
(NDC), at the central site, to the MSD by way of the
remaining good path would cause the modular switch
to connect the inaccessible ATM to the active modem
through integrated MSDs. This is accomplished by the
CMS (Fig.3), which consists of standard EIA RS-232-C
switches, two MSDs, and a microprocessor control card.
A pair of ATMs at each branch site is serviced by one of
these switches. The switching function is initiated by a
command from the NDC located at the Head Office (A)
and the Sub-Controller site (B). In addition to switching,
the device checks itself, providing status information
concerning its own operations whenever a problem is
detected. This device acts as the main channel.

The secondary channel in the EIA RS-232-C, which
carries asynchronous data at 75bits/s, perform
additional functions besides monitoring, testing and
verifying communications operations. These include
remote switch controlling, and monitoring. To avoid
data ‘jam’ with signals from the main channel during
commands, it transmits at a lower frequency than the
primary channel. The two channels provide the overall
systems’ capabilities.

Controllers at the Head Office (Host-site) are linked to
the Front-End Processor (FEP) by communications links
- ComLink 111 short-haul modems running at 2.4kbit/s
and MSDs (Fig. 1A). Similarly, the controllers at the
branch site are site linked to the FEP by way of a multi-
node modem operating at a speed of 9.6kbit/s (for
the four EIA ports running at 2.4kbit/s each) and by
MSDs.
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Fig. 1 Bird's-eye view of the Network. To ensure redundancy each branch has at least two ATMs (C). One link provides the
connection to the host-site (A) via dedicated lines. The other link leads to the controller at sub-head office (B), which in turn

is connected to the host via a 9.6kbit/s

Special Functions

The microprocessor control; card is polled by the
diagnostic channel as part of the constant network
polling (Fig. 3). Failure of the switch control to respond
to the poll causes an alarm at the central site. At this
point, the operator performs fault isolation to determine
the nature of the problem and then enforces the
appropriate solution. The switch control card has two
control input paths to ensure operation in the event
one control path should fail.

All remote-site switching is controlled from the central-
site diagnostic network control panels. Switches are
controlled on the same CRT that is used to monitor the
communications network. This eliminates the need for
separate control panels or CRT terminals to perform
the diagnostic functions.

line with dial-up backup capabilities.

Each modem has input and output controls, which
connect the modem elements for both normal and test-
mode configurations. Its interruptive diagnostics include
self-test, end-to-end, line-loop, digital loop-back, and
error tests. Automatic fault-reporting provides alarm
for modem power failure, streaming (constant carrier
in a switched-carrier environment), and receive-line
failure. Additional diagnostics include line not restored,
loss of synchronism (the FEP’s framing pattern),
terminal loop faults, and external user provided alarm.

Telco Bridge

The computer at the host-site sends binary data to the
modulator portion of the modem through the controller.
The data is sent as an analog signal on the telephone

180




nigeria

:k-l:':_l

nres Socisty

CcComputer

e

lines. The modem at the Branch Office can also send
data to the computer at the host-site using the same
modulation/demodulation processes.

The Telco Bridge, which maintains a table (Fig. 2),
checks the physical (medium access control) addresses
(source and destination) contained in the frame. It
decides if the frame should be forwarded or dropped.
If the frame is to be forwarded, the decision must specify
the port number. The bridge table mentioned earlier
maps addresses to ports.

If a frame is destined for station Branch Office 61A3,
and arrives at port#1, the bridge consults its table to
find the departing port. According to its table, frames
for Branch Office 61A3 leave through port#1; therefore,
there is no need forwarding; the frame is dropped. On
the other hand, if a frame for Branch Office 61A4 arrives
at port#1, the departing port is port#2 and the frame
is forwarded.

Tracing A Transaction

When an ATM customer inserts a bank-issued card into
an ATM at the bank’s branch, for example, the ATM

requests service of the host computer via its
communications link to the ATM controller at the head
office, which passes it on to the front-end processor
(Fig.1). The other ATM has its requests for data routed
over its 1.2kbit/s link and on to the controller site
through a 9.6 Kbit/s link.

At the point of failure, the operator can monitor all the
ATMs, by pinpointing those that are low on cash, so
that plans can be made for replenishment in the event
that a particular ATM is low in cash. The operator can
also tell which ATM has a problem with the help of the
COM links. If the 9.6 Kbit/s private line fails, an
alternative link can be established using the dial-up
line backup configuration. One diagnostic controller
backs up the other in detecting line outages and modem
problems.

The complete Arrangement

By incorporating network control, the network becomes
one of shared information management that allows not
only for the transfer of financial data but also for

Fig. 3 CMS switch, which shows ATM 1 in a backup mode, relying on the diagnostic
controls. These transmit at a lower frequency than the main channel.
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advanced diagnostic and control functions.

The present-day advancement of this concept is among
the most important factors in future network
advancement and growth, as well as return on banking
investments. The continuing expansion on data
communications network operations illustrates the need
of allowing central-site technicians to know where and
when a failure has occurred, as well as the specific
element that has failed (such as a circuit, terminal,
modem, or multiplexer). The backup equipment and
techniques enable operators to bypass the failing
component.

This procedure permits the operator to accurately
dispatch either internal or vendor personnel to restore
service. The bank then has a tool for managing not
only its networks but also its service organizations,
regardless of site location. To achieve overall network
economies, management and control must be
maintained at all times.

Challenges of ATM Implementation in Nigeria
These include:

[
[

Absence of telephones to the larger population.

Inconsistent supply of electricity either as source
of power or for recharging the battery-powered
ones. Most of the rural areas, where urban dwellers
can make withdrawals while at their various
homes, have no electricity supply.

Absence of Electronic Fund Transfer (EFT) and
processing network that would facilitate
transaction routing between ATMs and banks.

High cost of acquiring, deploying and operating
ATMs.

@® High telecommunications tariffs, and poor
telecoms infrastructure.

Benefits

@® Banks offer and manage profitable banking

services without the presence of the banks’
personnel (overtime costs are saved).

Maintains a bank account at very low operational
costs.

Affords processing of small transactions that are
typical to the target market.

Integrates new payment services to low income
customers sharing a common banking
infrastructure and service base.

computer
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Provides savings via its ubiquitous banking
services.

Provides savings from the cost of moving and
storing cash, which substantially reduce overhead
cost; thereby yielding profits to the banks.

Permits interoperability. That is, when a user
inserts his card issued by Bank ‘A’ in an ATM meant
for Bank ‘B, the ATM will act as if it belongs to

Bank ‘A’
@ Improves customer service delivery.
@® Creates avenues for new income, in terms of fees

and charges on their use, for banks.

The associated card (MasterCard) will help
alleviate the burden of carrying cash, traveler’s
cheques and ease many other social problems
Nigerians face when they travel outside the
country. For instance, hotel reservations can be
made at the comfort of one’s home or nearby
cyber-cafe and amount paid instantly, assuming a
sudden invitation or visit. The mode of checking
into hotels worldwide has now made credit cards
almost a must for all guests.

Enables Nigerians to truly participate in electronic
commerce, in which case, transactions can be
initiated and concluded instantly for goods ordered
from Europe, America, Asia, etc., and shipped via
DHL, FedEx, UPS, etc., without necessarily
incurring the cost of a travel ticket.

Eliminates cash-induced robbery in our society,
since there is no need for anyone to carry loads of
cash either to or from any country as such funds
can always be kept in the smartcard.

With MasterCard, Departments; Faculties; or
students can order books online, subscribe to
journals, borrow books through e-Libraries
worldwide and make payment through a reliable
merchant.

Parents/Guardians can pay their wards’ fees
outside the country using the cards. While
progressing in their studies, these students would
be frustrated, if they are ignorant of these cards,
since they would use them to perform one essential
activity or the other.

Areas of Application
@® Banking sector.
@® Telecommunications sector.

@® Government: National Health Insurance Scheme
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(NHIS), Poverty Alleviation Scheme (PAS),
Retirement Payment Scheme (RPS), ECOWAS
Travel Scheme (ETS), and the Salary Payment
System (SPS), etc.

Students Scheme: A typical multi-application card
could contain information on personal details,
authentication of student identity, electronic cash,
library and attendance monitoring. When a student
card is tied to a bank, it is used in ATM machines
and at POS terminals.

Petroleum sector: As in petrol station for fuel,
lubricants and snacks purchases.

Transportation sector (Toll plazas): The banks can
ingrate this to their cards solution whereby debits
can be made automatically from the holder’s
account.

Employee Payroll: The cards can act as ID cards
containing all bio-data. It will also act as credit or
mostly debit cards and the employee only needs
to access his/her salary on payday without waiting
for any paymaster or payslip.

The Government, the employers and the banks
will do this jointly. The technology ensures that
Card Acceptor Terminals (CATs) communicate with
the switch and the switch is able verify funds
availability.

Distribution sector: E.g., Nigeria Breweries and
their clients (suppliers and recipients of raw
materials and finished products respectively).

Merchants’ shops and parks.

Internet sector.

Banks Offering ATM Services in Nigeria

Ecobank Plc. In addition, this bank issues
MasterCard.

Union Bank of Nigeria Plc

First Bank of Nigeria Plc

Societte Generale Bank of Nigeria Plc
Guarantee Trust Bank Plc
International Bank Plc

United Bank Africa Plc

Standard Trust Bank Plc

Universal Trust Bank Plc

Other Cash Dispensers

1. Community Electronic Teller System (COMETS):
Serves as a network centre for general branch
banking operations. Depending on its capability,
it can support upwards of 1,800 terminals.

2. Customer Account Management System (CAMS):
Handles all aspects of visa accounts of a bank’s
employees and interested customers. The

network can support 400 terminals.

3. Electronic Cash Register (ECR): Checks credit

card authorization and verification.

4. Point-of-Sale (POS) terminal

5. Other networks can be developed to handle

i. Bank-by-phone operation

ii. Student Loans operations

Conclusion

Banking services have moved from the traditional
method, (or the one aided by technology) to one that
can be done from the comfort of one’s home. The

ancillary infrastructure, such as

good

telecommunications, better Internet services, achieving
greater penetration, and rising level of awareness
among the banking public that they do not need to
physically interact with the teller in his bank for him to

achieve his cash needs.

It is important that banks recognize the need for some
form of collaborative effort that would promote further
development and growth of the ATM industry and
electronic commerce in Nigeria. Adopting an ISO
approach would no doubt be the key to achieving
growth in the ATM industry. ATM deployment should
be approached from a long-term perspective and not
the usual lackadaisical attitude of some staff, typical of
most Nigerian banks. Baring the prevailing economic
difficulties, a consortium of banks or private initiatives
should brace up and establish ATM networks in order
to embrace the metropolitan, urban, cities, and most
importantly the local community dwellers. It is obvious
that both foreign and local banks will patronize such

outfits.
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Controls for Preventing and Detection of Computer Crime

Peter O. Olayiwola

ABSTRACT

It would be nice to assume that everyone associated with a business is honest.
That assumption would certainly eliminate the need for crime prevention, but, of
course, it is not viable. People will commit crimes for many reasons, some of which
are rational, others of which may make no sense to the observer. The larger the
organization, the more likely it is that someone is out to commit a crime. Managers
who subscribe to this belief are not necessarily paranoid. The factors that enhance
the probability that an organisation will be the target of theft, fraud, embezzlement
and corruption, including computer crime, can be either motivational (related to the
corporate reward system and company policies) or personal (related to the charac-
ter of a particular perpetrator). These factors will be discussed in details. Internal
control and security systems are designed on the basis of past experience, both in
the company in which they are installed and in other companies. The challenge
here is to build in enough controls to discourage and catch criminal behaviour
without breaking the bank in costs or going overboard on security.mmComputer
crime can be discouraged through measures designed not only to prevent crime but
also to detect attempts to engage in computer crimes. The recommended preven-
tion measures will be adequately discussed in the paper. The focus of this paper is
the specific measures that are often used to prevent computer crimes by those
either inside or outside an organization. Measures to detect attempts to commit
computer crime will be also be discussed.

1.0 INTRODUCTION

It would be so wonderful to assume that everyone
associated with a business is honest. That assumption
would certainly eliminate the need for crime prevention,
but, of course, it would be a naive assumption. People
will commit crimes for many reasons, some of which
are rational, others of which may make no sense to
the observer. The larger the organization, the more
likely it is that someone is out to commit a crime.
Managers who subscribe to this belief are not
necessarily paranoid. In fact, experience has shown
that a lot of employees who were once highly trusted
by their employers have betrayed that trust. According
to the Association of Certified Fraud Examiners’ (ACFE)
2004 Report to the Nation on Occupational Fraud and
Abuse (p.iii), a study of 508 organizations by the ACFE
reported a total of over $761 million in losses. According
to the same study, a typical organization losses an
estimated 6% of its total revenue to fraud. Hence, this
paper will focus on both the prevention and detection
of computer crime.

2.0 INTERNAL CONTROL AND SECURITY
SYSTEMS

Internal control and security systems are designed on
the basis of past experience, both in the organization
in which they are installed and in other organizations.
The challenge here is to build in enough controls to
discourage and catch criminal behaviour without
breaking the bank in costs or going overboard on
security. Organizations that have been victimized often
react by increasing controls to the point at which the
controls can become oppressive and actually interfere
with the organization’s operations. Although it is rational
for organizations to set up rules to define acceptable
and unacceptable behavior, too many constraints make
people feel oppressed, distrusted, and become self-
conscious of being under constant surveillance.

Well-designed controls should provide checks and
balances. We need to consider the risks, threats, and
other vulnerabilities in modern society and its
technological environment while simultaneously taking
into account our responsibilities to employees, the value
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of their contributions, and their need for satisfaction in
their workplace. This includes the provision of a work
environment that encourages outstanding performance,
profitability and efficiency.

A competent systems analyst or information security
specialist can design layer upon layer of controls.
However, controls in excess of those required by the
nature of the risks involved are not cost-effective and
can place undue burdens both on those who must work
under them and those who must monitor and control
them. An organization’s requirement for effective
internal-controls does not represent a justification for
a siege mentality or the construction of an impregnable
fortress. Done effectively, the development of internal
controls is a matter of proper balance and equilibrium
and should not create paranoia.

Looking at the potential for theft and fraud and the
actions available to prevent crime brings forth several
conclusions:

Most prevention efforts focus on building more
accounting, access or physical security controls.

It is vital to recognize that there are limits to
technological and procedural controls. Given
the speed with which computer and data
communications technology evolves and the
complexity of modern systems, it is difficult
for improvements in protection and detection
mechanisms to keep pace.

It is also important for organizations to
recognize that improvements in the working
environment, including a positive ethical
climate and strong interpersonal trust, help to
discourage criminal thinking and behaviour
and, as a result, are a part of the control
environment. Some factors in the business
environment are likely to encourage computer
crime while others discourage crime. Clearly,
we want to minimize the criminal behavioural
motivators and maximize the non-criminal
motivators.

3.0 FACTORS ENCOURAGING COMPUTER

CRIME

The factors that enhance the probability that an
organization will be the target of theft, fraud,
embezzlement and corruption, including computer
crime, can be either motivational (related to the
corporate reward system and organization policies) or
personal (related to the character of a particular
perpetrator of the crime).

computer
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3.1 MOTIVATIONAL FACTORS

ENCOURAGING COMPUTER CRIME

The following are motivational factors that encourage
computer crime:

Inadequate management controls, including
failure to communicate expected standards of
job-related performance or on-the-job
behaviour, ambiguity in work roles,
relationships, responsibilities and areas of
accountability

Inadequate rewards, including pay, fringe
benefits, bonuses, incentives, perquisites, job
security, meaningful work and promotional
opportunities

Failure to offer counseling when performance
or behaviour falls below acceptable levels

Acceptance of mediocre performance as the
standard

Inadequate reinforcement and performance
feedback mechanisms, including lack of
recognition for good work, loyalty, longevity
and effort; lack of meaningful recognition for
outstanding performance; delayed or
nonexistent feedback on performance
inadequacies or unacceptable on-the-job
behaviour

Inadequate support and lack of resources to
meet standards by, for example, not providing
authority to hire sufficient personnel to meet
requirements for quality, quantity, and
timeliness of work produced

Failure to control bias or unfairness in selection,
promotion, compensation, and appraisal

An uncertain future (where a company faces
merger, acquisition or failure, people may feel
justified in “watching out for themselves.”)

Condoning inappropriate ethical norms or
inappropriate behaviour

Failure to control hostility generated by
promotion or destructive competitiveness
among departments, offices, or personnel

Inadequate operational reviews, audits,
inspections, and follow-ups to assure
compliance with organizational policies,
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priorities, procedures, and government
regulations.

PERSONNEL-BASED FACTORS

The following are personal or personnel-based factors
encouraging computer crime:

4.0

Unresolved personal financial problems

Inadequate orientation and training on security
matters and on sanctions for violating security
rules

Inadequate standards of recruitment and
selection

Failure to screen and check the background
personnel before appointing such persons to
sensitive positions (This includes verification
of prior employment, verification of educational
qualifications, verification of financial stability
and examination of character.)

Inadequate control of the level of job-related
stress and anxiety

Unresolved problems relating to personal status

Inadequate employee communication
programs to control, to the extent possible,
uncertainty and anxiety among employees

FACTORS FOR THE DETERRENCE OF
COMPUTER CRIME

Computer crime can be discouraged through measures
designed not only to prevent crime but also to detect
attempts to engage in computer crimes. The
recommended prevention measures are the following:

4.1

41.1

INTERNAL ACCOUNTING CONTROLS

These are the traditional measures that
discourage crime, and they are as important
in an automated environment as in a manual-
processing environment. These include:

Separation and rotation of duties (Remember
that as personnel change jobs, it is vital to
update the list of computer applications that
they can access so that their access at any
given time matches their current job
requirements.)

computer

4.1.2

4.1.3

41.4

4.2

42.1

4.2.2

4.2.3

4.3
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Establishment of dual signature authorities,
dollar authorization limits, expiration dates for
signature authorizations and check amount
limits (These authorities also should be
examined on both a routine and surprise basis.)

Offline controls and limits, including batch
controls and hash totals Periodic internal audits,
surprise inspections and computer security
reviews

Absolute insistence that control policies and
procedures be documented in writing.

COMPUTER ACCESS CONTROLS
These controls may include the following:

Authentication and identification controls,
including keys or smartcards, passwords,
biometrics, callback systems, one-time
passwords, time and day constrained access
and periodic code and password changes

Compartmentalization, also known as “need
to know”

Use of encryption to protect data while stored
or in transit.

FIREWALLS
SOLUTIONS

The use of firewalls and similar safeguards
prevents unauthorized access and destructive
attacks through the Internet.

AND ANTIVIRUS

MEASURES TO DETECT ATTEMPTS TO
COMMIT COMPUTER CRIME

In this age of computer espionage and highly
sophisticated computer-based criminal activities, it is
important for ICT practitioners to develop the skills and
detecting attempts to commit computer crime. Some
of the methods for detecting computer crime include
the following:

5.1

A system of logging and follow-up of exceptions
should be designed and implemented to log
unusual activities. Procedures should be in place
to follow up on reported exceptions, such as the
following:

Transactions that are out of sequence, out
of priority, or otherwise out-of-standard
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Aborted runs and entries, including repeated
unsuccessful attempts to enter the system

Attempts to access applications or functions
beyond a person’s authorization.

5.2 Logging and following up on variances should
be able to indicate a problem may have occurred

or is occurring.

5.3 General logging should be in place because, if
problems are uncovered, logs of access, web
activity, etc., may be vital evidence in tracking
down the person involved. Logs should be
maintained for at least a few months before being

erased.

5.4 Use newly developed intrusion detection systems
that use artificial intelligence capabilities to detect

unusual transactions flowing through a system.

5.5 Develop and maintain awareness of employee

attitudes and satisfaction levels.

5.6 Develop and maintain sensitivity to reports that
particular individuals are having problems, living
beyond their means, or talking about “getting

even,” for perceived slights

6.0 SECURITY MEASURES FOR PREVENTING
COMPUTER CRIME

This section focuses on the specific measures that are
useful for the prevention of computer crimes. Although
some measures are applicable to almost all situations,
it is vital that each organization considers those controls
that are appropriate to its own particular circumstance